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I'maBa 1. Bsenenwue

1 BBepeHwue

LS11SW ssusiercst mporpammuoii peanusanueii OO0 "JIMCCU-Codr" [1] cranmapra
PKCS+#11 API 2], nonosiHeHHOrO HOIJIEPKKO POCCHACKUX KPUIITOrpahuIecKux aJro-
PUTMOB B COOTBETCTBUHM CO CHEU(DUKAIMIMI, BEIpAOOTAHHBIMI TeXHIYIECKIM KOMUTETOM
no crangaprusaun (TK 26) "Kpunrorpaduveckas samura nndopmarnun" [3, 4].

[Tommep:xka anropurmoB poccuiickoit kpunrorpadun B LS11SW ocymecrsisercs 6ub-
smorekoit ¢ uurepdeitcom PKCS#11. LS11SW nossossier paboTarhb TOJIBKO C OIHUM
MTPOTPAMMHBIM TOKEHOM, KOTOPBIN pacrojiaraeTcst B MPEIONPEIeIeHHOM MecTe (haitio-
BOI CHCTEMBI MTOJIb30BATEIS.

1.1 OG6G30p apxntekTypbl

LS11SW mpenocrasisier 6ubanoreky PKCS#11, aunamMudeckn MoJK/II09aeMyIO PU-
sgoxkenneM. [lpu mHUIMAIN3aM ONOIMOTEKN CO3AETCsST €IUHCTBEHHBIN CJIOT JJIsT TOJI-
KJIIOYEHUST Y2KEe CO3/TAHHOTO MPOTPAMMHOTO TOKeHa. lIporpaMMHBIN TOKEH CO3/1aeTcst B
daiiyioBoil cucTeMe IMOJIb30BATES IIPU €ro JTUIEH3UPOBAHUN.

LS11SW API skiouaer dynkimu, onucannbie B cinerudukamun PKCS#11 API [2], ¢
YUETOM PACIIUPEHUsI AJTOPUTMAME POCCUIICKON Kpunrorpadun [4].

1.2 CuctemHble TpeboBaHuns

LS11SW peasinzoBana kpocc-miardOpMeHHBIM 00pa30M, TaK 4YTO OHA, B IPUHIIUIIE,
MOXKeT OBITH IOPTUPOBAHA B JIIOOYIO ONEPAIMOHHYIO CUCTEMY, TJI€ MO/[JIEPKUBAETCS S3bIK
Cu. Tekymas Bepcust paboTaer B omepalmoHHbIX cucreMax Windows, Linux u Mac OS
X #a 32-x u 64-x pazpsaabix miardopmax. Vmeercs: Takyke BapUaHT OHOJTUOTEKU JIJIst
MODOMJIBHBIX YCTPOMCTE € oltepamuoHHoi cucreMoii Android.

1.3 OcobeHHOCTN peanunsayunun

B LS11SW nomep:KuBaioTcst Bce poccHiicKue Kpunrorpapuieckie MeXaHu3Mbl, OIIpe-
nesennble B [4]. Bee kpunrorpadudeckne MeXxaHU3MBI HOIEPKUBAIOTCS OUOINOTEKOM
nporpaMMuo. Kpome Toro, 6ubmoreka mo3poJisier paboTarh ¢ BDEMEHHBIMU CECCUOHHBI-
MH O0BEKTAMHE I BCEX MOIEPKUBAEMBIX MEXAHU3MOB.

LS11SW mnomzepkuBaeT co3faHue U HMCIOJIb30BAaHUE OOBEKTOB IapaMeTpoB JOMEHA
pu cuMMeTpudIHOM IudpoBaruu. Eciu npu mmudpoannn B Kiode 3agad OID mocryn-
HOI'O I TEKYIIei ceccur o0beKTa IMapaMeTpPOB JIOMeHa, TO OyIyT HCIOJIb30BAHBI IIapa-
MEeTPBI U3 3TOro 00beKTa. Ecim 2Ke TaKoro 06beKTa HeT, TO OYIeT IPEIIPUHITA TOIBITKA
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I'maBa 1. Bsenenwue 1.3. OcobenHocTu peainu3aiuu

HaiTH U UCIOJIb30BATh apaMeTpsl Jist ganaoro OID cpeau npemonpegeieHHBIX HADOPOB
napamerpos, 3ajanibix B RFC 4357[5]. Takum o6paszom, HaIu4ue B CECCUU COOTBETCTBY-
IOMKUX O0BEKTOB IApaMeTPOB JIOMEHA He SBJIAeTCsS 00s3aTeIbHBIM, €CJIM UCIOIb3YIOTCS
npeJIonpeiesieHHble Habopbl apaMeTpoB. 3ameruM, urto corsiacHo RFC 4357[5], B 06b-
eKTax [1apaMeTpoB JIOMEeHa MOTYT OBbITh 3aJIaHbl TOJBKO peskuMbl mudposanus CNT(0),
CFB(1) mm CBC(2).

B LS11SW B kauecTBe aJIbTEPHATUBHOTO BAPUAHTA PEAJM30BAH TaKXKe HECTAHIIapT-
piit Mexaumsm CKM  GOST28147 CNT, mo3Bosistonuil NCHOIb30BATh PEKUM IMTH]D-
poBarmst CN'T ¢ mpejonpeiesieHHbIME HaOOpaMU TapaMeTpOB, HE MPUMEHssT OO0bEKThI
rapaMeTpoB JIOMEHA.

Bamernm, uro npu mmdpoanuu B 0j0uHbX pexknmax KCB u CBC ucxonnbie mgan-
HbIE JOJIKHBI ITOCTYIIATh MOPIUSIMHE, JJIMHA KOTOPLIX KpaTHa pa3Mepy OJioka, T.e. 8-Mu
Gaitram. OpraHu3alinsi Ia [JIMHTa TP 3TOM BO3JIANAETCS Ha, PUKJIATHYIO IPOIDAMMY.

Jnst mexaausmos 'OCT P 34.11-94 u 'OCT P 34.10-2001 paspelaercst HCIOJIb30BATh
TOJIBKO IIPEJIONPe/IeJIeHHbIe HADOPHI mapamerpos, omnpejesiennabie B RFC 4357. O6bekTh
ImapaMeTpoB JIOMEHA IIPU STOM HE UCIIOJIB3YIOTCS.

B wuntepecax mojiepkku poccuiickoit peasmsaruu crangapra PKCS#12 nomnosnu-
TeJIbHO peasin3oBaH MexaHu3M CKM_PBA_GOSTR3411_WITH_GOSTR3411_HMAC, ucnoJib3y-
eMBbIil JJIsI TeHepaluy KJ/Iio4Ya Ha I[1apoJie IPU BbIPAOOTKE U MPOBEPKE JAiI2KecTa Xpa-
nuniia. Kpome toro, mobasien mexanu3m CKM_GOST28147_PKCS8_KEY_WRAP mjist yma-
KOBKHU M paciakoBku 3akpbiToro kioda 'OCT P 34.10-2001 nmo crammapry PKCS#8
¢ TMOMOIIBI0 MHU(MPOBAHUST CEKPETHBIM KJIFOUOM, T€HEPUPYEMOM Ha [1apoJie MEXaHU3MOM
CKM_PKCS5_PBKD2.

OYHKIUU MeHEPAINN CJIYIalHbIX YUCES MMO/IEPKUBAIOTCS BCTPOEHHBIM B OHOJINOTEKY
KPHUOTOrpapUIeCKIM TeHEPATOPOM.

Bubsimoreka mnomiepkuBaer paboTy M3 HECKOJIBKUX ITOTOKOB, OJHAKO II0 CTAHJIAPTY
HeJIb3sI UCIIOJIL30BATD OHY U TY K€ CECCHIO U3 PA3HBIX IIOTOKOB.

KonuuecTBo 0fHOBpEMEHHO OTKPBITBHIX CECCUIl B MPUIOKEHUN HE JIOJIPKHO ITPEBBIIIATH
256.

Cosmanne n JUIEH3UPOBaHNE TOKEHA MPOM3BOAUTCS |Uepe3 web-mHTepdeiic Ha caiiTe
"TNCCU-Codr"[1]. [Tocste uneH3upoBanusi Ha TOKEHE HY?KHO yCTAHOBUTH MeTKy u PIN
nostb3oBaresid. Ero jnajgbHefinyo nHUIUAIU3aIuIo C [IPUCBOEHUEM METKU U YCTAHOBKY
PIN moxkHO BBITOJHUTE 60 yTrmToii pllconf, mubo mporpamMmHo.

KosmgecTBo mybimaHbIx 00BEKTOB HA TOKEHE He JI0ZKHO IpeBbimarh 256. KosmmaecTso
[IPUBATHBIX OObEKTOB HA TOKEHE TOXKE He JIOJI?KHO IPEBBIaTh 256.

IIporpaMMHBIil TOKEH CIUTACTCS HE U3BJIEKAEMbBIM, T09TOMY HUKAKNAE COOBITUS HE CJIO-
Te 6ubMoOTEKOI He perucrpupyiorca. B cpsasu ¢ atum, pyrknus C_WaitForSlotEvent
Hukorga He BosBpamaer CKR_OK. Ecmm mpu BbsoBe 3aman durar CKF_DONT_BLOCK, To
cpa3y Bosppamaercss CKR_NO_EVENT. Ecim ¢dynknnmsa Boi3BaHa g0 C_Initialize wmim
C_Finalize Boi3Bana npu 6siokuposanuoit C_WaitForSlotEvent, To C_WaitForSlotEvent
cpasy 3aBepinaer pabory u Bo3ppamaer CKR_CRYPTOKI_NOT_INITIALIZED. Haxkomerr, ec-
JI1 IPOrpaMMHBII TOKEH He JiulieH3upoBaH, To Bo3Bpalaercd CKR_TOKEN_NOT_RECOGNIZED.

Bubnmoreka peanmnsoBaHa ¢ HCIOIB30BAHIEM Kpocc-TLtaTdopMeHHBIX cpeacTs Mozilla
NSPR [7] u ucnosibzyer qunamudeckue 6ubmoreku libnsprd u libpled.
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I'maBa 2. OcHoBHbIE CBEJCHUSI

2 OcHoBHble cBeageHus

2.1 CocTaB un cTpykTypa
B cocras LS11SW Bxomsar:

e Bbubtsmorexka PKCS+#11 Isllsw

Bubsnoreku NSPR. libnspr4 u libplc4

Bxrouaembre daiiier PKCS#11

Yrunura kouduryparuu pllconf
e Habop TectoBbIX MmpuMepon

e PykoBoicTBO mporpaMmucTa

Nmena daitmoB guHAMIYIECKAX OMOINOTEK W BBIIOJIHSIEMbBIX (bailloB B pa3HbIX Ollepa-
IMOHHBIX cucremax oTymdaiorcs. Hanpumep, 8 Windows ums daitia dubimumorekn 1sllsw
- Is1lsw.dll, B Linux - liblsl1sw.so, 8 Mac OS X - liblsl1sw.dylib. DTo oriuune HyKHO
VIATBIBATE IIPU 3arpy3Ke ONOINOTEKN U3 TPUKJIATHON TPOrpaMMBbl. BhITToTHIeMbIH (aii
yruwmTel pllconf B8 Windows naszbiBaercst pllconf.exe, a 8 Linux u Mac OS X - mpocro
pllconf.

Ha6op recroBbix npumepos nocrasisiercst B Buje CMake-nipoekra [10]. st renepanun
cOOPOYHOTO MPOEKTa Ha IeJIeBoil IIaTdOopMe HY>KHO CKAa4aTh U YCTAHOBUTH ITOCJIETHIOK
Bepcuto CMake, 3aTem u3 nanku build BBITOJTHUTD KOMaHTY

cmake

B pesyabrare, B mamnke build 6ymyT cosmanbt daitabl cOOPOIHOrO MPOEKTa, IMOCIe Iero
HY>KHO IIPOJIOJI?KUTE COOPKY TECTOB y2Ke JJIsi 9TOrO IPOEKTa. 3allyCK BCEX TEeCTOB Ha
BBIIIOJIHEHNAE MOXKHO IIPOU3BECTH KOMaHOI ctest.

2.1.1 BubnuoTteka LS11SW

Bubsmoreka PKCS#11 API Isllsw mosikHa OBITH 3arpyKeHa MPUKJIAIHONW [IPOTrpaM-
MOl TMHAMUYIECKH, IIOCJIe Uero u3 Hee m3BJeKaeTcs crncok pyukmmii PKCS#11.

3arem BbI3bIBaeTcs dyuknus C_Initialize, ¢ KoTopoit HaYnHaETCs paboTa ¢ 6ubIHO-
Tekoit o crargapry PKCS#11.

IIporpaMMHbBIil TOKEH J0OJIZKEH OBITH CO3HaH 10 Hadaja paboThl ¢ OMOJINOTEKOI.

ANMCECH
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I'maBa 2. OcHoBHbIE CBEJCHUSI 2.1. CocraB u CTpyKTypa

2.1.2 lMNoaaep>xnBaemble TUMblI 00BHLEKTOB

IIporpammusrit Toker LS11SW B ciiore 0 MoXKeT XpaHUTh OOBEKTHI KJIFOUEBOU IIa-
pot (CKO_PRIVATE_KEY, CKO_PUBLIC_KEY) Tuma CKK_GOSTR3410, 06bEeKTEI cepTH(hUKATOB
CKO_CERTIFICATE Tuma X.509, oobekTs! nanabix CKO_DATA, K/IIOUU Jjisi CUMMETPUTIHOTO
mudpPOBaHUS U XEITUPOBAHUS, & TAKXKe IIapaMeTPhl JTOMEHA.

Ha Tom ke HyJIEBOM €JIOT€ MOLYT OBITH CO3/aHBI BPEMEHHBIE CECCUOHHBIE OOBEKTHI
TIepevdnCIeHHBIX TUTIOB.

2.1.3 lMNopaep>xnBaemble MexaHU3MblI
LS11SW nomnep:kupaer caemyromue Mexaausmbl PKCS#11:
e CKM_GOST28147_KEY_GEN
e CKM_GOST28147
e CKM_GOST28147_KEY_WRAP
e CKM_GOST28147_ECB
e CKM_GOST28147_CNT
e CKM_GOST28147_MAC
e CKM_GOST28147_KEY_CPDIVERSIFY
e CKM_GOST28147_PKCS8_KEY_WRAP
e CKM_GOSTR3411
e CKM_GOSTR3411_HMAC
e CKM_GOSTR3410_KEY_PAIR_GEN
e CKM_GOSTR3410
e CKM_GOSTR3410_WITH_GOSTR3411
e CKM_GOSTR3410_DERIVE
e CKM_GOSTR3410_KEY_WRAP
e CKM_GOSTR3410_PUBLIC_KEY_DERIVE
e CKM_PKCS5_PBKD2
e CKM_PBA_GOSTR3411_WITH_GOSTR3411_HMAC
e CKM_TLS_GOST_KEY_AND_MAC_DERIVE

e CKM_TLS_GOST_PRE_MASTER_KEY_GEN

ANMCECH
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I'maBa 2. OcHoBHbIE CBEJCHUSI 2.2. VcraHOBKa

CKM_TLS_GOST_MASTER_KEY_DERIVE

CKM_TLS_GOST_PRF
e CKM_SHA_1
e CKM_MD5

Cornacuo crangapry PKCS#11, snauenus noseit ulMinKeySize n ulMaxKeySize B
crpykrype CK_MECHANISM_INFO me wmcnosbsyiorcs s mMexanusmoB I'OCT. B mannoit
peanusanun 3HaYeHUsT 3TUX mojeil comepzkar mis MexannamoB ['OCT P34.10-2001 pas-
Mep OTKpPBITOro Kioda B ourax (512), mis mexanuzmos 'OCT 28147-89 - pasmep kiroua
mmdposanus B Gajirax (32), s mexanusma CKM_TLS_GOST_MASTER_KEY_DERIVE - pas-
Mep MacTep-Kjoua B Oaiitax (48). Bee aTn 3HavYeHMs] UMEIOT YMCTO UH(MDOPMAIMOHHBIIH
XapakKTep W He UCIOJb3YIOTCS B aJTOPUTMAaX OMOJIMOTEKH.

2.2 YcTaHoBKa

Bermostasiembre daitasr LS11SW ycranasiuBaroTcst B 1iejieBbie manku. [lockoabky 6ub-
smoreka Isllsw ucmonb3yer 6ubanorekn libnsprd m libplcd, To 9Tn OubMOTEKN TaKXKe
ycTaHaBauBaioTcs. Kpome Toro, ycranasimBaercs yruiuTta KoHdurypamnun pllconf.

Baxxnoe 3ameuanme. Ha meeBoit mirardopme HyKHO 00€CIeINTh MPUKJIAIHBIM ITPO-
rpaMMaM BO3MOXKHOCTb HalTH OMOJIMOTEKU W yTHJIMTHI 110 UMEHAM IIyTeM J00aB/IeHUS
ITOJTHOTO IIyTH K COJeprKallleil uxX IamKe K 3HadeHHio nepemenHoit cpenbl PATH wan
LD_LIBRARY_PATH, B 3aBUCHUMOCTH OT OII€PAIIMOHHOI CUCTEMBI.

Jloxkymenrarust u TecroBble mpuMephl jyist LS11SW ckadmpatoTcst OT/IeJIBHO ¢ caiiTa

" TICCHU-Codr"[1].

2.3 Co3pgaHne nporpaMMHOro TokeHa

[IporpaMMHBI# TOKEH CO3/1aeTCsT B IIPEIOIIPEIEIEHHOM MecTe (hailjIoBOil CHCTEMBI ITOJThb-
30BaTeNIs B IIPOIECCE JIMajora ¢ cepBepoM depes web-unrepdeiic na caitre "JIMCCU-
Codr"[1]. DToMy HporpaMMHOMY TOKEHY [IPUCBAMBAETCSI YHUKAJBHBIN CepUiiHbIN HOMED,
10T, KOTOPBIM OH PETUCTPUPYETCs Ha CepBepe B COOTBETCTBUHU C ero Jmren3ueit. C nan-
HBIM ITPOIPAMMHBIM TOKEHOM CMOXKET PabOTATh TOJBKO TOT MOJB30BATEh, KOTOPBI €ro
CO3/IaBAJI, IPUYEM TOJBKO HA TOM K€ KOMIILIOTEDE M B TOM K€ OIEPAIMOHHON CUcTeME.

Juts pa3merienust (paitjioB MpOorpaMMHOTO TOKeHa, B cucTteme Windows HCIIOIb3yeT-
cs manka %USERPROFILEY/.LS11SW B (railjloBoM IpocTpaHCTBE MOJIb30BaTeN . B cucre-
Me Linux jyisi ToOif Ke TeJin B JIOMAIITHEM KaTAJIOre IO0JIB30BaTe sl UCIIOIb3yeTCsl IMamKa
.LS11SW.

[IporpaMMHBI# TOKEH CO3/IA€TCH MHUNMATU3UPOBAHHBIM, HO C YMaJIUBaeMON METKOM
u 6e3 PIN mombsoBatens. [loBropHast MHUIIMAJIM3AINST TOKEHA C MPUCBOEHUEM METKH U
nasnadenne PIN mosb3oBaresiss MOryT OBITH BBIIIOJIHEHBI ¢ TOMOIIBIO YTUIUTHI KOH(UTY-
panuu pllconf (em. pasgen "Vruinra xkordurypaun") win nporpaMMHO (OYHKIUSIMU
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IimaBa 2. OcHoBHBIE CBeeHUST 2.4. ¥Yrunura KoHuUrypamuu

PKCS#11. Huist co3aHHOTO TOKEHA YCTaHABJIMBAeTCsl yMaaduBaemoe 3Hadenne PIN ajr-
munucTparopa Gesonacuoctu (Security Officer mimm cokpamenno SO) — 87654321.

BamMeTnM, 9TO JJIst JOCTYIIa K IPOrPaAMMHOMY TOKEHY B (DailJIoOBOM IIPOCTPAHCTBE IT0JIhb-
zoBaress SO JoJKeH paboTaTh B ceaHce 1MoJib3oBaTess TokeHa. DakTudecku 310 03HA-
gaer, 9To Jjist nporpaMMuoro Tokena LS11SW SO u mosib3oBaTe/ib TOKEHA — 3TO OJHO U
TO 2Ke Juo, xorsd 3uadenuss PIN y SO u nosib3oBaTesist MOryT ObITh Pa3HBIMU.

Eciin o kakoii-ro mpudunHe (aiijibl IPOrpaMMHOIO TOKEHA OKA3aJIUCh OBPEXKIEHHBI-
MH, TO HAIIKY MMPOI'PDAMMHOIO TOKEHA MOYKHO V/IAJIUTH M IPOBECTH JIUIEH3UPOBAHUE 3a-
HOBO. llockosbKy B 0ase JIAaHHBIX CepBepa yKe UMEETCsT 3aIlUCh O MPEeJIbIAYINEM JIUIEH-
3UPOBAHUM, TO IIOBTOPHOE JINIIEH3UPOBAHUE He 1OTPEOYET OIJIATHI.

2.4 YTunnuta KoHdurypauyum

LS11SW unpenocrasiisier yTuimTy KoMaHaHoil cTpoku pllconf st kondurypuposa-
HUsl ¥ JIMUHUCTPUPOBAHUS TOKEHOB, IMOJIJIEPKUBAEMBIX B CHCTEME. Y THJIUTa pPaboTaeT
nckjioanTe bHo Yepe3s API, mosTomy ee MOXKHO MPUMEHSITH Jijisi pabOTHI € JTFOObIMU OUb-
smorekamu PKCS#11, a ne Tosibko ¢ 1sllsw.

SamernmM, 9TO ¢ (DJIArOM -C 3aJAeTCsi UACHTUDUKATOP CJI0TA. DTOT UIACHTUDUKATOP
HeOOXO0IMMO 3a/[aBaTh, KOT/Ia Olepallis BHIIOJHSIETCS ¢ KOHKPETHBIM TOKeHOM. M 1eHTn-
pUKATOPBI BCEX CJIOTOB MOYXKHO TOJIYIUTH C (DJIArOM -S.

YTuanTa npeiocTaB/IsgeT BO3MOXKHOCTH, O KOTOPBIX COOOIACTCS IIPHU 3AITyCKe KOMaHIbI
pliconf -h. K HuM oTHOCATCS MHUNMAIU3AINS TOKEHA, WHUIMAJIU3AIUS U U3MEHEHUE
PIN agmunucrparopa 6e3onacuoctu, nnunnaan3aius u u3menenne PIN nonb3oBarens u
ap. Cutetyrorue TpuMephl TOKa3bIBAIOT ontuu yTuauTsl pllconf u Beigauy nrdopmariun
0 CJIOTaX B CHCTEME JI0 MHUITUATU3AINN TOKEHOB.

> ./pliconf -h
usage: pllconf [-hitsmIupPred] -A APIpath [-c slotID
-U userPin -8 SO0Pin -n newPin -L label]

-h display usage

-i display PKCS11 info

-t display token info

-s display slot info

-m display mechanism list

-I initialize token

-u initialize user PIN

-p set the user PIN

-P set the SO PIN

-r remove all objects

-e enumerate objects

-d dump enumerated object attributes

ANMCECH
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IimaBa 2. OcHoBHBIE CBeeHUST 2.4. ¥Yrunura KoHuUrypamuu

2.4.1 Tlony4yenune nucopmauyunn o bubnnoreke

> ./pliconf -A 1slisw -i
PKCS#11 Info
Version 2.30
Manufacturer: LISSI-Soft
Flags: 0x0
Library Description: 1lsllsw PKCS#11 library
Library Version 4.1
0K

,B;aHHaH IporpaMmMa TaKzKe IIO3BOJIFAET BBIIIOJIHATHL HEKOTOPBIE ITPOCTHIE 3aIlIPOCHI CJIO-
TaM U TOKeHaM, HallpuMep AJigd ITOJIyIeHU A I/IH(i)OpMaLLI/II/I O CJI0TaX, TOKeHaX " JJIigd IIOJIYy-
YeHUs CIIMCKa IIOOACPZKMBACMDBIX MEXaHNU3MOB.

2.4.2 Tlony4yeHune nucpopmauum o cnorax

> ./pliconf -A lslisw -s

Slot ID 0 Imnfo
Description: LS11SW Slot O
Manufacturer: LISSI-Soft
Flags: 0x7 (TOKEN_PRESENT)
Hardware Version: 1.0
Firmware Version: 1.0

OK

2.4.3 lMony4eHne nHcpopmaummn o TokeHe

> ./pliconf -A 1sllsw -t -c O

Token #0 Info:
Label: Token Label
Manufacturer: LISSI-Soft
Model: LS11SW
Serial Number: 1234567887654321
Flags: 0x40C (LOGIN_REQUIRED|USER_PIN_INITIALIZED|TOKEN_INITIALIZED)
Sessions: 0/256
R/W Sessions: 0/256
PIN Length: 4-32
Public Memory: OxFFFFFFFF/0xFFFFFFFF
Private Memory: OxFFFFFFFF/OxFFFFFFFE
Hardware Version: 1.0
Firmware Version: 1.0
Time: 18:58:42

0K

AMC%CCM
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IimaBa 2. OcHoBHBIE CBeeHUST 2.4. ¥Yrunura KoHuUrypamuu

IIporpaMMHbBIit TOKEH CO3/1aeTCA HE MHUITHAJTM3UPOBAHHELIM. [Ipexk e dem npusiokeHne
CMOKET HCIIOJIb30BaTh HOBBI TOoKeH LS11SW, Hy»KHO BBIIOJIHUTD CJIELYIONINE HAYATIb-
Hble maru (KaskJIoMy IIary COOTBETCTBYET IIPUMEpP KOJIa):

2.4.4 NHuuvanusaums TokeHa

Ilepen ncnonb30BaHIEM TOKEHA OH JOJIKCH OBITH OJHAXKIbl HHANUAJIM3upoBaH. Kiro-
9eBOIl YaCThIO JIAHHOIO [IPOIIECCa SIBJISIETCsI HA3HAUEHNEe TOKEeHY YHUKAJILHONW MeTKU (1Me-
uu). s sroro nonamoburcs PIN ammmuucrparopa Gesonacuoctu (SO) st JaHHOTO
tokena (HagasubHoe 3Hadenue SO PIN mist Toabko uro cosgamuoro Tokena LSIISW —
87654321).

Sameuanne. Bee 3aauenus PIN oTrobpakaroTcest 3Be3I09KaMU IIPU BBO/IE.

> ./pliconf -A 1lslisw -I -c O
Enter the SO PIN: 87654321
Enter a unique token label: LissiSW

To ke caMOe MOXKHO BBITIOJIHATE, 3adaBas 3Hadennst SO PIN u MeTku npsiMo B KOMaHIHOM
CTPOKE:

> ./pliconf -A 1slisw -I -c O -S 87654321 -L LissiSW

2.4.5 Hasnauvenune PIN agmuHucTpatopa 6e3onacHocTu

IIpaBuibHOM OPraHU3AIMOHHON HMPAKTUKON SIBJISIETCS M3MEHEHUEe aIMUHUCTPATOPOM
6ezonacuoctu cBoero PIN cpasy nocsie nnuinasmmsauu Tokena. Jlannast nporeaypa npeaor-
BpallaeT BO3MOXKHOCTb MHUIIUAJIU3UPOBATH TOKEH IIOCTOPOHHUM JIMIAM U YIAJIUTH TeM
caMbIM BCe CO3J[aHHBbIe OOBEKTHI (HAIPUMED, KJIIOUN U CEPTUMDUKATHI).

> ./pliconf -A 1slisw -P -c O
Enter the SO PIN: 87654321

Enter the new SO PIN: 76543210
Re-enter the new S0 PIN: 76543210

BapuaHT BBOZIa B KOMaHIHON CTPOKE:
> ./pliconf -A 1slisw -P -c O -S 87654321 -n 76543210

PIN ne obs3aTembHO TOKEH OBITEH TG POBBIM, TOIMYCKAIOTCs JIOObIE CUMBOJIBI, HO BO
nz3bexKkanme TpodbiIeM ¢ KOJIMPOBKAMY PEKOMEH/IyEeTCs UCIIOJIb30BATD JIATHHCKYIO TIOJIOBUHY
KOJOBOI TabJIUIIBI.

AMCSCCIQCIOT 11



IimaBa 2. OcHoBHBIE CBeeHUST 2.4. ¥Yrunura KoHuUrypamuu

2.4.6 Nuuymwanusauymsa nonb3oBatenbckoro PIN

JlanHast omepaliusi BBIOJIHAETCS aIMUHACTPATOPOM OEe30IaCHOCTHU Iepej mepeaadeit
TOKEHa I10JIb30BaTe 0. IIporpaMMHBIil TOKEH M3HAYAIBLHO CO3JAeTCA B (PallIOBOM IIPO-
CTPAHCTBE II0JIB30BaTEN s, OMHAKO (hOpMaJibHbIE TPEOOBAHUSI CTAHIAPTA JIOJXKHBI OBITH
BBITIOJTHEHBI W JIJIsI HETO.

> ./pliconf -A 1sllsw -u -c O
Enter the SO PIN: 76543210

Enter the new user PIN: 12345678
Re-enter the new user PIN: 12345678

BapuanT BBOZIa B KOMaHIHON CTPOKE:

> ./pliconf -A 1sllsw -u -c O -S 76543210 -n 12345678

2.4.7 N3meHeHue nonb3osaTtensckoro PIN

IIepBoe, 9TO JMO/IKEH ClIe/IaTh MOJIb30BATE/b IIOCIE IOy YeHNA TOKEHa OT aJIMUHACTPA~
Topa bezomacHOCTH, - 3T0 n3MeHenue PIN.

> ./pliconf -A 1lslisw -p -c O
Enter user PIN: 12345678

Enter the new user PIN: 01234567
Re-enter the new user PIN: 01234567

BapunanT BBO/Ia B KOMaH/IHON CTPOKE:
> ./pliconf -A 1sllsw -p -c O -U 12345678 -n 01234567

Ecmn snagenne SO PIN misa Tokena 1morepsino, a TOKEH 3a0/IOKHPOBaH M3-38, HECKOJIb-
Kkux BBoJOB HeBepHOro PIN, ro mrarabivu cpeacrsamu LS11SW pas6iiokupoBarh TOKEH
HeJIb3sI U3 COOOParKEHMil CEKPETHOCTH €0 JAHHBIX — €r0 MOXKHO TOJIBKO CO3/IaTh 3aHOBO.

Sameuanne. Hauvanbuoe smadenme USER PIN, ycramosnennoe SO, zamperiaercs B
JaJIbHERIIIEM yCTAHABIMBATE OJH30BATENIO U3 COOOparKeHnt 6E30IIacHOCTH.

ANMCECH
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I'maBa 3. IlporpammvupoBanue

3 lNlporpammupoBaHune

Bce npuBesennble HIZKe IPUMEPHI COIEPKATCA B Harnke mpoekTa tests. s ymobersa
cOOPKHU IIPUMEPOB TaM Ke COJepKUTcs coopounnlii paitin CMakeLists.txt st reneparuu
TectoBoro npoekra ¢ nomorpio CMake [10]. Boiigure B nmanky tests/build u Beimosmure
13 KOMAIHHON CTPOKH KOMAHJIY:

>cmake

B pesysibraTe BbIoJHEHNsT KOMaH/IbI B narnke tests/build renepupytores npoekrabie daii-
JIBL JIJ1 Bareit cbopounoii cucrembl. Hanpumep, st MSVS OyiyT co3ianbl MpoeKTHBIE
daiisibt 111 perierus 1sllsw_tests.sln, a juia Linux - coorBeTcTByIomuii make-dait.
Jagbaelinyio cOOpKyY MPOU3BOAUTE yrKe Ballleil COOPOIHON CHCTEMOIA.

Bce cbopounbie mpoMeKyTOUHBIE U PE3YJIBTUPYIOITIE (Bailjibl OyIyT CO3/aHBI B TAIIKE

tests/build.

3.1 ®yHkuuun obuiero Ha3HavYeHUs

Bo Bcex nmpuBeneHHBIX Jlajiee IpUMePax UCIOIb3YIOTCs (DYHKIMH OOIIEero Ha3HAYEHHUsI,
HpejicTaBIeHuble B daiijiax test_common.h u test_common.c. 31ech NPUBOAATCI UCXO/I-
HbIE€ TEKCTBI 9TUX (pailioB, ITOOBI OBLIO MOHSITHO, JAJIsl 9€ro 3TH (DYHKIINHA UCIOIb3YIOTCS
B TECTOBBIX IpUMEpax.

// test_common.h
#pragma once

#ifdef WIN32

#include <windows.h>
#include <conio.h>
#else

#include <unistd.h>
#include <dlfcn.h>
#include <termios.h>
#include <strings.h>
#include <nl_types.h>
#include <sys/time.h>
#endif

#include <stdio.h>
#include <stdlib.h>
#include <string.h>
#include <memory.h>

ANMCECH
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I'mapa 3. IlporpamMmvupoBaHHe 3.1. DyHKIHH 00IIEro HA3HATCHHUS

#include <sys/types.h>
#include <sys/timeb.h>
#include "pkcsllictrl.h"

#ifdef WIN32

#define PKCS11_API_PATH "lsllsw"

#elif __APPLE__

#define PKCS11_API_PATH "liblsllsw.dylib"
#else

#define PKCS11_API_PATH "liblsllsw.so"
#endif

extern CK_CHAR *api_path;
extern CK_CHAR *user_pin;
extern CK_UTF8CHAR *so_pin;

#define PIN_SIZE 80

#define BACK_SPACE ’\Db’

#define LINE_FEED ’\n’

#define CARRIAGE_RETURN ’\r’

#define END_OF_TEXT 0x03 // ETX (Ctrl-C)

#ifdef WIN32

extern HMODULE dl1;

#else

extern void *dll;

#endif

extern CK_FUNCTION_LIST_PTR funcs;

extern CK_C_Ctrl pctrl;

extern CK_C_INITIALIZE_ARGS *pinit_args_os_locking;
extern CK_C_INITIALIZE_ARGS *pinit_args_app_locking;
extern CK_SLOT_ID SlotId;

extern CK_SLOT_ID_PTR SlotList;

extern CK_ULONG SlotCount;

#define SYSTEMTIME struct timeb
#define GetSystemTime(x)  ftime(x)

long process_time(struct timeb tl1, struct timeb t2);
void show_error( char *str, CK_RV rc );

void process_ret_code( CK_RV rc );

void print_hex( CK_BYTE *buf, CK_ULONG len );

int print_bytes(CK_BYTE xbuf, CK_ULONG len, char *str);
CK_RV AppCreateMutex(void **pmutex) ;

ANMCECH
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I'mapa 3. IlporpamMmvupoBaHHe 3.1. DyHKIHH 00IIEro HA3HATCHHUS

CK_RV AppDestroyMutex(void *mutex) ;
CK_RV AppLockMutex(void *mutex) ;
CK_RV AppUnlockMutex(void *mutex) ;
CK_RV get_function_list(CK_CHAR *api_path, CK_FUNCTION_LIST_PTR *pfuncs);
CK_RV init(CK_CHAR *api_path,
CK_FUNCTION_LIST_PTR *pfuncs,
CK_C_INITIALIZE_ARGS *pinit_args);
CK_RV cleanup(CK_FUNCTION_LIST_PTR funcs);
CK_RV get_slot_1ist(CK_FUNCTION_LIST_PTR funcs,
CK_SLOT_ID #*ppSlotList,
CK_ULONG *pulSlotCount);
CK_RV find_slot_with_token(CK_FUNCTION_LIST_PTR funcs,
CK_SLOT_ID *pSlotList,
CK_ULONG ulSlotCount,
CK_SLOT_ID *pSlotId);
char *get_mechanism_name (CK_MECHANISM_TYPE) ;
CK_RV display_pkcsll_info(CK_FUNCTION_LIST_PTR funcs);
CK_RV display_slot_info(CK_FUNCTION_LIST_PTR funcs, CK_SLOT_ID SlotId);
CK_RV display_token_info(CK_FUNCTION_LIST_PTR funcs, CK_SLOT_ID SlotId);
CK_RV display_mechanisms(CK_FUNCTION_LIST_PTR funcs, CK_SLOT_ID slot_id);
CK_RV pin_callback(
CK_SESSION_HANDLE hSession,
CK_NOTIFICATION event, // CKN_LISSI_PIN_CALLBACK
CK_VOID_PTR pApplication // output PIN buffer here
)3
CK_RV test_main(int argc, char xargv([]);
CK_RV check_value(CK_BYTE *value, CK_ULONG len, CK_BYTE *eth, CK_ULONG eth_len);

#define CHECK(v, len, ethalon) \
do { \

if ((rc = check_value(v, len, ethalon, sizeof(ethalon))) '= CKR_OK) { return rc; } \

} while (0)

// test_common.c
#include "test_common.h"

#pragma warning(disable : 4996)

CK_FUNCTION_LIST_PTR funcs = NULL;
CK_C_Ctrl pctrl = NULL;

#ifdef WIN32

HMODULE dl11;

#else

void *dll;

ANMCECH
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I'mapa 3. IlporpamMmvupoBaHHe 3.1. DyHKIHH 00IIEro HA3HATCHHUS

#endif

CK_UTF8CHAR *user_pin = "01234567";
CK_UTF8CHAR *so_pin = "76543210";
CK_CHAR *api_path = PKCS11_API_PATH;
CK_SLOT_ID SlotId;

CK_SLOT_ID_PTR SlotList = NULL;
CK_ULONG SlotCount = O0;

CK_C_INITIALIZE_ARGS cinit_args_os_locking = {
NULL,

NULL,

NULL,

NULL,

CKF_OS_LOCKING_OK,

NULL};

CK_C_INITIALIZE_ARGS cinit_args_app_locking
AppCreateMutex,

AppDestroyMutex,

AppLockMutex,

AppUnlockMutex,

0,

NULL};

CK_C_INITIALIZE_ARGS *pinit_args_os_locking
&cinit_args_os_locking;
CK_C_INITIALIZE_ARGS *pinit_args_app_locking =
&cinit_args_app_locking;

1]
-~

long process_time(struct timeb tl1, struct timeb t2)

{
long ms = t2.millitm - tl.millitm;
time_t s = t2.time - tl.time;

while (ms < 0) {

ms += 1000;

S--3

}

ms += (long) (s*1000);
return ms;

3

void process_ret_code( CK_RV rc )
{

switch (rc) {

case CKR_OK:

ANMCECH
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I'mapa 3. IlporpamMmvupoBaHHe 3.1. DyHKIHH 00IIEro HA3HATCHHUS

printf (" CKR_OK"); break;
case CKR_CANCEL:

printf (" CKR_CANCEL"); break;
case CKR_HOST_MEMORY:

printf (" CKR_HOST_MEMORY"); break;
case CKR_SLOT_ID_INVALID:

printf (" CKR_SLOT_ID_INVALID"); break;
case CKR_GENERAL_ERROR:

printf (" CKR_GENERAL_ERROR"); break;
case CKR_FUNCTION_FAILED:

printf (" CKR_FUNCTION_FAILED"); break;
case CKR_ARGUMENTS_BAD:

printf (" CKR_ARGUMENTS_BAD"); break;
case CKR_NO_EVENT:

printf (" CKR_NO_EVENT"); break;
case CKR_NEED_TO_CREATE_THREADS:

printf (" CKR_NEED_TO_CREATE_THREADS"); break;
case CKR_CANT_LOCK:

printf (" CKR_CANT_LOCK"); break;
case CKR_ATTRIBUTE_READ_ONLY:

printf (" CKR_ATTRIBUTE_READ_ONLY"); break;
case CKR_ATTRIBUTE_SENSITIVE:

printf (" CKR_ATTRIBUTE_SENSITIVE"); break;
case CKR_ATTRIBUTE_TYPE_INVALID:

printf (" CKR_ATTRIBUTE_TYPE_INVALID"); break;
case CKR_ATTRIBUTE_VALUE_INVALID:

printf (" CKR_ATTRIBUTE_VALUE_INVALID"); break;
case CKR_DATA_INVALID:

printf (" CKR_DATA_INVALID"); break;
case CKR_DATA_LEN_RANGE:

printf (" CKR_DATA_LEN_RANGE"); break;
case CKR_DEVICE_ERROR:

printf (" CKR_DEVICE_ERROR"); break;
case CKR_DEVICE_MEMORY:

printf (" CKR_DEVICE_MEMORY"); break;
case CKR_DEVICE_REMOVED:

printf (" CKR_DEVICE_REMOVED"); break;
case CKR_ENCRYPTED_DATA_INVALID:

printf (" CKR_ENCRYPTED_DATA_INVALID"); break;
case CKR_ENCRYPTED_DATA_LEN_RANGE:

printf (" CKR_ENCRYPTED_DATA_LEN_RANGE"); break;
case CKR_FUNCTION_CANCELED:

printf (" CKR_FUNCTION_CANCELED"); break;

case CKR_FUNCTION_NOT_PARALLEL:

ANMCECH
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printf (" CKR_FUNCTION_NOT_PARALLEL");
case CKR_FUNCTION_NOT_SUPPORTED:
printf (" CKR_FUNCTION_NOT_SUPPORTED");
case CKR_KEY_HANDLE_INVALID:

printf (" CKR_KEY_HANDLE_INVALID");
case CKR_KEY_SIZE_RANGE:

printf (" CKR_KEY_SIZE_RANGE");

case CKR_KEY_TYPE_INCONSISTENT:
printf (" CKR_KEY_TYPE_INCONSISTENT");
case CKR_KEY_NOT_NEEDED:

printf (" CKR_KEY_NOT_NEEDED");

case CKR_KEY_CHANGED:

printf (" CKR_KEY_CHANGED");

case CKR_KEY_NEEDED:

printf (" CKR_KEY_NEEDED");

case CKR_KEY_INDIGESTIBLE:

printf (" CKR_KEY_INDIGESTIBLE");

case CKR_KEY_FUNCTION_NOT_PERMITTED:
printf (" CKR_KEY_FUNCTION_NOT_PERMITTED");
case CKR_KEY_NOT_WRAPPABLE:

printf (" CKR_KEY_NOT_WRAPPABLE");
case CKR_KEY_UNEXTRACTABLE:

printf (" CKR_KEY_UNEXTRACTABLE");
case CKR_MECHANISM_INVALID:

printf (" CKR_MECHANISM_INVALID");
case CKR_MECHANISM_PARAM_INVALID:
printf (" CKR_MECHANISM_PARAM_INVALID");
case CKR_OBJECT_HANDLE_INVALID:
printf (" CKR_OBJECT_HANDLE_INVALID");
case CKR_OPERATION_ACTIVE:

printf (" CKR_OPERATION_ACTIVE");

case CKR_OPERATION_NOT_INITIALIZED:
printf (" CKR_OPERATION_NOT_INITIALIZED");
case CKR_PIN_INCORRECT:

printf (" CKR_PIN_INCORRECT");

case CKR_PIN_INVALID:

printf (" CKR_PIN_INVALID");

case CKR_PIN_LEN_RANGE:

printf (" CKR_PIN_LEN_RANGE");

case CKR_PIN_EXPIRED:

printf (" CKR_PIN_EXPIRED");

case CKR_PIN_LOCKED:

printf (" CKR_PIN_LOCKED");

case CKR_SESSION_CLOSED:

break;

break;

break;

break;

break;

break;

break;

break;

break;

break;

break;

break;

break;

break;

break;

break;

break;

break;

break;

break;

break;

break;
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printf (" CKR_SESSION_CLOSED"); break;
case CKR_SESSION_COUNT:

printf (" CKR_SESSION_COUNT"); break;
case CKR_SESSION_HANDLE_INVALID:

printf (" CKR_SESSION_HANDLE_INVALID"); break;

case CKR_SESSION_PARALLEL_NOT_SUPPORTED:
printf (" CKR_SESSION_PARALLEL_NOT_SUPPORTED") ; break;
case CKR_SESSION_READ_ONLY:

printf (" CKR_SESSION_READ_ONLY"); break;
case CKR_SESSION_EXISTS:

printf (" CKR_SESSION_EXISTS"); break;
case CKR_SESSION_READ_ONLY_EXISTS:

printf (" CKR_SESSION_READ_ONLY_EXISTS"); break;
case CKR_SESSION_READ_WRITE_SO_EXISTS:

printf (" CKR_SESSION_READ_WRITE_SO_EXISTS"); break;
case CKR_SIGNATURE_INVALID:

printf (" CKR_SIGNATURE_INVALID"); break;
case CKR_SIGNATURE_LEN_RANGE:

printf (" CKR_SIGNATURE_LEN_RANGE"); break;
case CKR_TEMPLATE_INCOMPLETE:

printf (" CKR_TEMPLATE_INCOMPLETE"); break;
case CKR_TEMPLATE_INCONSISTENT:

printf(“ CKR_TEMPLATE_INCONSISTENT") ; break;
case CKR_TOKEN_NOT_PRESENT:

printf (" CKR_TOKEN_NOT_PRESENT"); break;
case CKR_TOKEN_NOT_RECOGNIZED:

printf (" CKR_TOKEN_NOT_RECOGNIZED"); break;
case CKR_TOKEN_WRITE_PROTECTED:

printf (" CKR_TOKEN_WRITE_PROTECTED"); break;
case CKR_UNWRAPPING_KEY_HANDLE_INVALID:

printf (" CKR_UNWRAPPING_KEY_HANDLE_INVALID"); break;
case CKR_UNWRAPPING_KEY_SIZE_RANGE:

printf (" CKR_UNWRAPPING_KEY_SIZE_RANGE"); break;

case CKR_UNWRAPPING_KEY_TYPE_INCONSISTENT:
printf (" CKR_UNWRAPPING_KEY_TYPE_INCONSISTENT"); break;
case CKR_USER_ALREADY_LOGGED_IN:

printf (" CKR_USER_ALREADY_LOGGED_IN"); break;
case CKR_USER_NOT_LOGGED_IN:

printf (" CKR_USER_NOT_LOGGED_IN"); break;
case CKR_USER_PIN_NOT_INITIALIZED:

printf (" CKR_USER_PIN_NOT_INITIALIZED"); break;
case CKR_USER_TYPE_INVALID:

printf (" CKR_USER_TYPE_INVALID"); break;

case CKR_USER_ANOTHER_ALREADY_LOGGED_IN:
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printf (" CKR_USER_ANOTHER_ALREADY_LOGGED_IN");
case CKR_USER_TOO_MANY_TYPES:

printf (" CKR_USER_TOO_MANY_TYPES");

case CKR_WRAPPED_KEY_INVALID:

printf (" CKR_WRAPPED_KEY_INVALID");

case CKR_WRAPPED_KEY_LEN_RANGE:

printf (" CKR_WRAPPED_KEY_LEN_RANGE");

case CKR_WRAPPING_KEY_HANDLE_INVALID:
printf (" CKR_WRAPPING_KEY_HANDLE_INVALID");
case CKR_WRAPPING_KEY_SIZE_RANGE:

printf (" CKR_WRAPPING_KEY_SIZE_RANGE");
case CKR_WRAPPING_KEY_TYPE_INCONSISTENT:
printf (" CKR_WRAPPING_KEY_TYPE_INCONSISTENT");
case CKR_RANDOM_SEED_NOT_SUPPORTED:
printf (" CKR_RANDOM_SEED_NOT_SUPPORTED") ;
case CKR_RANDOM_NO_RNG:

printf (" CKR_RANDOM_NO_RNG");

case CKR_BUFFER_TO0_SMALL:

printf (" CKR_BUFFER_TOO_SMALL");

case CKR_SAVED_STATE_INVALID:

printf (" CKR_SAVED_STATE_INVALID");

case CKR_INFORMATION_SENSITIVE:

printf (" CKR_INFORMATION_SENSITIVE");

case CKR_STATE_UNSAVEABLE:

printf (" CKR_STATE_UNSAVEABLE");

case CKR_CRYPTOKI_NOT_INITIALIZED:

printf (" CKR_CRYPTOKI_NOT_INITIALIZED");
case CKR_CRYPTOKI_ALREADY_INITIALIZED:
printf (" CKR_CRYPTOKI_ALREADY_INITIALIZED");
case CKR_MUTEX_BAD:

printf (" CKR_MUTEX_BAD");

case CKR_MUTEX_NOT_LOCKED:

printf (" CKR_MUTEX_NOT_LOCKED");

}

}

void show_error( char *str, CK_RV rc )
{

printf("%s returned: Ox%x", str, rc );
process_ret_code( rc );

printf ("\n");

}

void print_hex( CK_BYTE xbuf, CK_ULONG len )

break;

break;

break;

break;

break;

break;

break;

break;

break;

break;

break;

break;

break;

break;

break;

break;

break;
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{
CK_ULONG 1 = 0, j;

while (i < len) {

for (j=0; (j < 16) && (i < len); j++, i++)
printf ("%02x ", buf[i] & Oxff);

printf ("\n");

}

printf ("\n");

}

int print_bytes(unsigned char *buf, unsigned long len, char *str)
{
unsigned long i, j;
for (i=0, j=0; i<len; i++) {
if (i'=0 && i%8==0) {
j += sprintf(str+j, "\n");
}
j += sprintf(str+j, "%.2x ", buf[il);
}
sprintf (str+j,"\n");
return O;

CK_RV get_function_list(CK_CHAR *api_path,
CK_FUNCTION_LIST_PTR *pfuncs)

{

CK_RV rc = CKR_OK;

CK_C_GetFunctionList pfoo = NULL;

printf ("get_function_list...\n");
#ifdef WIN32

d11l = LoadLibrary(api_path);

#else

d11l = dlopen(api_path, RTLD_NOW);
#endif

if ( d11 == NULL ) {

printf("Can’t load PKCS#11 API library.\n");
#ifndef WIN32

printf ("dlerror: %s\n", dlerror());
#endif

return CKR_FUNCTION_FAILED;

}

#ifdef WIN32
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pfoo = (CK_C_GetFunctionList)GetProcAddress(

dll, "C_GetFunctionList");

#else

pfoo = (CK_C_GetFunctionList)dlsym(

dll, "C_GetFunctionList");

#endif

if (pfoo == NULL ) {

printf ("Couldn’t get C_GetFunctionList address\n");
return CKR_FUNCTION_FAILED;

}

rc = pfoo(pfuncs);

if (rc !'= CKR_O0K) {

show_error ("Error in C_GetFunctionList", rc );
return rc;

}

#ifdef WIN32

pctrl = (CK_C_Ctrl)GetProcAddress(dll, "C_Ctrl");
#else

pctrl = (CK_C_Ctrl)dlsym(dll, "C_Ctrl");

#endif

printf ("Looks OK\n");

return CKR_OK;

}

CK_RV init(CK_CHAR *api_path,
CK_FUNCTION_LIST_PTR *pfuncs,
CK_C_INITIALIZE_ARGS *pinit_args)

{

CK_RV rc = CKR_OK;

rc = get_function_list(api_path, pfuncs);
if (rc !'= CKR_OK)

return rc;

rc = (*pfuncs)->C_Initialize(pinit_args);
if (rc !'= CKR_OK) {
show_error("C_Initialize", rc);

cleanup (*pfuncs) ;

}

printf("C_Initialize OK\n");
rc = CKR_OK;

return rc;

}
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CK_RV AppCreateMutex( void **pmutex )

{

#ifdef WIN32

DWORD pid;

HANDLE *mutex;

#else

pthread_mutex_t *mutex;

#endif

char name[128];

static int imtx = O;

#ifdef WIN32

pid = GetCurrentProcessId();

sprintf (name, "APPMTX_%d_PID_%1d", imtx++, pid);

mutex = (HANDLE *)malloc(sizeof (HANDLE)) ;

*smutex = CreateMutex(NULL, FALSE, name);
*x (HANDLE **)pmutex = mutex;

#else

mutex = (pthread_mutex_t *)malloc(sizeof (pthread _mutex_t));

pthread_mutex_init (mutex, NULL );
*(pthread_mutex_t **)pmutex = mutex;
#endif

return CKR_OK;

CK_RV AppDestroyMutex( void *mutex )
{

#ifdef WIN32

CloseHandle (* (HANDLE *)mutex) ;
free(mutex) ;

#else

pthread_mutex_destroy((pthread_mutex_t *)mutex);

free(mutex) ;
#endif
return CKR_OK;

CK_RV AppLockMutex( void *mutex )

{

#ifdef WIN32

WaitForSingleObject (x (HANDLE *)mutex, INFINITE);
#else

pthread_mutex_lock( (pthread_mutex_t *)mutex);

#endif
return CKR_OK;
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CK_RV AppUnlockMutex( void *mutex )
{
#ifdef WIN32
ReleaseMutex (x (HANDLE *)mutex) ;
#else
pthread_mutex_unlock((pthread_mutex_t *)mutex) ;
#endif
return CKR_OK;

CK_RV cleanup(CK_FUNCTION_LIST_PTR funcs){
CK_RV rc; // Return Code

rc = funcs->C_Finalize (NULL);

return rc;

}

CK_RV get_slot_list(CK_FUNCTION_LIST_PTR funcs,
CK_SLOT_ID #*ppSlotList,
CK_ULONG *pulSlotCount)

CK_RV rc;

rc = funcs->C_GetSlotList (CK_FALSE, NULL, pulSlotCount);

if (rc !'= CKR_OK) {
*ppSlotList = NULL;

printf ("Get slot list result: Ox%x\n", rc);

return rc;
}
if (*xpulSlotCount > 0)
{

*ppSlotList = (CK_SLOT_ID_PTR) malloc(
xpulSlotCount * sizeof (CK_SLOT_ID));

rc = funcs->C_GetSlotList (CK_FALSE, *ppSlotList, pulSlotCount);

if (rc !'= CKR_OK) {
*ppSlotList = NULL;

printf ("Get slot list result: O0x%x\n", rc);

return rc;
}
} else {
*ppSlotList = NULL;
return CKR_OK;

AMC (%kgch

24



I'mapa 3. IlporpamMmvupoBaHHe 3.1. DyHKIHH 00IIEro HA3HATCHHUS

}

printf("get_slot_list O0K\n");
return CKR_OK;

}

CK_RV find_slot_with_token(CK_FUNCTION_LIST_PTR funcs,
CK_SLOT_ID #*pSlotList,
CK_ULONG ulSlotCount,
CK_SLOT_ID *pSlotId)

CK_RV rc;
CK_ULONG 1i;
CK_SLOT_INFO sinfo;

// VmeM CIOT C TOKEHOM
for(i=0; i<ulSlotCount; ++i)
{
rc = funcs->C_GetSlotInfo(pSlotList[i], &sinfo);
if (rc == CKR_OK)
{
if ((sinfo.flags & CKF_TOKEN_PRESENT) == CKF_TOKEN_PRESENT)
{
// XBaTaeM IepBHI MNONABUUICS CIOT C TOKEHOM
*pSlotId = pSlotList[i];
rc = display_token_info(funcs, pSlotList[i]);
return rc;

}

}
return CKR_FUNCTION_FAILED;

typedef struct {
CK_MECHANISM_TYPE type;
char *name;

} MECH_INFO;

static MECH_INFO mech[] = {
{CKM_GOSTR3410_KEY_PAIR_GEN,
"CKM_GOSTR3410_KEY_PAIR_GEN"},
{CKM_GOSTR3410,
"CKM_GOSTR3410"},
{CKM_GOSTR3410_WITH_GOSTR3411,
"CKM_GOSTR3410_WITH_GOSTR3411"},
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{CKM_GOSTR3410_KEY_WRAP,
"CKM_GOSTR3410_KEY_WRAP"},
{CKM_GOSTR3410_DERIVE,
"CKM_GOSTR3410_DERIVE"},
{CKM_GOSTR3411,

"CKM_GOSTR3411"},
{CKM_GOSTR3411_HMAC,
"CKM_GOSTR3411_HMAC"},
{CKM_GOST28147_KEY_GEN,
"CKM_GOST28147_KEY_GEN"},
{CKM_GOST28147_ECB,
"CKM_GOST28147_ECB"},
{CKM_G0ST28147,

"CKM_GOST28147"},
{CKM_G0ST28147_MAC,
"CKM_GOST28147_MAC"},
{CKM_GOST28147 _KEY_WRAP,
"CKM_GOST28147_KEY_WRAP"},
{CKM_G0ST28147_CNT,
"CKM_GOST28147_CNT"},
{CKM_GOST28147_KEY_CPDIVERSIFY,
"CKM_GOST28147_KEY_CPDIVERSIFY"},
{CKM_TLS_GOST_PRF,
"CKM_TLS_GOST_PRF"},
{CKM_TLS_GOST_PRE_MASTER_KEY_GEN,
"CKM_TLS_GOST_PRE_MASTER_KEY_GEN"},
{CKM_TLS_GOST_MASTER_KEY_DERIVE,
"CKM_TLS_GOST_MASTER_KEY_DERIVE"},
{CKM_TLS_GOST_KEY_AND_MAC_DERIVE,
"CKM_TLS_GOST_KEY_AND_MAC_DERIVE"},
{CKM_PBA_GOSTR3411_WITH_GOSTR3411_HMAC,
"CKM_PBA_GOSTR3411_WITH_GOSTR3411_HMAC"},
{CKM_GOST28147_PKCS8_KEY_WRAP,
"CKM_GOST28147_PKCS8_KEY_WRAP"},
{CKM_GOSTR3410_PUBLIC_KEY_DERIVE,
"CKM_GOSTR3410_PUBLIC_KEY_DERIVE"},
{CKM_PXCS5_PBKD2,
"CKM_PKCS5_PBKD2"},

};

static int MECH_NUM = sizeof (mech)/sizeof (MECH_INFOQ);

char *get_mechanism_name (CK_MECHANISM_TYPE mech_type) {
int i;
for (i=0; i<MECH_NUM; i++) {
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if (mech[i].type == mech_type) {
return mech[i] .name;

}

}

return NULL;

}

CK_RV
display_pkcs1l_info(CK_FUNCTION_LIST_PTR funcs){

CK_RV rc;
CK_INFO CryptokilInfo;

memset (&Cryptokilnfo, 0, sizeof (CK_INFQ));
rc = funcs->C_GetInfo(&Cryptokilnfo);

if (rc !'= CKR_OK) {
show_error("C_GetInfo", rc);

return rc;

}

/* display the header and information */

printf ("PKCS#11 Info\n");

printf ("\tVersion %d.%d \n", Cryptokilnfo.cryptokiVersion.major,
CryptokiInfo.cryptokiVersion.minor) ;

printf ("\tManufacturer: %.32s \n", CryptokiInfo.manufacturerID);

printf ("\tFlags: 0x%X \n", CryptokiInfo.flags);

printf ("\tLibrary Description: %.32s\n",
CryptokiInfo.libraryDescription);

printf ("\tLibrary Version %d.%d \n",
Cryptokilnfo.libraryVersion.major,
CryptokiInfo.libraryVersion.minor) ;

return rc;

}

CK_RV

display_slot_info(CK_FUNCTION_LIST_PTR funcs, CK_SLOT_ID SlotId){
CK_RV rc; // Return Code

CK_SLOT_INFO SlotInfo; // Structure to hold slot information

memset (&SlotInfo, 0, sizeof (CK_SLOT_INFQ));

rc = funcs->C_GetSlotInfo(SlotId, &SlotInfo);
if (rc !'= CKR_OK) {

printf ("Error getting slot info: O0x%X\n", rc);
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return rc;

}

// Display the slot information

printf ("Slot #%d Info\n", SlotId);

printf ("\tDescription: %.64s\n", SlotInfo.slotDescription);
printf ("\tManufacturer: %.32s\n", SlotInfo.manufacturerID);
printf ("\tFlags: 0x%X\n", SlotInfo.flags);

printf ("\tHardware Version: %d.%d\n",
SlotInfo.hardwareVersion.major,
SlotInfo.hardwareVersion.minor) ;

printf ("\tFirmware Version: %d.%d\n",
SlotInfo.firmwareVersion.major,
SlotInfo.firmwareVersion.minor) ;

return CKR_OK;
}

CK_RV

display_token_info(CK_FUNCTION_LIST_PTR funcs, CK_SLOT_ID SlotId){
CK_RV rc; // Return Code

CK_TOKEN_INFO TokenInfo; // Variable to hold Token Information

memset (&TokenInfo, 0, sizeof (CK_TOKEN_INFO));

rc = funcs->C_GetTokenInfo(SlotId, &TokenInfo);

if (rc !'= CKR_OK) {

printf ("Error getting token info: O0x%X\n", rc);

return rc;

}

// Display the token information

printf ("Token #%d Info:\n", SlotId);

printf ("\tLabel: 7%.32s\n", TokenInfo.label);

printf ("\tManufacturer: %.32s\n", TokenInfo.manufacturerID);
printf ("\tModel: %.16s\n", TokenInfo.model);

printf ("\tSerial Number: %.16s\n", TokenInfo.serialNumber);
printf ("\tFlags: 0x%X\n", TokenInfo.flags);

printf ("\tSessions: %d/%d\n", TokenInfo.ulSessionCount,
TokenInfo.ulMaxSessionCount) ;

printf ("\tR/W Sessions: %d/%d\n",
TokenInfo.ulRwSessionCount, TokenInfo.ulMaxRwSessionCount);
printf ("\tPIN Length: %d-%d\n", TokenInfo.ulMinPinLen,
TokenInfo.ulMaxPinLen) ;

printf ("\tPublic Memory: O0x%X/0x%X\n",
TokenInfo.ulFreePublicMemory, TokenInfo.ulTotalPublicMemory);
printf ("\tPrivate Memory: 0x%X/0x%X\n",
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TokenInfo.ulFreePrivateMemory, TokenInfo.ulTotalPrivateMemory) ;
printf ("\tHardware Version: %d.%d\n",
TokenInfo.hardwareVersion.major,
TokenInfo.hardwareVersion.minor) ;

printf ("\tFirmware Version: %d.%d\n",
TokenInfo.firmwareVersion.major,
TokenInfo.firmwareVersion.minor) ;

printf ("\tTime: %.16s\n", TokenInfo.utcTime);

return CKR_OK;
}

CK_RV display_mechanisms(

CK_FUNCTION_LIST_PTR funcs, CK_SLOT_ID slot_id)
{

CK_RV rc;

CK_MECHANISM_TYPE_PTR MechanismList = NULL;
CK_MECHANISM_INFO MechanismInfo;

CK_ULONG MechanismCount = O;

CK_ULONG 1i;

char *mech_name = NULL;

rc = funcs->C_GetMechanismList(slot_id, NULL_PTR,
&MechanismCount) ;

if (rc !'= CKR_O0K) {

fprintf (stderr, "C_GetMechanismList: Ox%x\n", rc);
return rc;

}

// Allocate enough memory to store all the supported mechanisms
MechanismList = (CK_MECHANISM_TYPE_PTR) malloc(MechanismCount *
sizeof (CK_MECHANISM_TYPE)) ;

// This time get the mechanism list */

rc = funcs->C_GetMechanismList(slot_id, MechanismList,
&MechanismCount) ;

if (rc !'= CKR_OK) {

fprintf(stderr, "C_GetMechanismList: Ox%x\n", rc);

return rc;

}

// For each Mechanism in the List
for (i = 0; i < MechanismCount; i++){
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// Get the Mechanism Info and display it

printf ("Mechanism #/%d\n", i);

mech_name = get_mechanism_name(MechanismList[i]);
if (mech_name) {

printf ("\tMechanism: 0x%X(%s)\n",
MechanismList[i], mech_name);

} else {

printf ("\tMechanism: 0x%X\n", MechanismList[i]);
}

rc = funcs->C_GetMechanismInfo(slot_id,
MechanismList[i], &MechanismInfo);

if (rc '= CKR_OK) {

fprintf(stderr, "C_GetMechanismInfo: Ox%x\n", rc);
// return rc;

} else {

printf ("\tKey Size: %d-%d\n",
MechanismInfo.ulMinKeySize,
MechanismInfo.ulMaxKeySize) ;

printf ("\tFlags: Ox%X\n", MechanismInfo.flags);
}

}

// Free the memory we allocated for the mechanism list
free (MechanismlList);

return CKR_OK;

}

// ®yHRIUSA misg KOHCONbHOrO BBoZa PIN
CK_RV

get_pin(CK_CHAR ** pin){

int size = PIN_SIZE, count = O;
char buff[PIN_SIZE] = { 0 }, ¢ = 0;

#ifndef WIN32

/* Turn off echoing to the terminal when getting the password */
echo (FALSE) ;

#endif

/* Get each character and print out a ’*’ for each input */

for (count = 0; (c !'= LINE_FEED) &&

(c '= CARRIAGE_RETURN) && (count < PIN_SIZE); count++){

#ifndef WIN32

buff [count] = getc(stdin);

#else

buff [count]

_getch();
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if (buff[count] == END_OF_TEXT)
{

// Input terminated (Ctrl-C)
memset (buff, 0, sizeof (buff));
*pin = NULL;

return CKR_CANCEL;

}

#endif

c = buff[count];

if ((c !'= LINE_FEED) && (c != BACK_SPACE) &&
(c !'= CARRIAGE_RETURN))

printf ("*");

if (c == BACK_SPACE) {

printf ("%cc%c", BACK_SPACE, ’> >, BACK_SPACE);
count-=2;

}

fflush(stdout);

}

#ifndef WIN32

echo (TRUE) ;

#endif

/* After we get the password go to the next line */
printf ("\n");
fflush(stdout) ;

// Allocate 80 bytes for the user PIN
*pin = (unsigned char *)malloc(PIN_SIZE);
if (#pin == NULL) {

memset (buff, 0, sizeof (buff));

return CKR_HOST_MEMORY,

}

/* Strip the carriage return from
* the user input (it is not part of the PIN)
* and put the PIN in the return buffer */
buff[count-1] = °>\0’; //NULL;
// keep the trailing null for the strlen
memcpy (*pin, buff, strlen(buff)+1);
memset (buff, 0, sizeof (buff));
return CKR_OK;
}

#ifndef WIN32
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int
echo (int bbool){
struct termios term;

/* flush standard out to make sure everything
* that needs to be displayed has
* been displayed */
fflush(stdout);

/* get the current terminal attributes */
if (tcgetattr(STDIN_FILENO, &term) != 0)
return -1;

/* Since we are calling this function
* we must want to read in a char at a
* time. Therefore set the cc structure
* before setting the terminal attrs */
term.c_cc[VMIN] = 1;
term.c_cc[VTIME] = 0;

/* If we are turning off the display
* of input characters AND with the inverse
* of the ECHO mask, if we are turning
* on the display OR with the ECHO mask.
* We also set if we are reading
* in canonical or noncanonical mode. */
if (bbool)
term.c_lflag |= (ECHO | ICANON);
else
term.c_lflag &= ~(ECHO | ICANON);

/* Set the attributes, and flush the streams
*so that any input already
* displayed on the terminal is invalid */
if (tcsetattr(STDIN_FILENO, TCSAFLUSH, &term) != 0)
return -1;

return O;

}
#endif

// TpocTenbku#l KON65K IO KOHCONbHOTO BBOoZa PIN.
// 9CTeTH MOTYT HANUCaTbh 34eCh KPOCCIIATPOpMEHHOE
// rpadpuueckroe IpuIOKeHUE )
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CK_RV pin_callback(

CK_SESSION_HANDLE hSession,

CK_NOTIFICATION event, // CKN_LISSI_PIN_CALLBACK
CK_VOID_PTR pApplication // "Enter User/SO PIN please:"
)

{

if (event == CKN_LISSI_PIN_CALLBACK) {

CK_CHAR *pin_buf = NULL;

CK_RV rc = CKR_OK;

// Bumaua mpurnamenus BBecTu PIN

printf ((CK_CHAR *)pApplication);

// get_pin caMa BhIenseT maMaTh Anda pin_buf

rc = get_pin(&pin_buf);

if (rc == CKR_OK) {

// TlepenmaeM 3zauenume PIN B 6ubnuoTeky depe3 pApplication
memcpy (pApplication, pin_buf, strlen(pin_buf)+1);
// YucTuM 6ydep, BhHAeNeHHHH get_pin

memset (pin_buf, 0, strlen(pin_buf)+1);
free(pin_buf);

return CKR_OK;

} else {

// BBoz PIN 6bu cOpolleH IOJIb30BATEINEM.

// Ha Bcaxumii cnyyaii mpoBepsieM u 4YuCTUM pin_buf,
// xoTa get_pin Bpome-6i Bo3BpamaeT HYyJIeBo# 6Gydep
// TpU BO3HUKHOBEHUU OWMOKY.

if (pin_buf) {

memset (pin_buf, 0, strlen(pin_buf)+1);
free(pin_buf);

}

return CKR_CANCEL;

}

} else {

// To crarmapty v2.30 HyxHO HO6POXENATEIHHO

// WTHOPHPOBATb UyXAble HaM COOOmMEHUS.

return CKR_OK;

¥

}

CK_RV test_main(int argc, char *argv[])
{

CK_RV rc = CKR_OK;

int i;
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for (i=1; i<argc; i++) {

if (strcmp("-api", argv[i]) == 0) {
i++;
api_path = argv[i];

} else if (strcmp("-user_pin", argv[i]) == 0) {
it++;
user_pin = argvl[i];

}
}

rc = init(api_path, &funcs, NULL);
if (rc '= CKR_OK) {
fprintf(stderr, "ERROR calling init, rc = Ox)x\n", rc);

return rc;
¥
rc = get_slot_list(funcs,

&SlotList,
&SlotCount) ;
if (rc !'= CKR_OK) {
printf ("get_slot_list failed, rc = O0x)x\n", rc );

return rc;

}

rc = find_slot_with_token(funcs,
SlotList,
SlotCount,
&SlotId) ;

if (rc !'= CKR_OK) {
printf("find_slot_with_token failed, rc = Ox%x\n", rc );
return rc;
}
return CKR_OK;
}
CK_RV check_value(CK_BYTE #*value, CK_ULONG len,
CK_BYTE #*eth, CK_ULONG eth_len)
{
CK_RV rc = CKR_OK;

if (len !'= eth_len) {

printf("Invalid value length: %u != %u\n", len, eth_len);
rc = CKR_DATA_LEN_RANGE;

} else {

if (memcmp(value, eth, eth_len) != 0) {

printf ("Invalid value:\n");

print_hex(value, len);
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printf ("Ethalon:\n");
print_hex(eth, eth_len);
rc = CKR_DATA_INVALID;

} else {

printf ("Test value OK\n");
}

}

return rc;

¥

3.2 Nuunumnannsaums omndbnmnorekn

ITocite 3arpysku npujioXkeHue JOJXKHO BbI3BaTh GyHKIMO C_Initialize. B mpocreii-
meM ciyvdae PyHKInsg MOrjia Obl ObITH BBI3BAHA, CJIEIYIOIIUM 00pPa30M:

funcs->C_Initialize (NULL) ;

Apryment dyuknuu C Initialize moxker 6bITh 3a7aH U GoJiee CIOKHBIM 00Pa30M IIPU
UCIOJIb30BAHUU MHOIOIIOTOYHBIX NPHJIOXKeHHH (cM. TecToBblii npuMep threadmkobj.c).

3.3 lNpumepbl nporpamm

Ucxomapie TekcTbl TecToB LS11ISW MOTYT CJIy>KUTH IpUMEpPAMHU MPUKJIAIHBIX ITPO-
rpamm. Kpome Toro, HuzKe IpUBOJISITCH HEKOTOPhIE TPUMEPDI IIPOIPAMM, KOTOPhIE MOXKHO
HCIIOJIb30BAaTh B KayecTBe 0Opaslia IIPU HAIMCAHUU COOCTBEHHLIX mporpamM. [IpuBenen-
HbIE 3/1eCh IPUMEPBI JIEMOHCTPUPYIOT JajeKo He Bce BodMokuHocTu LS11SW, mostomy
PEKOMEHIyeTCsI O3HAKOMUTHCS ¢ OPUTMHAJAMHI TECTOBBIX TPUMEPOB JIJIsT PA3JIMIHBIX Me-
XaHU3MOB B Hallke tests, a Takxke ¢ obmumu daittamu test common.h u test common.c
B marke tests/common.

Ilo ymomganuio, Bce Te€CTOBBIE MPOrPAMMbBI PAOOTAIOT C IIEPBBIM IIOMABIIMMCS TOKE-
voM st 6ubsimoreku 1sllsw. Ilpu sTom npenmnonaraercs, aro PIN mosp3oBaresns paBen
01234567. Ecau Hy»KHO 3allyCTUTh TECTOBBINA IIpUMEp ¢ JIpYroil 6ubanorekoit u/umm ¢
apyrum PIN, To 310 MOXKHO ciejiaTh B aprymMeHTax KOMaHIHON cTpoku. s 6ubanore-
Ki 1s11SW 5TO BBIIVISIIUT TaK:

>ckm_gostr3410_key_pair_gen -api lsllsw -user_pin 01234567

3.3.1 lMonyyeHne nHcopmaummn o cnoTax U TOKeHax
IIporpamma info.c BeImaeT nHMOPMAIIIO 0 OUOJIHMOTEKE, CIOTAX U TOKEHAX.

#include "test_common.h"

CK_SLOT_ID_PTR SlotList = NULL;
CK_ULONG SlotCount = O0;
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int

main(int argc, char *argv[]){
CK_RV rc;

CK_SLOT_INFO sinfo;

CK_ULONG 1i;

CK_SLOT_ID SlotId;

printf ("Info test\n");

for (i=1; i<(CK_ULONG)argc; i++) {
if (stremp("-api", argv[i]) == 0) {
++1;
api_path = argv[il;

}

}

rc = init(api_path, &funcs, NULL);
if (rc !'= CKR_OK) {

printf("init failed\n");

return rc;

}

rc = funcs->C_GetSlotList (CK_FALSE, NULL, &SlotCount);
if (rc !'= CKR_O0K) {

SlotList = NULL;

printf ("Get slot list result: Ox%x\n", rc);

return rc;

}

printf ("%d slots found\n", SlotCount);

if (SlotCount > 0)

{

SlotList = (CK_SLOT_ID_PTR) malloc(SlotCount * sizeof (CK_SLOT_ID));
rc = funcs->C_GetSlotList(CK_FALSE, SlotList, &SlotCount);
if (rc '= CKR_OK) {

SlotList = NULL;

SlotCount = O;

printf ("Get slot list result: Ox%x\n", rc);

return rc;

}

} else {

SlotList = NULL;

return CKR_OK;

}

printf ("Cycle through slot list\n");
for (i = 0; i<SlotCount; i++)
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{

SlotId = SlotList[i];

rc = display_slot_info(funcs, SlotId);

if (rc !'= CKR_O0K) {

printf("display slot info failed\n");
return rc;

}

rc = funcs->C_GetSlotInfo(SlotId, &sinfo);
if (sinfo.flags & CKF_TOKEN_PRESENT) {

rc = display_token_info(funcs, SlotId);

if (rc !'= CKR_O0K) {
printf("display_token_info failed\n");
return rc;

}

}

}

if (SlotList){free(SlotList) ;SlotList=NULL;}

printf ("Info test SUCCESS\n");
return CKR_OK;
}

3.3.2 Paborta c obbekTtamMu gaHHbIX

[Iporpamma cko_data.c gemoHcTpupyeT pabory ¢ obbekTamu Tuiia CKO_DATA.

#include "test_common.h"
CK_SLOT_ID SlotId;

CK_SLOT_ID_PTR SlotList = NULL;
CK_ULONG SlotCount = 0;

int

main(int argc, char *argv[]){

CK_RV rc;

CK_FLAGS flags = 0;

CK_SESSION_HANDLE sess;

CK_ULONG 1i;

static CK_OBJECT_CLASS oclass_data = CKO_DATA;
static CK_BBOOL ltrue = CK_TRUE;

static CK_BBOOL 1false = CK_FALSE;
CK_ATTRIBUTE data_find[] = {

{CKA_CLASS, &oclass_data, sizeof(oclass_data)l},
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};

CK_UTF8CHAR label[] = "data";

CK_CHAR app[] = "ls_hwil_library";

CK_BYTE data_valuel[] = {

0x66, 0x6F, 0x40, 0x63, 0x72, 0x79, 0x70, 0x74,
0x6F, 0x70, 0x72, Ox6F, 0x2E, 0x72, 0x75, 0x31,
0x0B, 0x30, 0x09, 0x06, 0x03, 0x55, 0x04, 0x06,
0x13, 0x02, 0x52, 0x55, 0x31, 0x13, 0x30, Ox11,
};

CK_ATTRIBUTE data_create[] = {

{CKA_CLASS, &oclass_data, sizeof(oclass_data)},
{CKA_APPLICATION, app, strlen(app)+1},
{CKA_TOKEN, &ltrue, sizeof(ltrue)},
{CKA_PRIVATE, &lfalse, sizeof(lfalse)},
{CKA_LABEL, label, strlen(label)+1},
{CKA_VALUE, data_value, sizeof(data_value)},

};

CK_BYTE get_value[1024];

CK_ATTRIBUTE tmpl_value[] = {

{CKA_VALUE, get_value, sizeof (get_value)},

};

CK_ATTRIBUTE data_value_find[] = {

{CKA_CLASS, &oclass_data, sizeof(oclass_data)},
{CKA_VALUE, data_value, sizeof(data_value)l,

};

CK_ULONG count, number;

CK_OBJECT_HANDLE hObj = CK_INVALID_HANDLE;
CK_OBJECT_HANDLE hNewObj = CK_INVALID_HANDLE;

printf ("CKO_DATA test\n");

for (i=1; i<(CK_ULONG)argc; i++) {
if (stremp("-api", argv[i]) == 0) {
++1;
api_path = argv[il;

} else if (strcmp("-user_pin", argv([i]) == 0) {
++i;
user_pin = argv[i];

}

}

rc = init(api_path, &funcs, NULL);
if (rc !'= CKR_OK) {

printf("init failed\n");

return rc;

¥
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rc = get_slot_list(funcs,
&SlotList,
&SlotCount) ;
if (rc !'= CKR_O0K) {
printf("get_slot_list failed, rc = 0x¥x\n", rc );

return rc;

}

rc = find_slot_with_token(funcs,
SlotList,
SlotCount,
&SlotId) ;

if (rc '= CKR_OK) {
printf("find_slot_with_token failed, rc = Ox¥%x\n", rc );
return rc;

by

flags = CKF_SERIAL_SESSION | CKF_RW_SESSION;

rc = funcs->C_OpenSession( SlotId, flags, NULL, NULL, &sess );
if (rc !'= CKR_OK) {

printf ("C_OpenSession failed, rc = 0x)x\n", rc );

return rc;

¥

rc = funcs->C_Login(sess, CKU_USER, user_pin, strlen(user_pin));
if (rc !'= CKR_OK) {

printf("C_Login failed, rc = 0x)x\n", rc );

return rc;

}

printf ("C_Login (CKU_USER) success\n");

// Vmem Bce mocTynuble ob6bexTh CKO_DATA

rc = funcs->C_FindObjectsInit(sess,

data_find, sizeof(data_find)/sizeof (CK_ATTRIBUTE));

if (rc '= CKR_OK) {

printf ("C_FindObjectsFinal failed, rc = Ox)x\n", rc );

return rc;
}

count = 0;
do {

number = 0;

hObj = CK_INVALID_HANDLE;

rc = funcs->C_FindObjects(sess, &hObj, 1, &number);
if (rc !'= CKR_OK) {

printf ("C_FindObjects failed, rc = 0x)x\n", rc );
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return rc;

}

if (number > O && hObj != CK_INVALID_HANDLE) count ++;
} while (number > 0 && hObj !'= CK_INVALID_HANDLE);

rc = funcs->C_FindObjectsFinal (sess);

if (rc !'= CKR_OK) {

printf ("C_FindObjectsFinal failed, rc = O0x%x\n", rc );
return rc;

¥

printf ("%1d data objects found for session\n", count);

rc = funcs->C_CreateObject(sess,

data_create, sizeof(data_create)/sizeof (CK_ATTRIBUTE), &hNew(Obj);
if (rc !'= CKR_OK) {

printf ("C_CreateObject failed, rc = O0x%x\n", rc );

return rc;

3

printf ("C_CreateObject success\n");

rc = funcs->C_GetAttributeValue(sess, hNewObj,
tmpl_value, sizeof (tmpl_value)/sizeof (CK_ATTRIBUTE));
if (rc !'= CKR_O0K) {

printf ("C_GetAttributeValue failed, rc = O0x¥x\n", rc );
return rc;

}

if (tmpl_value[0] .ulValuelen != sizeof (data_value)) {
printf("Invalid CKA_VALUE length\n");

return -1;

}

if (memcmp(get_value, data_value, sizeof(data_value)) !'= 0 ) {
printf ("Invalid CKA_VALUE\n");

return -1;

}

printf ("C_GetAttributeValue success\n");

// Vmem Bce mocTynuele o6bekTs CKO_DATA mo 3mauenmio CKA_VALUE
rc = funcs->C_FindObjectsInit(sess,

data_value_find, sizeof(data_value_find)/sizeof (CK_ATTRIBUTE));
if (rc != CKR_OK) {

printf ("C_FindObjectsFinal failed, rc = O0x%x\n", rc );

return rc;
}

count = 0;
do {
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number = 0;

hObj = CK_INVALID_HANDLE;

rc = funcs->C_FindObjects(sess, &hObj, 1, &number);

if (rc !'= CKR_OK) {

printf ("C_FindObjects failed, rc = 0x¥x\n", rc );
return rc;

}

if (number > O && hObj != CK_INVALID_HANDLE) count ++;
} while (number > 0 && hObj !'= CK_INVALID_HANDLE);

rc = funcs->C_FindObjectsFinal(sess);

if (rc !'= CKR_OK) {

printf ("C_FindObjectsFinal failed, rc = 0x¥%x\n", rc );
return rc;

}

printf ("%1ld data objects found for given CKA_VALUE\n", count);

rc = funcs->C_DestroyObject(sess, hNewObj);

if (rc !'= CKR_OK) {

printf ("C_DestroyObject failed, rc = O0x%x\n", rc );
return rc;

}
printf ("C_DestroyObject success\n");

rc = funcs->C_CloseSession(sess);

if (rc !'= CKR_OK) {

printf ("C_CloseSession failed, rc = O0x%x\n", rc );
return rc;

b

printf ("CKO_DATA test SUCCESS\n");
return CKR_OK;
}

3.3.3 PaboTta c ceptucukatamu

IIporpamma cko_certificate.c memoncTpupyet pabory ¢ obbekramu Tuna CKO_CERTIFICATE.
#include "test_common.h"
CK_SLOT_ID SlotlId;

CK_SLOT_ID_PTR SlotList = NULL;
CK_ULONG SlotCount = 0;
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int

main(int argc, char *argv[]){

CK_RV rc;

CK_FLAGS flags = 0;

CK_SESSION_HANDLE sess;

CK_ULONG 1i;

static CK_OBJECT_CLASS oclass_cert = CKO_CERTIFICATE;
static CK_CERTIFICATE_TYPE ocert_type = CKC_X_509;
static CK_BBOOL 1ltrue = CK_TRUE;

static CK_BBOOL 1lfalse = CK_FALSE;

CK_ATTRIBUTE cert_find[] = {

{CKA_CLASS, &oclass_cert, sizeof(oclass_cert)},
s

CK_UTF8CHAR label[] = "cpcacert";

CK_CHAR subject[] = "CryptoPro CA";

// PasmMep ceprudpukraTa - 583 baiiTa

CK_BYTE der_value[] = {

0x30, 0x82, 0x02, 0x43, 0x30, 0x82, 0x01, OxFO,
0xAO, 0x03, 0x02, 0x01, 0x02, 0x02, 0x10, 0x69,
0x84, 0x03, 0x28, 0x6A, 0xA6, 0x59, 0xBA, 0x46,
0x35, 0x62, 0x2D, 0x49, O0xDE, O0xb5F, 0xD3, 0x30,
0x0A, 0x06, 0x06, 0x2A, 0x85, 0x03, 0x02, 0x02,
0x03, 0x05, 0x00, 0x30, 0x65, 0x31, 0x20, 0x30,
0x1E, 0x06, 0x09, 0x2A, 0x86, 0x48, 0x86, OxF7,
0x0D, 0x01, 0x09, 0x01, 0x16, Ox11l, 0x69, Ox6E,
0x66, Ox6F, 0x40, 0x63, 0x72, 0x79, 0x70, 0x74,
0x6F, 0x70, 0x72, Ox6F, 0x2E, 0x72, 0x75, 0x31,
0x0B, 0x30, 0x09, 0x06, 0x03, 0x55, 0x04, 0x06,
0x13, 0x02, 0x52, 0x55, 0x31, 0x13, 0x30, O0x11,
0x06, 0x03, 0x55, 0x04, 0xOA, 0x13, 0xOA, 0x43,
0x52, 0x59, 0x50, 0x54, 0x4F, 0x2D, 0x50, 0x52,
0x4F, 0x31, O0x1F, 0x30, 0x1D, 0x06, 0x03, 0x55,
0x04, 0x03, 0x13, 0x16, 0xb54, 0x65, 0x73, 0x74,
0x20, 0x43, 0x65, O0x6E, 0x74, 0x65, 0x72, 0x20,
0x43, 0xb2, 0xb9, 0x50, 0x54, 0x4F, 0x2D, 0x50,
0x52, 0x4F, 0x30, Ox1E, 0x17, 0x0D, 0x30, 0x39,
0x30, 0x34, 0x30, 0x37, 0x31, 0x32, 0x30, 0x32,
0x31, 0x35, O0x5A, 0x17, 0xOD, 0x31, 0x34, 0x31,
0x30, 0x30, 0x34, 0x30, 0x37, 0x30, 0x39, 0x34,
0x31, OxbA, 0x30, 0x65, 0x31, 0x20, 0x30, Ox1E,
0x06, 0x09, 0x2A, 0x86, 0x48, 0x86, 0xF7, 0xO0D,
0x01, 0x09, 0x01, 0x16, 0x11, 0x69, 0x6E, 0x66,
0x6F, 0x40, 0x63, 0x72, 0x79, 0x70, 0x74, Ox6F,
0x70, 0x72, O0x6F, 0x2E, 0x72, 0x75, 0x31, 0xO0B,
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0x30, 0x09, 0x06, 0x03, 0x55, 0x04, 0x06, 0x13,
0x02, 0xb2, 0xb5, 0x31, 0x13, 0x30, Ox11, 0x06,
0x03, 0xb5, 0x04, 0xO0A, 0x13, 0x0A, 0x43, 0x52,
0x59, 0x50, 0xb4, Ox4F, 0x2D, 0x50, 0x52, 0x4F,
0x31, 0x1F, 0x30, 0x1D, 0x06, 0x03, 0xb5, 0x04,
0x03, 0x13, 0x16, 0x54, 0x65, 0x73, 0x74, 0x20,
0x43, 0x65, Ox6E, 0x74, 0x65, 0x72, 0x20, 0x43,
0x52, 0x59, 0x50, 0x54, 0x4F, 0x2D, 0x50, 0x52,
0x4F, 0x30, 0x63, 0x30, 0x1C, 0x06, 0x06, O0x2A,
0x85, 0x03, 0x02, 0x02, 0x13, 0x30, 0x12, 0x06,
0x07, 0x2A, 0x85, 0x03, 0x02, 0x02, 0x23, 0x01,
0x06, 0x07, 0x2A, 0x85, 0x03, 0x02, 0x02, OxlE,
0x01, 0x03, 0x43, 0x00, 0x04, 0x40, 0x02, OxE4,
OxFF, 0xD1, OxA6, OxF6, 0x9C, 0x80, 0x9A, OxDA,
OxEC, Ox7F, Ox4A, 0x78, 0xC1, 0xCC, 0x2D, 0xD3,
OxE5, 0x96, OxEA, 0xCB, OxED, 0x22, 0x32, 0x79,
0xB2, 0x02, OxE2, 0xC6, 0x7C, 0x35, OxE6, 0x74,
0x64, 0x1B, 0x09, 0x77, 0x11l, 0x8C, 0x67, Ox3F,
0xO0F, 0xDO, OxE8, 0x23, 0xA6, Ox7E, 0x6D, 0x3B,
0x7F, 0xC4, 0xC4, 0x28, OxFD, 0x2B, 0x1C, 0x68,
0x01, 0x20, OxAO, 0x5C, 0xD8, 0x79, 0xA3, 0x78,
0x30, 0x76, 0x30, 0xOB, 0x06, 0x03, 0x55, 0x1D,
0xOF, 0x04, 0x04, 0x03, 0x02, 0x01, 0xC6, 0x30,
0xOF, 0x06, 0x03, 0x55, 0x1D, 0x13, 0x01, 0x01,
OxFF, 0x04, 0x05, 0x30, 0x03, 0x01, 0x01, OxFF,
0x30, 0Ox1D, 0x06, 0x03, 0x55, 0x1D, OxOE, 0x04,
0x16, 0x04, 0x14, 0x6D, 0x8F, 0xbE, 0x05, 0xD9,
0x5F, OxAC, 0x91, Ox17, 0x94, Ox1E, 0x95, 0x9A,
0x05, 0x30, 0x38, 0x37, 0x7A, 0x10, O0x2A, 0x30,
0x12, 0x06, 0x09, 0x2B, 0x06, 0x01, 0x04, 0x01,
0x82, 0x37, 0x15, 0x01, 0x04, 0x05, 0x02, 0x03,
0x02, 0x00, 0x02, 0x30, 0x23, 0x06, 0x09, 0x2B,
0x06, 0x01, 0x04, 0x01, 0x82, 0x37, 0x15, 0x02,
0x04, 0x16, 0x04, Ox14, 0x7A, 0xC9, 0xC7, 0x09,
0xDB, 0x20, 0x1C, 0x96, 0x94, 0x2F, OxFC, 0x46,
0xAD, 0x6D, 0x93, 0xD0O, O0x5E, 0x69, 0x12, OxOE,
0x30, 0x0A, 0x06, 0x06, 0x2A, 0x85, 0x03, 0x02,
0x02, 0x03, 0x05, 0x00, 0x03, 0x41, 0x00, 0x58,
0x73, 0xD2, 0x93, 0xBC, 0x63, 0x21, 0xB1, OxOE,
0x73, 0x72, OxEE, OxF1, 0x72, 0xB5, 0x1B, 0x8B,
0xBB, 0xC9, 0x3B, 0x08, 0xBB, 0x4C, Ox5A, 0xF2,
0xE1, OxAb5, 0x35, O0x4F, 0x99, 0xC4, 0xD5, 0x52,
0x52, 0x70, 0x26, 0xDD, OxAE, 0xDO, OxA9, 0x27,
0xE9, 0xB6, 0x5B, 0x7D, Ox6F, 0x44, OxFD, 0x26,
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0x4D, OxFD, OxA1, 0x63, 0x74, 0x5C, 0x74, 0xD8,
0x49, 0x73, O0xO0A, Ox77, 0x77, 0x63, 0x4D,

};

CK_ATTRIBUTE cert_create[] = {

{CKA_CLASS, &oclass_cert, sizeof(oclass_cert)},
{CKA_CERTIFICATE_TYPE, &ocert_type, sizeof (ocert_type)l},
{CKA_TOKEN, &ltrue, sizeof(ltrue)},
{CKA_PRIVATE, &lfalse, sizeof(lfalse)l},
{CKA_SUBJECT, subject, strlen(subject)+1},
{CKA_LABEL, label, strlen(label)+1},
{CKA_VALUE, der_value, sizeof(der_value)},

};

CK_BYTE get_value[4096];

CK_ATTRIBUTE tmpl_valuel] = {

{CKA_VALUE, get_value, sizeof(get_value)}l,

};

CK_ULONG count, number;

CK_OBJECT_HANDLE hObj = CK_INVALID_HANDLE;

printf ("CKO_CERTIFICATE test\n");

for (i=1; i<(CK_ULONG)argc; i++) {
if (strcmp("-api", argv[i]) == 0) {
++i;
api_path = argv[i];

} else if (strcmp("-user_pin", argv[i]) == 0) {
++1;

user_pin = argvl[i];

}

}

rc = init(api_path, &funcs, NULL);

if (rc !'= CKR_OK) {

printf("init failed\n");

return rc;
}
rc = get_slot_list(funcs,

&SlotList,
&SlotCount) ;
if (rc '= CKR_OK) {
printf("get_slot_list failed, rc = Ox%x\n", rc );
return rc;
}

rc = find_slot_with_token(funcs,
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SlotList,

SlotCount,

&SlotId);
if (rc !'= CKR_O0K) {
printf ("find_slot_with_token failed, rc = Ox%x\n", rc );
return rc;

}

flags = CKF_SERIAL_SESSION | CKF_RW_SESSION;

rc = funcs->C_OpenSession( SlotId, flags, NULL, NULL, &sess );
if (rc '= CKR_OK) {

printf ("C_OpenSession failed, rc = 0x)x\n", rc );

return rc;

}

rc = funcs->C_Login(sess, CKU_USER, user_pin, strlen(user_pin));
if (rc !'= CKR_OK) {

printf("C_Login failed, rc = 0x¥%x\n", rc );

return rc;

}

printf ("C_Login (CKU_USER) success\n");

// VmeM BCe HOCTymHEE CEPTUPUKATH

rc = funcs->C_FindObjectsInit(sess,

cert_find, sizeof (cert_find)/sizeof (CK_ATTRIBUTE));

if (rc !'= CKR_O0K) {

printf ("C_FindObjectsFinal failed, rc = 0x%x\n", rc );

return rc;
}

count = 0;
do {

number = 0;

hObj = CK_INVALID_HANDLE;

rc = funcs->C_FindObjects(sess, &h0Obj, 1, &number);

if (rc !'= CKR_O0K) {

printf ("C_FindObjects failed, rc = 0x¥x\n", rc );
return rc;

}

if (number > O && hObj != CK_INVALID_HANDLE) count ++;
} while (number > 0 && hObj !'= CK_INVALID_HANDLE);

rc = funcs->C_FindObjectsFinal (sess);

if (rc !'= CKR_O0K) {

printf ("C_FindObjectsFinal failed, rc = Ox%x\n", rc );
return rc;
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}

printf ("%1ld certificates found for session\n", count);

rc = funcs->C_CreateObject(sess,

cert_create, sizeof (cert_create)/sizeof (CK_ATTRIBUTE), &h0bj);
if (rc !'= CKR_OK) {

printf ("C_CreateObject failed, rc = 0x%x\n", rc );

return rc;

¥

printf ("C_CreateObject success\n");

rc = funcs->C_GetAttributeValue(sess, h0Obj,

tmpl_value, sizeof (tmpl_value)/sizeof (CK_ATTRIBUTE));
if (rc !'= CKR_OK) {

printf ("C_GetAttributeValue failed, rc = O0x)x\n", rc );
return rc;

}

if (tmpl_value[0].ulValuelen != sizeof (der_value)) {
printf ("Invalid CKA_VALUE length\n");

return -1;

}

if (memcmp(get_value, der_value, sizeof(der_value)) != 0 ) {
printf ("Invalid CKA_VALUE\n");

return -1;

}

printf ("C_GetAttributeValue success\n");

rc = funcs->C_DestroyObject(sess, hObj);

if (rc !'= CKR_OK) {

printf ("C_DestroyObject failed, rc = O0x%x\n", rc );
return rc;

}

rc = funcs->C_CloseSession(sess);

if (rc '= CKR_OK) {

printf ("C_CloseSession failed, rc = Ox¥%x\n", rc );
return rc;

}

printf ("CKO_CERTIFICATE test SUCCESS\n");
return CKR_OK;
}
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3.3.4 leHepauyusa paiig>xecTa

IIporpamma BbIdmcsieT xern coobienus mo aaroputMmy [OCT P 34.11-94 u cpaBHU-
BaeT Pe3yJIbTAT ¢ 3apaHee 3aJaHHBIM 3TajloHOM. [IporpaMMa ncmonbp3yeT yMaTInBaeMyto
KOH(MUIypaIUIo, IPeIIojaras, 9T0 YMaJInBAEMbIH ITPOrPAMMHBINA TOKEH yKe I'OTOB K
pabore.

3aMeTnM, 9TO pa3Mep COCTOSIHUSI KOHTEKCTA XEIUPOBAHNS 3aBUCUT OT PeaIn3allii U B
pPa3HbBIX Bepcuax OHOJIMOTEKN MOYKET OKa3aThCd PAa3JUYHBIM, IIO9TOMY HE CJIeJyeT HaJle-
SAThCA Ha (DUKCUPOBAHHBIN pa3mep Oydepa pu cOXpaHEeHUU STOTO COCTOSIHUSI C TIOMOIIIBIO
dyuknun C_GetOperationState.

#include "test_common.h"

CK_RV test_crypto();
CK_RV test_gost3411(CK_SESSION_HANDLE hSession);

int main(int argc, char xargv([]) {
CK_RV rc = CKR_OK;

rc = test_main(argc, argv);

if (rc != CKR_OK) {

fprintf(stderr, "test_main failed: Ox%x\n", rc);
return rc;

}

rc = test_crypto();

if (rc !'= CKR_OK) {

fprintf(stderr, "test_crypto failed: Ox%x\n", rc);
return rc;

}

return CKR_OK;

}

CK_RV test_crypto()

{

CK_RV rc, ret;
CK_SESSION_HANDLE hSession;
CK_MECHANISM_INFO minfo;

rc = funcs->C_OpenSession(SlotId, CKF_RW_SESSION | CKF_SERIAL_SESSION,
NULL_PTR, NULL_PTR, &hSession);

if (rc '= CKR_OK) {

fprintf (stderr,

"ERROR call to C_OpenSession failed, rc = Ox¥%x\n", rc);

goto out;

b
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fprintf(stderr, "C_OpenSession success\n");
rc = funcs->C_GetMechanismInfo(SlotId, CKM_GOSTR3411, &minfo);
if (rc !'= CKR_OK) {

fprintf (stderr,

"\n======== Mechanism CKM_GOSTR3411 not supported ===========\n");
} else {

fprintf (stderr,

"\n CKM_GOSTR3411 test \n");

rc = test_gost3411(hSession);
if (rc !'= CKR_O0K) {

fprintf (stderr,

"ERROR CKM_GOSTR3411 failed, rc = Ox%x\n", rc);
} else {

fprintf (stderr, "CKM_GOSTR3411 test passed.\n");
}

}

if( (ret = funcs->C_CloseSession(hSession)) !'= CKR_OK ) {

fprintf (stderr, "Error: C_CloseSession failed with Ox%x\n", ret);
rc = ret;

}

else {

fprintf (stderr, "C_CloseSession success\n");

¥

out:
return rc;

b

CK_RV test_gost3411(CK_SESSION_HANDLE hSession)

{

CK_RV rc;

CK_BYTE value[256];

CK_BYTE *state;

CK_ULONG len, state_len;

CK_OBJECT_HANDLE paramh = CK_INVALID_HANDLE;
CK_MECHANISM mechanism_desc = {CKM_GOSTR3411, NULL, 0};
CK_MECHANISM_PTR mechanism = &mechanism_desc;

static CK_KEY_TYPE key_type = CKK_GOSTR3411;

// CryptoPro gost3411 Test Param Set

static CK_BYTE oid[] = {

0x06, 0x07, 0Ox2a, 0x85, 0x03, 0x02, 0x02, Oxle, 0x00
s
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static CK_BYTE datall[] =

"Suppose the original message has length = 50 bytes";
static CK_BYTE et1[] = {
0x47,0x1a,0xba,0x57,0xa6,0x0a,0x77,0x0d,
0x3a,0x76,0x13,0x06,0x35,0xcl1,0xfb,0xea,
Ox4e,0xf1,0x4d,0xeb,0x1f,0x78,0xb4,0xae,
0x57,0xdd, 0x89,0x3b,0x62,0xf5,0x52,0x08
};

static CK_BYTE data2[] = {
0xc3,0x73,0x0c,0x5¢c,0xbc,0xca,Oxcf,0x91,
0xba,0xc2,0x92,0x67,0x6f,0x21,0xe8,0xbd,
Ox4e,0xf7,0x53,0x31,0xd9,0x40,0x5e,0x5f,
0Oxla,0x61,0xdc,0x31,0x30,0xa6,0x50,0x11
};

static CK_BYTE et2[] = {
0x38,0x65,0x45,0xc7,0x71,0x4f ,0x6d,0x0Db,
0xf1,0x27,0xad,0x57,0xca,0xc0,0x92,0x0a,
0xa3,0xd8,0x84,0x62,0xfa,0x8a,0x0e,0x1d,
0x30,0xd5,0xcd,0x5a,0x85,0x84,0xaf,0xf1
};

static CK_BYTE data3[] = {

0x30,0x82,0x03,0x9c,0xa0,0x03,0x02,0x01,
0x02,0x02,0x10,0x3a,0xc3,0xb8,0xac,0xec,
0xfb,0xd7,0xae,0x28,0xb5,0x92,0x9f,0xd2,
Oxec,0x4c,0xf3,0x30,0x08,0x06,0x06,0x2a,
0x85,0x03,0x02,0x02,0x03,0x30,0x81,0xec,
0x31,0x19,0x30,0x17,0x06,0x09,0x2a,0x86,
0x48,0x86,0xf7,0x0d,0x01,0x09,0x01,0x16,
0x0a,0x67,0x64,0x75,0x63,0x40,0x63,0x61,
0x2e,0x72,0x75,0x31,0x0b,0x30,0x09,0x06,
0x03,0x55,0x04,0x06,0x13,0x02,0x52,0x55,
0x31,0x15,0x30,0x13,0x06,0x03,0x55,0x04,
0x07,0x0c,0x0c,0xd0,0x9c,0xd0,0xbe,0xd1,
0x81,0xd0,0xba,0xd0,0xb2,0xd0,0xb0,0x31,
0x54,0x30,0x52,0x06,0x03,0x55,0x04,0x0a,
0x0c,0x4b,0xd0,0x93,0xd0,0xbb,0xd0,0xb0,
0xd0,0xb2,0xd0,0xbd,0xd1,0x8b,0xd0,0xb9,
0x20,0xd0,0x94,0xd0,0xbe, 0xd0,0xb2,0xd0,
0xb5,0xd1,0x80,0xd0,0xb5,0xd0,0xbd,0xd0,
0xbd,0xd1,0x8b,0xd0,0xb9,0x20,0xd0,0xa3,
0xd0,0xb4,0xd0,0xbe,0xd1,0x81,0xd1,0x82,
0xd0,Oxbe,0xd0,0xb2,0xd0,0xb5,0xd1,0x80,
0xd1,0x8f,0xd1,0x8e,0xd1,0x89,0xd0,0xb8,

ANMCECH

codpt 49



I'maBa 3. IlporpammvupoBanue 3.3. Ilpumepnbr mporpamMm

0xd0,0xb9,0x20,0xd0,0xa6,0xd0,0xb5,0xd0,
0Oxbd,0xd1,0x82,0xd1,0x80,0x31,0x2c,0x30,
0x2a,0x06,0x03,0x55,0x04,0x0b,0x0c,0x23,
0xd0,0xa6,0xd0,0xb5,0xd0,0xbd,0xd1,0x82,
0xd1,0x80,0x20,0xd0,0xal,0xd0,0xb5,0xd1,
0x80,0xd1,0x82,0xd0,0xb8,0xd1,0x84,0xd0,
0xb8,0xd0, 0xba,0xd0,0xb0,0xd1,0x86,0xd0,
0xb8,0xd0,0xb8,0x31,0x27,0x30,0x25,0x06,
0x03,0x55,0x04,0x03,0x0c,0x1e,0xd0,0x93,
0xd0,0x94,0xd0,0xa3,0xd0,0xa6,0x20,0xd0,
Oxal,0xd1,0x82,0xd0,0xb0,0xd0,0xbd,0xd0,
0xb4,0xd0,0xb0,0xd1,0x80,0xd1,0x82,0x20,
0xd0,0xa3,0xd0,0xa6,0x30,0x1e,0x17,0x0d,
0x30,0x34,0x30,0x31,0x30,0x39,0x31,0x32,
0x33,0x33,0x32,0x39,0x5a,0x17,0x0d,0x31,
0x34,0x30,0x31,0x30,0x36,0x31,0x32,0x33,
0x33,0x32,0x39,0x5a,0x30,0x81,0xec,0x31,
0x19,0x30,0x17,0x06,0x09,0x2a,0x86,0x48,
0x86,0xf7,0x0d,0x01,0x09,0x01,0x16,0x0a,
0x67,0x64,0x75,0x63,0x40,0x63,0x61,0x2e,
0x72,0x75,0x31,0x0b,0x30,0x09,0x06,0x03,
0x55,0x04,0x06,0x13,0x02,0x52,0x55,0x31,
0x15,0x30,0x13,0x06,0x03,0x55,0x04,0x07,
0x0c,0x0c,0xd0,0x9c,0xd0,0xbe,0xd1,0x81,
0xd0, 0xba,0xd0,0xb2,0xd0,0xb0,0x31,0x54,
0x30,0x52,0x06,0x03,0x55,0x04,0x0a,0x0c,
0x4b,0xd0,0x93,0xd0,0xbb,0xd0,0xb0,0xd0,
0xb2,0xd0,0xbd,0xd1,0x8b,0xd0,0xb9,0x20,
0xd0,0x94,0xd0, 0xbe, 0xd0,0xb2,0xd0,0xb5,
0xd1,0x80,0xd0,0xb5,0xd0,0xbd,0xd0,0xbd,
0xd1,0x8b,0xd0,0xb9,0x20,0xd0,0xa3,0xd0,
0xb4,0xd0,0xbe,0xd1,0x81,0xd1,0x82,0xd0,
Oxbe, 0xd0,0xb2,0xd0,0xb5,0xd1,0x80,0xd1,
0x8f,0xd1,0x8e,0xd1,0x89,0xd0,0xb8,0xd0,
0xb9,0x20,0xd0,0xa6,0xd0,0xb5,0xd0,0xbd,
0xd1,0x82,0xd1,0x80,0x31,0x2c,0x30,0x2a,
0x06,0x03,0x55,0x04,0x0b,0x0c,0x23,0xd0,
0xa6,0xd0,0xb5,0xd0,0xbd,0xd1,0x82,0xd1,
0x80,0x20,0xd0,0xal,0xd0,0xb5,0xd1,0x80,
0xd1,0x82,0xd0,0xb8,0xd1,0x84,0xd0,0xb8,
0xd0,0Oxba,0xd0,0xb0,0xd1,0x86,0xd0,0xb8,
0xd0,0xb8,0x31,0x27,0x30,0x25,0x06,0x03,
0x55,0x04,0x03,0x0c,0x1e,0xd0,0x93,0xdO,
0x94,0xd0,0xa3,0xd0,0xa6,0x20,0xd0,0xal,
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0xd1,0x82,0xd0,0xb0,0xd0,0xbd,0xd0,0xb4,
0xd0,0xb0,0xd1,0x80,0xd1,0x82,0x20,0xd0,
0xa3,0xd0,0xa6,0x30,0x63,0x30,0x1c,0x06,
0x06,0x2a,0x85,0x03,0x02,0x02,0x13,0x30,
0x12,0x06,0x07,0x2a,0x85,0x03,0x02,0x02,
0x23,0x01,0x06,0x07,0x2a,0x85,0x03,0x02,
0x02,0x1e,0x01,0x03,0x43,0x00,0x04,0x40,
0x50,0xab,0x7f,0xc4,0xcc,0x3d,0xd0,0xe?2,
0xdd,0x86,0xda,0x19,0x6b,0x14,0x8c,0x78,
0xd9,0xca,0x58,0x67,0x62,0xf3,0xb7,0xba,
0x7b,0x2a,0xda,0xcl,0x9c,0x3f,0x87,0xeb,
0xf1,0xdc,0xaf,0x35,0xad,0x2d,0xel,0xca,
Oxed,Oxc1,0x8b,0x82,0xde,0xa0,0x8b,0x95,
0xdd,0xa2,0xac,0x46,0x6a,0x8e,0xce,0x5d,
0xb5a,0x16,0xba,0x03,0x29,0x72,0x38,0x27,
0xa3,0x82,0x01,0x14,0x30,0x82,0x01,0x10,
0x30,0xba,0x06,0x03,0x55,0x1d,0x11,0x01,
0x01,0xff,0x04,0x50,0x30,0x4e,0x81,0x0b,
0x67,0x64,0x75,0x63,0x63,0x40,0x75,0x63,
0x2e,0x72,0x75,0xa4,0x3f,0x30,0x3d,0x31,
0x3b,0x30,0x39,0x06,0x03,0x55,0x04,0x03,
0x0c,0x32,0xd0,0x9f,0xd0,0xb5,0xd1,0x80,
0xd0,0xb2,0xd0,0xbe,0xd0,0xb5,0x20,0xd0,
0xa3,0xd0,0xbf,0xd0,0xbe, 0xd0,0xbb,0xd0,
Oxbd, 0xd0, O0xbe,0xd0,0xbc,0xd0,0xbe,0xd1,
0x87,0xd0,0xb5,0xd0,0xbd,0xd0,0xbd,0xdO,
Oxbe, 0xd0, 0xb5,0x20,0xd0,0x9b,0xd0,0xb8,
0xd1,0x86,0xd0,0xbe,0x30,0x0f,0x06,0x03,
0x55,0x1d,0x0f,0x01,0x01,0xff,0x04,0x05,
0x03,0x03,0x07,0xc6,0x00,0x30,0x0f,0x06,
0x03,0x55,0x1d,0x13,0x01,0x01,0xff,0x04,
0x05,0x30,0x03,0x01,0x01,0xff,0x30,0x1d,
0x06,0x03,0x55,0x1d,0x0e,0x04,0x16,0x04,
0x14,0xb1,0x6e,0x0e,0xad,0x40,0xbc,0xf0,
0xd9,0xb6,0xf7,0xef ,0xfa,0xf0,0x3d,0xal,
0x0c,0xd2,0x8f,0xf1,0xb6,0x30,0x71,0x06,
0x03,0x55,0x1d,0x1f,0x04,0x6a,0x30,0x68,
0x30,0x66,0xa0,0x64,0xa0,0x62,0x86,0x60,
0x6¢,0x64,0x61,0x70,0x3a,0x2f,0x2f,0x31,
0x39,0x32,0x2e,0x31,0x36,0x38,0x2e,0x36,
0x38,0x2e,0x37,0x30,0x2f ,0x6f,0x3d,0x72,
0x6f,0x6f,0x74,0x2c,0x63,0x3d,0x72,0x75,
0x3f,0x63,0x65,0x72,0x74,0x69,0x66,0x69,
0x63,0x61,0x74,0x65,0x52,0x65,0x76,0x6f,
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0x63,0x61,0x74,0x69,0x6f,0x6e,0x4c,0x69,
0x73,0x74,0x3f,0x62,0x61,0x73,0x65,0x3f,
0x6f,0x62,0x6a,0x65,0x63,0x74,0x63,0x6¢C,
0x61,0x73,0x73,0x3d,0x63,0x52,0x4c,0x44,
0x69,0x73,0x74,0x72,0x69,0x62,0x75,0x74,
0x69,0x6f,0x6e,0x50,0x6f,0x69,0x6e,0x74
+s

static CK_BYTE et3[] = {
Oxee,0x8c,0xd9,0x40,0x23,0xdd,0x9a,0x£f8,
0x17,0xdd,0xe8,0x1f,0x02,0x25,0x5b,0xb3,
Oxaa,0x6b,0xd3,0x21,0x09,0x41,0x95,0x7e,
Oxea,0x7e,0x0e,0x3c,0x35,0x9f,0x04,0xba
};

// CryptoPro gostR3411 A Param Set
static CK_BYTE oid_default[] = {

0x06, 0x07, 0x2a, 0x85, 0x03, 0x02, 0x02, Oxle, 0x01
};

static CK_BYTE data6[] = {

};

0x61, 0x62,
0x63, 0x64,
0x65, 0x66,
0x67, 0x68,
0x69, 0x6A,
0x6B, 0x6C,
0x6D, Ox6E,
0x0A

0x63, 0x64,

0x65,
0x67,
0x69,
0x6B,
0x6D,
0x6F,

static CK_BYTE et6[]

};

0xc8, 0x77,
0x7a, 0x97,
0x5b, Oxdc,
0x6b, 0x9a,

0xc2,
0xch,
0xf2,
Oxad,

0x66,
0x68,
0x6A,
0x6C,
0x6E,
0x70,

= {

0Oxd1,
0x67,
0x17,
Oxc4,

0x62,
0x64,
0x66,
0x68,
Ox6A,
0x6C,
0x6E,

0x7f,
0x07,
0x34,
0x47,

memset (value,0,sizeof (value));

mechanism->pParameter
mechanism->ulParameterLen
rc = funcs->C_DigestInit(hSession, mechanism);

if (rc !'= CKR_OK) {
fprintf (stderr,

"%4d: C_DigestInit failed, rc =

__LINE__, rc);
return rc;

= o0id;

sizeof (0id);

0x63,
0x65,
0x67,
0x69,
0x6B,
0x6D,
0x6F,

0xd3,
Oxdf,
0Ox6a,
0xa8,

0x%x\n",

0x64,
0x66,
0x68,
0x6A,
0x6C,
0x6E,
0x70,

0x99,
0x57,
0x69,
0x2f,

0x65,
0x67,
0x69,
0x6B,
0x6D,
0x6F,
0x71,

0x2e,
0xcO,
0x2f,
0xd2
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len = sizeof (value);

rc = funcs->C_Digest(hSession,
datal, strlen(datal), value, &len);
if (rc !'= CKR_OK) {

fprintf (stderr,

"%4d: C_Digest failed, rc = OxJx\n"
return rc;

}

LINE__, rc);

b —_—

if (len !'= sizeof(etl)) {

fprintf (stderr,

"%4d: Invalid result length: %d\n", __LINE
return -1;

}

if (memcmp(value, etl, len) != 0) {

len);

R ld

fprintf(stderr, "%4d: Invalid result value\n", __LINE__);
return -2;

}

fprintf (stderr, "One step digest...\n");

memset (value,0,sizeof (value));
mechanism->pParameter = oid_default;
mechanism->ulParameterLen = sizeof (oid_default);
rc = funcs->C_DigestInit(hSession, mechanism);
if (rc '= CKR_OK) {

fprintf (stderr,

"%4d: C_DigestInit failed, rc = O0x%x\n",
__LINE__, rc);

return rc;

}

len = sizeof (value);

rc = funcs->C_Digest(hSession,

data6, sizeof(data6), value, &len);

if (rc != CKR_OK) {

fprintf (stderr,

"%4d: C_Digest failed, rc = Ox%x\n", __LINE__, rc);
return rc;

}

AMC%CCM
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if (len != sizeof(et6)) {

fprintf (stderr,

"%4d: Invalid result length: %d\n", __LINE
return -1;

}

if (memcmp(value, et6, len) != 0) {
fprintf(stderr, "%4d: Invalid result value\n"
return -2;

}

fprintf (stderr, "OK\n");

len);

R d

LINE__);

f J——

memset (value,0,sizeof (value));

fprintf(stderr, "Yet another one step digest...\n");
mechanism->pParameter = oid_default;
mechanism->ulParameterLen = sizeof (oid_default);

rc = funcs->C_DigestInit(hSession, mechanism);

if (rc '= CKR_OK) {

fprintf (stderr,

"%4d: C_DigestInit failed, rc = Ox¥)x\n",

__LINE__, rc);

return rc;

}

len = sizeof (value);

rc = funcs->C_Digest(hSession,
data2, sizeof(data2), value, &len);
if (rc != CKR_OK) {

fprintf (stderr,

"%4d: C_Digest failed, rc = Ox%x\n", __LINE__, rc);
return rc;

}

if (len '= sizeof(et2)) {

fprintf (stderr,

"%4d: Invalid result length: ’%d\n", __LINE__, len);
return -1;

}

if (memcmp(value, et2, len) != 0) {

fprintf (stderr,

"%4d: Invalid result value\n", __LINE__);

return -2;

}

fprintf (stderr, "OK\n");
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memset (value,0,sizeof (value));

fprintf (stderr,

"The same digest with NULL mechanism parameter...\n");

mechanism->pParameter = NULL_PTR;
mechanism->ulParameterlLen = O;

rc = funcs->C_DigestInit(hSession, mechanism);
if (rc !'= CKR_O0K) {

fprintf (stderr,

"%4d: C_DigestInit failed, rc = 0x)x\n",
__LINE__, rc);

return rc;

}

len = sizeof(value);

rc = funcs->C_Digest(

hSession, data2, sizeof(data2), value, &len);
if (rc !'= CKR_OK) {

fprintf (stderr,

"%4d: C_Digest failed, rc = O0x)x\n",

__LINE rc);

return rc;

¥

——

if (len !'= sizeof(et2)) {

fprintf (stderr,

"%4d: Invalid result length: %d\n",
__LINE__, len);

return -1;

}

if (memcmp(value, et2, len) != 0) {
fprintf (stderr,

"%4d: Invalid result value\n"
return -2;

}

fprintf (stderr, "OK\n");

LINE__);

b —_——

memset (value,0,sizeof (value)) ;

fprintf (stderr, "Get operation state...\n");
rc = funcs->C_DigestInit(hSession, mechanism);
if (rc != CKR_OK) {

fprintf (stderr,
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"%4d: C_DigestInit failed, rc = Ox%x\n",
__LINE rc);
return rc;

b

——

rc = funcs->C_DigestUpdate(hSession, data3, 39);
if (rc !'= CKR_OK) {

fprintf (stderr,

"%4d: C_DigestUpdate failed, rc = Ox)x\n",
__LINE__, rc);

return rc;

}

// Save intermediate cryptograhic state.
state_len = 0;

rc = funcs->C_GetOperationState(hSession,
NULL, &state_len);

if (rc !'= CKR_OK) {

fprintf (stderr,

"%4d: C_GetOperationState failed, rc = Ox%x\n",
__LINE__, rc);

return rc;

}

state = malloc(state_len);

rc = funcs->C_GetOperationState(hSession,
state, &state_len);

if (rc !'= CKR_OK) {

fprintf (stderr,

"%4d: C_GetOperationState failed, rc = Ox)x\n",
__LINE__, rc);

return rc;

}

rc = funcs->C_DigestUpdate (hSession,

data3 + 39, sizeof(data3) - 39);

if (rc '= CKR_OK) {

fprintf (stderr,

"%4d: C_DigestUpdate failed, rc = OxJ)x\n",
__LINE__, rc);

return rc;

}

len = sizeof(value);

rc = funcs->C_DigestFinal (hSession, value, &len);

if (rc !'= CKR_OK) {
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fprintf (stderr,

"%4d: C_DigestFinal failed, rc = Ox%x\n",
__LINE__, rc);

return rc;

}

if (len !'= sizeof(et3)) {
fprintf (stderr,

"%4d: Invalid result length: J%d\n", __LINE__, len);

return -1;

}

if (memcmp(value, et3, len) != 0) {
fprintf (stderr,

"%4d: Invalid result value\n", __LINE__);
return -2;

}

fprintf (stderr, "OK\n");

fprintf (stderr, "Set operation state...\n");

// Restore saved cryptographic state.

rc = funcs->C_SetOperationState(hSession, state, state_len,

CK_INVALID_HANDLE, CK_INVALID_HANDLE);
if (rc !'= CKR_OK) {
fprintf (stderr,

"%4d: C_SetOperationState failed, rc = OxJ)x\n",

__LINE__, rc);
return rc;

b

rc = funcs->C_DigestUpdate (hSession,

data3 + 39, sizeof(data3) - 39);

if (rc != CKR_OK) {

fprintf (stderr,

"%4d: C_DigestUpdate failed, rc = Ox)x\n",
__LINE rc);

return rc;

}

——

len = sizeof(value);

rc = funcs->C_DigestFinal (hSession, value,
if (rc !'= CKR_OK) {

fprintf (stderr,

"%4d: C_DigestFinal failed, rc = 0x%x\n",
__LINE rc);

——

&len) ;
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return rc;

b

if (len !'= sizeof(et3)) {

fprintf (stderr,

"%4d: Invalid result length: %d\n", __LINE
return -1;

}

if (memcmp(value, et3, len) != 0) {
fprintf (stderr,

"%4d: Invalid result value\n"
return -2;

}

fprintf (stderr, "OK\n");

len);

—_——

LINE_ );

f R

free(state);
printf ("SUCCESS\n") ;

return rc;

¥

3.3.5 lenepauyus HMAC

B mamrOoM mpumepe JeMoHCTpUpyeTcss reHepaiust 1 nposepka HMAC mexaHuszMoM
CKM_GOSTR3411_HMAC. 3ameTuM, UTO JJINHA, 3HAUEHUS] UCXOIHOIO KJII0UA [IPU T'eHepaIuu
HMAC ne obst13ana ObITh paBHOil 32-M OaiiTam.

T'enepanuss HMAC - 570 KOHTEKCTHasI Ollepaliisi B CECCUM, IIOITOMY €€ IIPOMEXKYTOTHOe
COCTOSIHHE MOXKET OBbITh COXpPaHeHO U BoccTanosieHo dyukiusmu C_GetOperationState,
C_SetOperationState.

SamMeTnM, UTO KJIFOY, UCIOJIb3yeMblit B KoHTeKcTe reHepariun HMAC, paccmarpuBaert-
¢, KaK KJI0Y ayTeHTH(UKAIMH, a He KaK KJ049 IMu@POBAHUS, W [I09TOMY 331aeTCs B
nocenueM napamerpe dyukiun C_SetOperationState.

Pasmep cocrosinus konrekcra rereparun HMAC 3aBucuT oT peaqn3annun u B Pa3HbIX
BepCcudax 6I/I6HI/IOTGKI/I MO2KET OKa3aTbCdA PA3/IMIHBIM, IIO3TOMY HE cjieJyeT HaJdedATbCdAd Ha
duKCHpOBaHHBIN paszMep Oydepa mpu COXPAHEHUN ITOTO COCTOSHUSI C ITOMOIIBIO (DYHKITUN
C_GetOperationState.

#include "test_common.h"

CK_RV test_crypto();
CK_RV test_gost3411_hmac (CK_SESSION_HANDLE sess);

int main(int argc, char *argv[]) {
CK_RV rc = CKR_OK;
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rc = test_main(argc, argv);

if (rc !'= CKR_OK) {

fprintf(stderr, "test_main failed: Ox%x\n", rc);
return rc;

}

rc = test_crypto(Q);

if (rc !'= CKR_OK) {

fprintf (stderr, "test_crypto failed: Ox%x\n", rc);
return rc;

}

return CKR_OK;

}

CK_RV test_crypto()

{

CK_RV rc, ret;
CK_SESSION_HANDLE hSession;
CK_MECHANISM_INFO minfo;

rc = funcs->C_OpenSession(SlotId,

CKF_RW_SESSION | CKF_SERIAL_SESSION,

NULL_PTR, NULL_PTR, &hSession);

if (rc !'= CKR_O0K) {

fprintf (stderr,

"ERROR call to C_OpenSession failed, rc = Ox¥)x\n", rc);
goto out;

}

fprintf(stderr, "C_OpenSession success\n");

rc = funcs->C_GetMechanismInfo(SlotId, CKM_GOSTR3411_HMAC, &minfo);
if (rc '= CKR_OK) {

fprintf (stderr,

"\n======== Mechanism CKM_GOSTR3411_HMAC not supported ===========\n");
} else {

fprintf (stderr,

"\n CKM_GOSTR3411_HMAC test \n");

rc = test_gost3411_hmac(hSession);
if (rc '= CKR_OK) {

fprintf (stderr,

"ERROR CKM_GOSTR3411_HMAC failed, rc = Ox)x\n", rc);
} else {

fprintf (stderr, "CKM_GOSTR3411_HMAC test passed.\n");
}
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if( (ret = funcs->C_CloseSession(hSession)) != CKR_OK ) {
fprintf(stderr, "Error: C_CloseSession failed with OxYx\n", ret);
rc = ret;

}

else {

fprintf (stderr, "C_CloseSession success\n");

¥

out:
return rc;

b

CK_RV test_gost3411_hmac (CK_SESSION_HANDLE sess)
{
int rc = 0;
CK_BYTE value[256];
CK_ULONG 1len;

CK_MECHANISM mechanism_desc =
{CKM_GOSTR3411_HMAC, NULL, O0};

CK_MECHANISM_PTR mechanism = &mechanism_desc;

CK_OBJECT_HANDLE keyh = CK_INVALID_HANDLE;

static CK_OBJECT_CLASS oclass = CKO_SECRET_KEY;
static CK_KEY_TYPE key_type = CKK_GENERIC_SECRET;
static CK_BBOOL ltrue = CK_TRUE;

static CK_BYTE keyvall[] = {

0x0b, 0x0b,0x0b,0x0b,0x0b,0x0b,0x0b,0x0b,
0x0b, 0x0b, 0x0b,0x0b,0x0b, 0x0b,0x0b, 0x0Db,
0x0b,0x0b,0x0b,0x0Db,
};

static CK_BYTE datall[] =
static CK_BYTE et1[] = {
0x34,0x4f,0x17,0xcd,0xa0,0xfa,0x9a,0x56,
0xdb,0x24,0xed,0x7c,0xf3,0xaa,0xcd,Oxel,
0xd1,0x26,0xb9,0xe2,0x4e,0xf3,0x92,0xf2,
0x31,0x77,0x0e,0x3e,0xa8,0x6d,0xde,0x1d,
+s

"Hi There";

static CK_BYTE keyval2[] = { *J’,’e’,’f’,%e’ };
static CK_BYTE data2[] = "what do ya want for nothing?";
static CK_BYTE et2[] = {
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0x00,0x61,0x75,0x04,0x8e,0x45,0x72,0xac,
0x61,0x85,0xfa,0xf5,0xff,0xae,0x49,0x62,
0x97,0xf9,0x99,0x3f,0xf1,0xab,0xb7,0x05,
Oxce,0x43,0xda,0x09,0x51,0x56,0x8d,0x9a,
+s

static CK_BYTE keyval3[] = {

Oxaa,Oxaa,Oxaa,Oxaa,0Oxaa,Oxaa,0Oxaa,0xaa,

Oxaa,Oxaa,Oxaa,Oxaa,0Oxaa,0Oxaa,0xaa,0xaa,

Oxaa,Oxaa,Oxaa,Oxaa,0Oxaa,Oxaa,Oxaa,0xaa,

Oxaa,Oxaa,Oxaa,Oxaa,0Oxaa,0Oxaa,0xaa,0xaa,

Oxaa,Oxaa,Oxaa,0Oxaa,0Oxaa,0Oxaa,0Oxaa,0xaa,

Oxaa,Oxaa,Oxaa,0Oxaa,0Oxaa,0Oxaa,0xaa,0xaa,

Oxaa,Oxaa,Oxaa,Oxaa,0Oxaa,0Oxaa,0Oxaa,0xaa,

Oxaa,Oxaa,Oxaa,Oxaa,Oxaa,Oxaa,0Oxaa,0Oxaa,

Oxaa,Oxaa,Oxaa,0Oxaa,0Oxaa,0Oxaa,0xaa,0xaa,

Oxaa,0Oxaa,Oxaa,0Oxaa,0xaa,0xaa,0xaa,0xaa,

+s

static CK_BYTE data3[] =

"Test Using Larger Than Block-Size Key - Hash Key First";

static CK_BYTE et3[] = {

0x91,0x77,0xa0,0x5f,0xee,Oxca,0xfa,0x5c,

0xbb,0x14,0x8b,0x17,0x61,0x63,0x70,0xb5,

0xd5,0x9b,0x23,0x4c,0x56,0x7e,0x26,0x0d,

Oxda,0Oxe2,0x67,0x2a,0x5f,0xd3,0x45,0xfa,

};

// CryptoPro 3411 HASH1 default Param Set
static CK_BYTE oid[] = {

0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Oxle, 0x01,

};

static CK_ATTRIBUTE key_template[] = {

{ CKA_VALUE, NULL_PTR, O 1},

{ CKA_CLASS, &oclass, sizeof(oclass) 1},

{ CKA_KEY_TYPE, &key_type, sizeof (key_type) },

{ CKA_SIGN, &ltrue, sizeof(ltrue) 17,

{ CKA_VERIFY, &ltrue, sizeof(ltrue) }

};

static CK_BYTE data4l[] = {
0x61, 0x62, 0x63, 0x64, 0x62, 0x63, 0x64, 0x65,
0x63, 0x64, 0x65, 0x66, 0x64, 0x65, 0x66, 0x67,
0x65, 0x66, 0x67, 0x68, 0x66, 0x67, 0x68, 0x69,
0x67, 0x68, 0x69, 0x6A, 0x68, 0x69, 0x6A, 0x6B,
0x69, 0x6A, 0x6B, 0x6C, 0x6A, 0x6B, 0x6C, 0x6D,
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0x6B, 0x6C, 0x6D, 0x6E, 0x6C, 0x6D, Ox6E, Ox6F,
0x6D, O0x6E, O0x6F, 0x70, O0x6E, 0x6F, 0x70, O0x71,
0x0A

};

static CK_BYTE keyval_32[] = {
0x30, 0x31, 0x32, 0x33, 0x34, 0x35, 0x36, 0x37,
0x38, 0x39, 0x61, 0x62, 0x63, 0x64, 0x65, 0x66,
0x30, 0x31, 0x32, 0x33, 0x34, 0x35, 0x36, 0x37,
0x38, 0x39, 0x61, 0x62, 0x63, 0x64, 0x65, 0x66

};

// For big-endian byte order

static CK_BYTE et_32[] = {
0x52, 0x67, Oxfb, Oxab, Oxbf, 0x8c, 0x73, Oxaf,
0x26, 0x2c, 0Oxc2, 0xa0, 0x45, 0x61, 0x86, 0x2e,
0x28, Oxce, 0xd8, 0xe9, 0x6f, 0Ox0Oa, 0x85, 0xf8,
0xf8, 0x8b, 0x59, 0x40, 0xb8, 0xf5, Ox4a, 0x56

};

// For little-endian byte order

static CK_BYTE et_32_le[] = {
Ox6e, 0x18, Oxbf, 0x2e, 0x66, 0x0c, 0x89, 0xb4,
0x85, 0xd7, 0x77, 0x25, 0x90, 0x4b, 0x9c, Ox7a,
Oxbb, 0x85, 0x0e, 0x87, 0x90, 0x09, 0xbb, Oxfa,
Oxee, 0x9a, 0x41, 0x92, Oxac, 0x81, 0xc8, 0x67

};

static CK_BYTE keyval_31[] = {
0x30, 0x31, 0x32, 0x33, 0x34, 0x35, 0x36, 0x37,
0x38, 0x39, 0x61, 0x62, 0x63, 0x64, 0x65, 0x66,
0x30, 0x31, 0x32, 0x33, 0x34, 0x35, 0x36, 0x37,
0x38, 0x39, 0x61, 0x62, 0x63, 0x64, 0x65

};

// For big-endian byte order

static CK_BYTE et_31[] = {
0x98, 0x24, 0x2e, 0xd7, 0x01, O0x14, Oxc6, 0x94,
Oxbf, Oxfd, 0x10, 0x7b, 0x2f, 0x7e, 0xc3, 0xc7,
0x87, 0x14, 0x61, Oxaf, Ox7f, 0x39, Oxf4, 0x05,
0xe7, 0x2b, Oxfb, 0x63, 0x36, 0x15, Oxfl, Oxce

};

// For little-endian byte order

static CK_BYTE et_31_le[] = {
0xd7, Oxee, 0x31, 0x90, Oxa7, 0x8e, 0xd2, 0xd3,
0x25, 0xf7, 0x3c, Oxfb5, Oxfc, Oxe4, 0x73, 0x54,
0x11, 0x34, 0x2f, 0xb5c, 0x17, 0x98, 0xc9, Oxea,
0x25, 0xb2, 0x8e, 0x90, 0xd3, 0x2c, 0x64, 0x16

};
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static CK_BYTE keyval_33[] = {
0x31, 0x32, 0x33, 0x34, 0x35, 0x36, 0x37, 0x38,
0x39, 0x30, 0x31, 0x32, 0x33, 0x34, 0x35, 0x36,
0x37, 0x38, 0x39, 0x30, 0x31, 0x32, 0x33, 0x34,
0x35, 0x36, 0x37, 0x38, 0x39, 0x30, 0x31, 0x32,
0x0A

};

static CK_BYTE keyval_33_hash[] = {
0x10, Oxff, Oxed, 0x16, 0x36, 0x4d, Oxab, 0x3a,
0x07, 0xc9, Oxba, 0x00, 0xOc, 0Oxb5, 0x55, 0x31,
Oxab, 0x53, Oxda, Oxf7, Oxlc, Ox1f, Oxfe, 0x31,
Oxad, 0x48, 0x81, Oxaf, Oxal, 0x31, Oxae, Oxbe

};

// For big-endian byte order

static CK_BYTE et_33[] = {
0x18, 0x8f, Ox6¢c, 0xc3, 0x3f, 0x19, Oxbe, Oxlb,
0x00, Oxa0, 0x67, 0x80, 0x90, Oxdb, 0xb2, 0x2b,
0xb5a, Oxaa, 0xb3, Oxec, Ox4e, 0x97, 0x5f, Ox6a,
Oxab, Oxeb, 0x2b, 0xf3, 0x39, 0x57, 0x72, Oxeb

};

// For little-endian byte order

static CK_BYTE et_33_le[] = {
Oxeb, 0x60, 0x6b, 0x35, 0x61, 0x72, 0x53, 0x9e,
0x69, 0x61, 0x67, Ox3a, 0x85, Oxaa, Oxad, 0xDb7,
0xe2, 0x99, 0x79, 0x06, 0x6d, 0x22, 0x13, 0x47,
Oxa4, Oxe0O, Oxa6, Oxbe, Oxec, 0xO0f, 0Oxd7, 0xb9

};

CK_BYTE *state = NULL;

CK_ULONG state_len = 0;

key_template[0] .pValue = keyval_32;

key_template[0] .ulValueLen = sizeof (keyval_32);

rc = funcs->C_CreateObject(sess,

key_template, sizeof (key_template)/sizeof (CK_ATTRIBUTE),
&keyh) ;

if (rc !'= CKR_OK) {

fprintf(stderr, "C_CreateObject failed: Oxx\n", rc);
goto end;

}

mechanism->pParameter = oid;
mechanism->ulParameterlLen = sizeof (0id);

rc = funcs->C_SignInit(sess, mechanism, keyh);
if (rc !'= CKR_O0K) {
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fprintf(stderr, "C_SignInit failed: Ox¥%x\n", rc);
goto end;
}

memset (value,0,sizeof (value));

len = sizeof(value);

rc = funcs->C_Sign(sess, data4, sizeof(data4),
value, &len);

if (rc !'= CKR_O0K) {

fprintf (stderr, "C_Sign failed: Ox%x\n", rc);
goto end;

}

if (len !'= sizeof(et_32_le)) {
fprintf(stderr, "Invalid length: %d\n", len);

rc = -2;
goto end;
b

if (memcmp(value, et_32_le, len) != 0) {
fprintf (stderr, "Invalid value\n");

rc = -3;
goto end;
}

printf ("Sign 32_le 0K\n");

rc = funcs->C_VerifyInit(sess, mechanism, keyh);

if (rc !'= CKR_OK) {

fprintf(stderr, "C_VerifyInit failed: Ox%x\n", rc);
goto end;

}

rc = funcs->C_Verify(sess, data4, sizeof (datad),
value, len);

if (rc '= CKR_OK) {

fprintf (stderr, "C_Verify failed: Ox)x\n", rc);
goto end;

}

printf ("Verify 32_le OK\n");

rc = funcs->C_DestroyObject(sess, keyh);

if (rc !'= CKR_OK) {

fprintf (stderr, "C_DestroyObject failed: Ox%x\n", rc);
goto end;

}
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key_template[0] .pValue = keyval_31;

key_template[0] .ulValueLen = sizeof (keyval_31);

rc = funcs->C_CreateObject(sess,

key_template, sizeof (key_template)/sizeof (CK_ATTRIBUTE),
&keyh) ;

if (rc !'= CKR_OK) {

fprintf (stderr, "C_CreateObject failed: Ox%x\n", rc);
goto end;

}

// Ucnomp3dyeTcsa yManduBaeMsil Habop IapaMeTpoOB
mechanism->pParameter = NULL;
mechanism->ulParameterLen = 0;

rc = funcs->C_SignInit(sess, mechanism, keyh);

if (rc !'= CKR_OK) {

fprintf(stderr, "C_SignInit failed: Ox¥%x\n", rc);
goto end;

}

memset (value,0,sizeof (value));

len = sizeof(value);

rc = funcs->C_Sign(sess, data4, sizeof(data4),
value, &len);

if (rc !'= CKR_OK) {

fprintf(stderr, "C_Sign failed: Ox)x\n", rc);
goto end;

}

if (len !'= sizeof(et_31_1le)) {
fprintf (stderr, "Invalid length: %d\n", len);

rc = -4,
goto end;
by

if (memcmp(value, et_31_le, len) != 0) {
fprintf(stderr, "Invalid value\n");

rc = -5;
goto end;
¥

printf("Sign 31_le 0K\n");

rc = funcs->C_VerifyInit(sess, mechanism, keyh);
if (rc '= CKR_OK) {
fprintf(stderr, "C_VerifyInit failed: Ox%x\n", rc);
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goto end;
¥

rc = funcs->C_Verify(sess, data4, sizeof(datad),
value, len);

if (rc !'= CKR_OK) {

fprintf(stderr, "C_Verify failed: Ox%x\n", rc);
goto end;

}

printf ("Verify 31_le OK\n");

rc = funcs->C_DestroyObject(sess, keyh);

if (rc !'= CKR_O0K) {

fprintf(stderr, "C_DestroyObject failed: Ox%x\n", rc);
goto end;

}

key_template[0] .pValue = keyval_33_hash;

key_template[0] .ulValuelLen = sizeof (keyval_33_hash);

rc = funcs->C_CreateObject(sess,

key_template, sizeof (key_template)/sizeof (CK_ATTRIBUTE),
&keyh) ;

if (rc != CKR_OK) {

fprintf(stderr, "C_CreateObject failed: O0x%x\n", rc);
goto end;

}

mechanism->pParameter = 0;
mechanism->ulParameterlLen = 0;

rc = funcs->C_SignInit(sess, mechanism, keyh);

if (rc !'= CKR_OK) {

fprintf(stderr, "C_SignInit failed: Ox¥%x\n", rc);
goto end;

}

memset (value,0,sizeof (value));

len = sizeof(value);

rc = funcs->C_SignUpdate(sess, datad, 7);

if (rc '= CKR_OK) {

fprintf (stderr, "C_SignUpdate failed: Ox%x\n", rc);
goto end;

}
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rc = funcs->C_GetOperationState(sess, NULL, &state_len);
if (rc !'= CKR_O0K) {

fprintf (stderr,

"C_GetOperationState failed: Ox%x\n", rc);

goto end;

}

state = (CK_BYTE *)malloc(state_len);

rc = funcs->C_GetOperationState(sess, state, &state_len);
if (rc !'= CKR_O0K) {

fprintf (stderr,

"C_GetOperationState failed: Ox)%x\n", rc);

goto end;

}

rc = funcs->C_SetOperationState(sess, state, state_len,
CK_INVALID_HANDLE, keyh);

if (rc !'= CKR_OK) {

fprintf (stderr,

"C_SetOperationState failed: O0x%x\n", rc);

goto end;

}

rc = funcs->C_SignUpdate(sess, datad+7, sizeof(datad)-7);
if (rc !'= CKR_OK) {

fprintf (stderr, "C_SignUpdate failed: Ox%x\n", rc);

goto end;

}

rc = funcs->C_SignFinal (sess, value, &len);

if (rc !'= CKR_OK) {

fprintf(stderr, "C_SignFinal failed: Ox%x\n", rc);
goto end;

}

if (len '= sizeof(et_33_le)) {
fprintf(stderr, "Invalid length: %d\n", len);

rc = -6;
goto end;
¥

if (memcmp(value, et_33_le, len) != 0) {
fprintf (stderr, "Invalid value\n");

rc = -7;
goto end;
¥
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printf("Sign 33_le multipart OK\n");

mechanism->pParameter = O;
mechanism->ulParameterlLen = 0;

rc = funcs->C_SignInit(sess, mechanism, keyh);

if (rc != CKR_OK) {

fprintf(stderr, "C_SignInit failed: Ox¥%x\n", rc);
goto end;

}

rc = funcs->C_SetOperationState(sess, state, state_len,
CK_INVALID_HANDLE, keyh);

if (rc !'= CKR_O0K) {

fprintf (stderr, "C_SetOperationState failed: Ox%x\n", rc);
goto end;

}

rc = funcs->C_SignUpdate(sess, datad4+7, sizeof(datad)-7);
if (rc !'= CKR_OK) {

fprintf (stderr, "C_SignUpdate failed: Ox)%x\n", rc);

goto end;

}

rc = funcs->C_SignFinal(sess, value, &len);

if (rc !'= CKR_OK) {

fprintf(stderr, "C_SignFinal failed: Ox%x\n", rc);
goto end;

}

if (len !'= sizeof(et_33_le)) {
fprintf (stderr, "Invalid length: %d\n", len);

rc = -6;
goto end;
by

if (memcmp(value, et_33_le, len) != 0) {
fprintf(stderr, "Invalid value\n");

rc = -7;
goto end;
¥

printf ("Restored Sign 33_le multipart 0K\n");

rc = funcs->C_VerifyInit(sess, mechanism, keyh);
if (rc '= CKR_OK) {
fprintf(stderr, "C_VerifyInit failed: Ox%x\n", rc);
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goto end;
¥

rc = funcs->C_Verify(sess, data4, sizeof(datad), value, len);
if (rc !'= CKR_OK) {

fprintf (stderr, "C_Verify failed: Ox)x\n", rc);

goto end;

}

printf ("Verify 33_le OK\n");

rc = funcs->C_DestroyObject(sess, keyh);

if (rc !'= CKR_OK) {

fprintf(stderr, "C_DestroyObject failed: Ox%x\n", rc);
goto end;

}

key_template[0] .pValue = keyval_33;

key_template[0] .ulValueLen = sizeof (keyval_33);

rc = funcs->C_CreateObject(sess,

key_template, sizeof (key_template)/sizeof (CK_ATTRIBUTE),
&keyh) ;

if (rc != CKR_OK) {

fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);
goto end;

}

rc = funcs->C_SignInit(sess, mechanism, keyh);

if (rc '= CKR_OK) {

fprintf(stderr, "C_SignInit failed: Ox¥%x\n", rc);
goto end;

3

memset (value,0,sizeof (value)) ;

len = sizeof (value);

rc = funcs->C_Sign(sess, datad4, sizeof(datad), value, &len);
if (rc !'= CKR_OK) {

fprintf(stderr, "C_Sign failed: Ox)x\n", rc);

goto end;

}

if (len !'= sizeof(et_33_le)) {

fprintf (stderr, "Invalid length: %d\n", len);
rc = -8;

goto end;
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}
if (memcmp(value, et_33_le, len) != 0) {
fprintf(stderr, "Invalid value\n");

rc = -9;
goto end;
¥

rc = funcs->C_VerifyInit(sess, mechanism, keyh);

if (rc !'= CKR_O0K) {

fprintf (stderr, "C_VerifyInit failed: Ox%x\n", rc);
goto end;

}

rc = funcs->C_Verify(sess, datad4, sizeof(datad), value, len);
if (rc !'= CKR_O0K) {

fprintf(stderr, "C_Verify failed: Ox%x\n", rc);

goto end;

}

rc = funcs->C_DestroyObject(sess, keyh);

if (rc !'= CKR_O0K) {

fprintf (stderr, "C_DestroyObject failed: Ox%x\n", rc);
goto end;

}

key_template[0] .pValue = keyvall;

key_template[0] .ulValuelLen = sizeof (keyvall);

rc = funcs->C_CreateObject(sess,

key_template, sizeof (key_template)/sizeof (CK_ATTRIBUTE),
&keyh) ;

if (rc != CKR_OK) {

fprintf (stderr, "C_CreateObject failed: Ox%x\n", rc);
goto end;

}

mechanism->pParameter = O;
mechanism->ulParameterlLen = 0;

rc = funcs->C_SignInit(sess, mechanism, keyh);

if (rc '= CKR_OK) {

fprintf (stderr, "C_SignInit failed: O0x%x\n", rc);
goto end;

}
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memset (value,0,sizeof (value));

len = sizeof(value);

rc = funcs->C_Sign(sess, datal, strlen(datal), value, &len);
if (rc !'= CKR_O0K) {

fprintf(stderr, "C_Sign failed: Ox%x\n", rc);

goto end;

}

if (len '= sizeof(etl)) {
fprintf(stderr, "Invalid length: %d\n", len);

rc = -10;
goto end;
3

if (memcmp(value, etl, len) != 0) {
fprintf (stderr, "Invalid value\n");

rc = -11;
goto end;
b

rc = funcs->C_VerifyInit(sess, mechanism, keyh);

if (rc != CKR_OK) {

fprintf(stderr, "C_VerifyInit failed: Ox%x\n", rc);
goto end;

}

rc = funcs->C_Verify(sess, datal, strlen(datal), value, len);
if (rc !'= CKR_OK) {

fprintf(stderr, "C_Verify failed: Ox)x\n", rc);
goto end;

}

printf ("SUCCESS\n") ;

rc = CKR_OK;

end:

if (keyh != CK_INVALID_HANDLE) {
funcs->C_DestroyObject(sess, keyh);

}

return rc;
}
3.3.6 leHepauus kntouesoi napbl n JLIM

B npumepe ckm_gostr3410_key_pair_gen.c reHepupyercs KII04eBas I1apa ¢ UCIOb-
zoBanneM MexanHu3ma CKM_GOSTR3410_KEY_PATIR_GEN. 3areM reHepupyercs U HPOBEPsi-
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ercst DIIIT ¢ momompro Mmexanusma CKM_GOSTR3410.

3aMeTuM, 9TO B JaHHOM IIPUMEpPE JIJIsI IIPOCTOTHI IPEIAIIOIaraeTCsd, YTO AalIKeCT oI~
IIMCBhIBACMBIX JAHHBIX YK€ 3apaHee II0JIIOTOBJIEH ¢ IToMoIbio Mexanu3dma CKM_GOSTR3411.
Ecnun Hy>XHO TIoAnucaTh OpUIMHAJbHBIE JJAHHBIE C aBTOMATHUYECKUM IOJIYyYEHUEM Jiaii-
JzKecra — ucnosb3yiite Mmexanudm CKM_GOSTR3410_WITH_GOSTR3411, kak 3TO jAeJiaeTcs B
TecTOBOM IpuMepe ckm_gostr3410_with_gostr341l.c

#include "test_common.h"

CK_RV test_crypto();
CK_RV test_gost3410_key_pair_gen(CK_SESSION_HANDLE sess);

int main(int argc, char xargv([]) {
CK_RV rc = CKR_OK;

rc = test_main(argc, argv);

if (rc != CKR_OK) {

fprintf (stderr, "test_main failed: Ox%x\n", rc);
return rc;

}

rc = test_crypto();

if (rc !'= CKR_OK) {

fprintf(stderr, "test_crypto failed: Ox%x\n", rc);
return rc;

}

return CKR_OK;

}

CK_RV test_crypto()

{

CK_RV rc, ret;
CK_SESSION_HANDLE hSession;
CK_MECHANISM_INFO minfo;

rc = funcs->C_OpenSession(SlotId, CKF_RW_SESSION | CKF_SERIAL_SESSION,
NULL_PTR, NULL_PTR, &hSession);

if (rc '= CKR_OK) {

fprintf (stderr,

"ERROR call to C_OpenSession failed, rc = Ox¥%x\n", rc);

goto out;

}

fprintf (stderr, "C_OpenSession success\n");

rc = funcs->C_Login(hSession, CKU_USER, user_pin, strlen(user_pin));
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if (rc !'= CKR_OK) {

fprintf (stderr,

"ERROR call to C_Login failed, rc = Ox¥%x\n", rc);
goto out_close;

}

fprintf(stderr, "C_Login success\n");

rc = funcs->C_GetMechanismInfo(SlotId,
CKM_GOSTR3410_KEY_PAIR_GEN, &minfo);

if (rc !'= CKR_OK) {

fprintf (stderr,

"\n======== Mechanism CKM_GOSTR3410_KEY_PAIR_GEN not supported ===========\n");
} else {

fprintf (stderr,

"\n CKM_GOSTR3410_KEY_PAIR_GEN test \n");

rc = test_gost3410_key_pair_gen(hSession);

if (rc !'= CKR_OK) {

fprintf (stderr,

"ERROR CKM_GOSTR3410_KEY_PATIR_GEN failed, rc = Ox¥)x\n", rc);
} else {

fprintf (stderr, "CKM_GOSTR3410_KEY_PAIR_GEN test passed.\n");
}

}

out_close:

if( (ret = funcs->C_CloseSession(hSession)) != CKR_OK ) {
fprintf (stderr,

"Error: C_CloseSession failed with Ox%x\n", ret);

rc = ret;

}

else {

fprintf (stderr, "C_CloseSession success\n");

}

out:
return rc;

}

CK_RV test_gost3410_key_pair_gen(CK_SESSION_HANDLE sess)
{

CK_RV rc = CKR_OK;

CK_BYTE value[1024];

CK_ULONG 1len;

CK_OBJECT_HANDLE pub_key = CK_INVALID_HANDLE;
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CK_OBJECT_HANDLE priv_key = CK_INVALID_HANDLE;

CK_ATTRIBUTE attr;

CK_MECHANISM m;
CK_MECHANISM mechanism_desc = {CKM_GOSTR3410_KEY_PAIR_GEN, NULL, O};
CK_MECHANISM_PTR mechanism = &mechanism_desc;

static CK_BBOOL ltrue = CK_TRUE;

static CK_BBOOL 1false = CK_FALSE;

static CK_BYTE gostR3410params_A[] = {

0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, 0x23, 0x01 };
static CK_BYTE gostR341lparams[] = {

0x06, 0x07, 0x2a, 0x85, 0x03, 0x02, 0x02, Oxle, 0x01 };

static CK_BYTE data_hash[] = {
0xF4,0x21,0x15,0x4E,0x51,0x08,0x09,0xC9,
0x41,0xD8,0xF3,0xAF,0xA1,0x2E,0x51,0xDB,
0x22,0x44,0x5D,0x2E,0xC9,0x91,0x91,0x2E,
0x6E,0xBA,0x91,0xE8,0x7C,0xFE, 0xF5,0xD1
I
// B mabnoHax MOXHO HCIOJNb30BAThb MUHMMAIBHO

// Heobxomumbii Habop aTpubyTOB, a BCe OCTANbHHE yCTAHABINBAWOTCH

// mubo U3 KOHTEKCTa, Jub0 IO YMOIUAHUD.

// B IpHKIafHHX IpOrpaMMax PEKOMEHOYeTCH SBHO yCTAHABIMBATH

// TpebyeMile 3HaYeHWs aTpPUOYTOB M He HALEATHCH HA YMONYAHUS,

// KOTOpEHe MOTYT W3MEHUTbCH B ApPyroil Bepcuu OUOIUOTERH.

// Boobme roBops, 6ubinoTeKa IO3BONAET LaXe CLEHEPUPOBATh

// KiOYeByH IIapy C 3aKpHTHM KIOYOM Ha TOKEHe U

// C CEeCCHOHHHM OTKPHTHM KIIOUOM.

// AnmapaTHble TOKEHH TOpPas3fo CTPOXE IOLXOLAT

// K HeobxomuMoMy Habopy aTpubyTOB IpK TeHepaluy KINYEeBOH IapH,

// TprudieM y KaxXZOTO TOKEHA - CBOHA CIEeNuPUKa.

CK_UTF8CHAR label_pub[] = "Public Key";

CK_ATTRIBUTE pub_template[] = {

{CKA_TOKEN, &ltrue, sizeof (CK_BBOOL)},

{CKA_GOSTR3410PARAMS, gostR3410params_A, sizeof (gostR3410params_A)},
{CKA_GOSTR3411PARAMS, gostR341llparams, sizeof (gostR341lparams)},
{CKA_LABEL, label_pub, strlen(label_pub)},

s

CK_UTF8CHAR label_priv[] = "Private Key";

CK_ATTRIBUTE priv_template[] = {

{CKA_TOKEN, &ltrue, sizeof (CK_BBOOL)},

{CKA_PRIVATE, &ltrue, sizeof (CK_BBOOL)},

{CKA_LABEL, label_priv, strlen(label_priv)},

s
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SYSTEMTIME tl, t2;
CK_ULONG diff;
GetSystemTime (&t1);

rc = funcs->C_GenerateKeyPair(sess, mechanism,
pub_template, sizeof (pub_template)/sizeof (CK_ATTRIBUTE),
priv_template, sizeof (priv_template)/sizeof (CK_ATTRIBUTE),
&pub_key, &priv_key);
GetSystemTime (&t2);
diff = process_time(tl, t2);
fprintf(stderr, "C_GenerateKeyPair time: %1d msec\n", diff );
if (rc '= CKR_OK) {
fprintf(stderr, "C_GenerateKeyPair failed, rc = 0x)x\n", rc);
goto end;
}
attr.type = CKA_VALUE;
attr.pValue = value;
attr.ulValuelen = sizeof(value);
rc = funcs->C_GetAttributeValue(sess, pub_key, &attr, 1);
if (rc !'= CKR_O0K) {
fprintf (stderr, "C_GetAttributeValue failed, rc = 0x%x\n", rc);
goto end;
}

// TlpoBepsieM pe3ynbTaTH TeHEpalWu: BHIAeM 3HAYEHWE OTKPHTOIO KIIo4a,
// TOIUMCHBaEeM Xell ¥ NpPOBEpsSeM IOLIUCH.

printf ("%%%%k% PUBLIC KEY:\n");
print_hex(value, attr.ulValuelLen);

m.mechanism = CKM_GOSTR3410;
m.pParameter = NULL_PTR;
m.ulParameterLen = 0;
GetSystemTime (&t1) ;
rc = funcs->C_SignInit(sess, &m, priv_key);
if (rc !'= CKR_OK) {
fprintf(stderr, "C_SignInit failed, rc = O0x%x\n", rc);
goto end;
}

len = sizeof(value);

rc = funcs->C_Sign(sess,

data_hash, sizeof(data_hash), value, &len);
GetSystemTime (&t2);
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diff = process_time(tl, t2);
fprintf(stderr, "C_SignInit + C_Sign time: ¥%ld msec\n", diff );
if (rc !'= CKR_OK) {
fprintf(stderr, "C_Sign failed, rc = 0x)%x\n", rc);
goto end;
}

printf ("%%%%%% SIGNATURE:\n") ;
print_hex(value, len);

GetSystemTime (&t1);
rc = funcs->C_VerifyInit(sess, &m, pub_key);
if (rc !'= CKR_OK) {
fprintf(stderr, "C_VerifyInit failed, rc = 0x%x\n", rc);
goto end;
}

rc = funcs->C_Verify(sess,
data_hash, sizeof(data_hash), value, len);
GetSystemTime (&t2);
diff = process_time(tl, t2);
fprintf (stderr, "C_VerifyInit + C_Verify time: %1d msec\n", diff );
if (rc !'= CKR_OK) {
fprintf(stderr, "C_Verify failed, rc = Ox¥%x\n", rc);
goto end;
}

end:

if (pub_key) {
funcs->C_DestroyObject(sess, pub_key);
}

if (priv_key) {
funcs->C_DestroyObject (sess, priv_key);

¥

return rc;

}

3.3.7 leHepauyusa n nposepka JUI

B nmamnom mpuMepe meMoOHCTpUpYyeTCs IpUMeHeHUe ABYX MEXaHW3MOB JJIsl TeHepaIuu
u npoepku IIIIT — CKM_GOSTR3410 u CKM_GOSTR3410_WITH_GOSTR3411. Ilepsorii Mmexa-
HU3M pabOTaeT ¢ TOTOBLIM JIAi2KECTOM TO/IIUCHIBAEMbBIX JAHHBIX, & BTOPOI caM reHepu-
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PyeT 3TOT JailzKeCT JJid IIOIINCH.

#include "test_common.h"

CK_RV test_crypto();
CK_RV test_gost3410_with_gost3411(CK_SESSION_HANDLE sess);

int main(int argc, char *argv([]) {
CK_RV rc = CKR_OK;

rc = test_main(argc, argv);

if (rc != CKR_OK) {

fprintf(stderr, "test_main failed: Ox%x\n", rc);
return rc;

}

rc = test_crypto();

if (rc != CKR_OK) {

fprintf(stderr, "test_crypto failed: O0x%x\n", rc);
return rc;

}

return CKR_OK;

}

CK_RV test_crypto()

{

CK_RV rc, ret;
CK_SESSION_HANDLE hSession;
CK_MECHANISM_INFO minfo;

rc = funcs->C_OpenSession(SlotId,

CKF_RW_SESSION | CKF_SERIAL_SESSION,

NULL_PTR, NULL_PTR, &hSession);

if (rc !'= CKR_OK) {

fprintf (stderr,

"ERROR call to C_OpenSession failed, rc = Ox%x\n", rc);
goto out;

+

fprintf (stderr, "C_OpenSession success\n");

rc = funcs->C_Login(hSession, CKU_USER, user_pin, strlen(user_pin));
if (rc !'= CKR_O0K) {

fprintf (stderr,

"ERROR call to C_Login failed, rc = Ox¥%x\n", rc);

goto out_close;
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}

fprintf (stderr, "C_Login success\n");
rc = funcs->C_GetMechanismInfo(SlotId,
CKM_GOSTR3410_WITH_GOSTR3411, &minfo);
if (rc !'= CKR_OK) {

fprintf (stderr,

"\n======== Mechanism CKM_GOSTR3410_WITH_GOSTR3411 not supported ===========\n");
} else {

fprintf (stderr,

"\n CKM_GOSTR3410_WITH_GOSTR3411 test \n");

rc = test_gost3410_with_gost3411(hSession);

if (rc !'= CKR_OK) {

fprintf (stderr,

"ERROR, CKM_GOSTR3410_WITH_GOSTR3411 failed, rc = Ox¥%x\n", rc);
} else {

fprintf (stderr, "CKM_GOSTR3410_WITH_GOSTR3411 test passed.\n");
}

}

out_close:

if( (ret = funcs->C_CloseSession(hSession)) !'= CKR_O0K ) {
fprintf(stderr, "Error: C_CloseSession failed with Oxx\n", ret);
rc = ret;

}

else {

fprintf(stderr, "C_CloseSession success\n");

}

out:
return rc;

¥

CK_RV test_gost3410_with_gost3411(CK_SESSION_HANDLE sess)

{

CK_RV rc;

CK_BYTE value[256];

CK_ULONG 1len;

CK_OBJECT_HANDLE pub_key = CK_INVALID_HANDLE;

CK_OBJECT_HANDLE priv_key = CK_INVALID_HANDLE;
CK_MECHANISM mechanism_desc = {CKM_GOSTR3410_WITH_GOSTR3411, NULL, O};
CK_MECHANISM hash_mechanism_desc = {CKM_GOSTR3411, NULL, 0};
CK_MECHANISM mechanism_3410_desc = {CKM_GOSTR3410, NULL, O};
CK_MECHANISM_PTR mechanism = &mechanism_desc;
CK_MECHANISM_PTR hash_mechanism = &hash_mechanism_desc;
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CK_MECHANISM_PTR mechanism_3410 &mechanism_3410_desc;
CK_MECHANISM mechanism_gen_desc = {CKM_GOSTR3410_KEY_PAIR_GEN, NULL, O};
CK_MECHANISM_PTR mechanism_gen = &mechanism_gen_desc;

static CK_BBOOL ltrue = CK_TRUE;
static CK_BBOOL 1false = CK_FALSE;

static CK_BYTE gostR3410params([] = {
0x06, 0x07, 0x2a, 0x85, 0x03, 0x02, 0x02, 0x23, 0x01 };
static CK_BYTE gostR3411lparams[] = {
0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Oxle, 0x01 };

static CK_BYTE datal]

};

0x61, 0x62,
0x63, 0x64,
0x65, 0x66,
0x67, 0x68,
0x69, O0x6A,
0x6B, 0x6C,
0x6D, Ox6E,
0x0A

0x63,
0x65,
0x67,
0x69,
0x6B,
0x6D,
0x6F,

=

0x64,
0x66,
0x68,
0x6A,
0x6C,
0x6E,
0x70,

static CK_BYTE data_hash[]

};

0xc8, 0x77,
0x7a, 0x97,
0x5b, Oxdc,
0x6b, 0x9a,

0xc2,
0xch,
0xf2,
Oxad,

0xd1,
0x67,
0x17,
Oxc4,

0x62,
0x64,
0x66,
0x68,
0x6A,
0x6C,
0x6E,

=
0x7f,
0x07,
0x34,
0x47,

0x63,
0x65,
0x67,
0x69,
0x6B,
0x6D,
0x6F,

0xd3,
Oxdf,
0Ox6a,
0Oxa8,

static CK_ATTRIBUTE pub_template[] = {
{ CKA_VERIFY, &ltrue, sizeof (CK_BBOOL) },
{ CKA_GOSTR3410PARAMS, gostR3410params, sizeof (gostR3410params) 1},
{ CKA_GOSTR3411PARAMS, gostR341lparams, sizeof (gostR341llparams) 1},

};

static CK_ATTRIBUTE priv_template[] = {

{ CKA_SIGN, &ltrue, sizeof (CK_BBOOL) 1},

};

//

0x64,
0x66,
0x68,
0x6A,
0x6C,
0x6E,
0x70,

0x99,
0xb57,
0x69,
0x2f,

0x65,
0x67,
0x69,
0x6B,
0x6D,
0x6F,
0x71,

0x2e,
0xcO,
0x2f,
0xd2

memset (value,0,sizeof (value));

AMC (:Clg‘ch

79



I'maBa 3. IlporpammvupoBanue 3.3. Ilpumepnbr mporpamMm

hash_mechanism->pParameter = gostR341llparams;
hash_mechanism->ulParameterLen = sizeof (gostR341lparams);
rc = funcs->C_DigestInit(sess, hash_mechanism);

if (rc !'= CKR_OK) {

fprintf (stderr,

"%4d: C_DigestInit failed, rc = Ox%x\n"
return rc;

}

LINE__, rc);

b —_——

len = sizeof(value);

rc = funcs->C_Digest(sess, data, sizeof(data), value, &len);
if (rc '= CKR_OK) {

fprintf (stderr,

"%4d: C_Digest failed, rc = Ox¥%x\n"
return rc;

}

LINE__, rc);

b —_—

if (len !'= sizeof(data_hash)) {

fprintf (stderr,

"%4d: Invalid result length: %d\n", __LINE__, len);
return -1;

}

if (memcmp(value, data_hash, len) != 0) {

fprintf (stderr,

"%4d: Invalid result value\n"
return -2;

}

LINE__);

b —_—

//

memset (value,0,sizeof (value));

rc = funcs->C_DigestInit(sess, hash_mechanism);
if (rc !'= CKR_O0K) {

fprintf (stderr,

"%4d: C_DigestInit failed, rc = Ox)x\n"
return rc;

}

LINE rc);

3 _— —_——

rc = funcs->C_DigestUpdate(sess, data, 39);
if (rc !'= CKR_OK) {

fprintf (stderr,

"%4d: C_DigestUpdate failed, rc = Ox)x\n"
return rc;

¥

LINE__, rc);

f JE——
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rc = funcs->C_DigestUpdate(sess, data + 39, sizeof(data) - 39);
if (rc !'= CKR_OK) {

fprintf (stderr,

"%4d: C_DigestUpdate failed, rc = Ox)x\n", __LINE__, rc);
return rc;

}

len = sizeof(value);

rc = funcs->C_DigestFinal(sess, value, &len);

if (rc !'= CKR_O0K) {

fprintf (stderr,

"%4d: C_DigestFinal failed, rc = Ox¥%x\n", __LINE__, rc);
return rc;

}

if (len !'= sizeof(data_hash)) {

fprintf (stderr,

"%4d: Invalid result length: %d\n", __LINE__, len);
return -1;

}

if (memcmp(value, data_hash, len) != 0) {

fprintf(stderr, "%4d: Invalid result value\n", __LINE__);
return -2;

}

rc = funcs->C_GenerateKeyPair(sess, mechanism_gen,
pub_template, sizeof (pub_template)/sizeof (CK_ATTRIBUTE),
priv_template, sizeof (priv_template)/sizeof (CK_ATTRIBUTE),
&pub_key, &priv_key);

if (rc !'= CKR_OK) {

fprintf (stderr,

"%4d: C_GenerateKeyPair failed, rc = OxJx\n"
return rc;

}

fprintf (stderr, "C_GenerateKeyPair OK\n");

LINE rc);

) == —_—

rc = funcs->C_SignInit(sess, mechanism_3410, priv_key);
if (rc !'= CKR_O0K) {

fprintf (stderr,

"%4d: C_SignInit failed, rc = Ox%x\n"
return rc;

}

fprintf (stderr, "C_SignInit CKM_GOSTR3410 OK\n");

LINE__, rc);

b —_—
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len = sizeof(value);

rc = funcs->C_Sign(sess,

data_hash, sizeof(data_hash), value, &len);
if (rc !'= CKR_OK) {

fprintf (stderr,

"%4d: C_Sign failed, rc = Oxx\n"
return rc;

}

fprintf (stderr, "C_Sign O0K\n");

LINE re);

) == il

printf ("SIGNATURE:\n") ;
print_hex(value, len);

rc = funcs->C_VerifyInit(sess, mechanism_3410, pub_

if (rc !'= CKR_OK) {

fprintf (stderr,

"%4d: C_VerifyInit failed, rc = Ox%x\n"
return rc;

}

fprintf (stderr, "C_VerifyInit CKM_GOSTR3410 OK\n");
rc = funcs->C_Verify(sess,

data_hash, sizeof(data_hash), value, len);

if (rc !'= CKR_OK) {

fprintf (stderr,

"%4d: C_Verify failed, rc = Ox¥%x\n"
return rc;

}

fprintf(stderr, "C_Verify OK\n");

LINE

2 _— il

LINE__, rc);

s —_—

rc = funcs->C_VerifyInit(sess, mechanism, pub_key);
if (rc != CKR_OK) {

fprintf (stderr,

"%4d: C_VerifyInit failed, rc = Ox¥%x\n"
return rc;

}

LINE__,

b —_——

key) ;

rc);

rc);

fprintf(stderr, "C_VerifyInit CKM_GOSTR3410_WITH_GOSTR3411 OK\n");

rc = funcs->C_VerifyUpdate(sess, data, 39);
if (rc !'= CKR_OK) {

fprintf (stderr,

"%4d: C_VerifyUpdate failed, rc = O0x%x\n"
return rc;

¥

f JE——

LINE__

, re);

AMC (%kgch

82



I'maBa 3. IlporpammvupoBanue 3.3. Ilpumepnbr mporpamMm

rc = funcs->C_VerifyUpdate(sess, data+39, sizeof(data)-39);
if (rc != CKR_OK) {

fprintf (stderr,

"%4d: C_VerifyUpdate failed, rc = Ox)x\n"
return rc;

}

rc = funcs->C_VerifyFinal(sess, value, len);
if (rc != CKR_OK) {

fprintf (stderr,

"%4d: C_VerifyFinal failed, rc = 0x%x\n"
return rc;

}

fprintf(stderr, "C_VerifyFinal OK\n");

LINE__, rc);

s —_—

LINE__, rc);

3 —_—

rc = funcs->C_VerifyInit(sess, mechanism, pub_key);
if (rc !'= CKR_OK) {

fprintf (stderr,

"%4d: C_VerifyInit failed, rc = Ox%x\n"
return rc;

}

fprintf (stderr, "C_VerifyInit CKM_GOSTR3410_WITH_GOSTR3411 OK\n");

LINE re);

2 _— il

rc = funcs->C_Verify(sess, data, sizeof(data), value, len);
if (rc !'= CKR_O0K) {

fprintf (stderr,

"%4d: C_Verify failed, rc = Ox¥%x\n"
return rc;

}

fprintf(stderr, "C_Verify OK\n");

LINE__, rc);

s —_—

rc = funcs->C_SignInit(sess, mechanism, priv_key);
if (rc !'= CKR_OK) {

fprintf (stderr,

"%4d: C_SignInit failed, rc = Ox%x\n"
return rc;

}

fprintf (stderr, "C_SignInit CKM_GOSTR3410_WITH_GOSTR3411 OK\n");

LINE__, rc);

b —_——

rc = funcs->C_SignUpdate(sess, data, 39);
if (rc !'= CKR_OK) {

fprintf (stderr,

"%4d: C_SignUpdate failed, rc = Ox)x\n"
return rc;

b

LINE__, rc);

f JE——
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rc = funcs->C_SignUpdate(sess, data+39, sizeof(data)-39);
if (rc !'= CKR_O0K) {

fprintf (stderr,

"%4d: C_SignUpdate failed, rc = O0x)x\n"
return rc;

}

len = sizeof(value);

rc = funcs->C_SignFinal(sess, value, &len);
if (rc !'= CKR_O0K) {

fprintf (stderr,

"%4d: C_SignFinal failed, rc = Oxix\n"
return rc;

}

fprintf(stderr, "C_SignFinal OK\n");

LINE__, rc);

s —_—

LINE rc);

) == —_—

printf ("SIGNATURE:\n");
print_hex(value, len);

rc = funcs->C_VerifyInit(sess, mechanism_3410, pub_key);
if (rc != CKR_OK) {

fprintf (stderr,

"%4d: C_VerifyInit failed, rc = Ox)x\n"
return rc;

¥

fprintf (stderr, "C_VerifyInit CKM_GOSTR3410 OK\n");

LINE rc);

b _— —_——

rc = funcs->C_Verify(sess,

data_hash, sizeof(data_hash), value, len);
if (rc !'= CKR_OK) {

fprintf (stderr,

"%4d: C_Verify failed, rc = Ox¥x\n"
return rc;

}

fprintf(stderr, "C_Verify OK\n");

LINE__, rc);

| J——

rc = funcs->C_SignInit(sess, mechanism, priv_key);
if (rc !'= CKR_O0K) {

fprintf (stderr,

"%4d: C_SignInit failed, rc = Ox%x\n"
return rc;

}

LINE__, rc);

s —_—

fprintf(stderr, "C_SignInit CKM_GOSTR3410_WITH_GOSTR3411 OK\n");

len = sizeof(value);
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rc = funcs->C_Sign(sess, data, sizeof(data), value, &len);
if (rc !'= CKR_O0K) {

fprintf (stderr,

"%4d: C_Sign failed, rc = O0x)x\n"
return rc;

}

fprintf(stderr, "C_Sign O0K\n");

LINE__, rc);

b —_—

printf ("SIGNATURE:\n");
print_hex(value, len);

rc = funcs->C_VerifyInit(sess, mechanism_3410, pub_key);
if (rc !'= CKR_OK) {

fprintf (stderr,

"%4d: C_VerifyInit failed, rc = Ox)x\n"
return rc;

}

fprintf(stderr, "C_VerifyInit CKM_GOSTR3410 OK\n");
rc = funcs->C_Verify(sess,

data_hash, sizeof(data_hash), value, len);

if (rc !'= CKR_O0K) {

fprintf (stderr,

"%4d: C_Verify failed, rc = Ox%x\n"
return rc;

}

fprintf(stderr, "C_Verify OK\n");

LINE__, rc);

s —_—

LINE__, rc);

b —_——

rc = funcs->C_DestroyObject(sess, priv_key);
if (rc !'= CKR_OK) {

fprintf (stderr,

"%4d: C_DestroyObject failed, rc = Oxix\n"
return rc;

}

rc = funcs->C_DestroyObject(sess, pub_key);
if (rc != CKR_OK) {

fprintf (stderr,

"%4d: C_DestroyObject failed, rc = 0xJx\n"
return rc;

3

LINE__, rc);

E J—

LINE__, rc);

b —_—

return rc;

}
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3.3.8 lNeHepayus knroyeii cornacoBaHus

B mamnoMm mpumepe B IBYX CECCUIX CHAYAJa TEHEPUPYIOTCs KJIIOUEBBIE MMaPhI, & 3aTEM
IIEPEKPECTHO I'e€HEPUPYIOTCH U CPABHUBAIOTCH KJIIOYN COTJIACOBAHUS.

#include "test_common.h"

int main(int argc, char* argv[])

{

CK_RV rvResult;

#ifdef WIN32

HMODULE hPkcsLib = NULL;

HMODULE hPkcsLib2 = NULL;

#else

void *hPkcsLib = NULL;

void *hPkcsLib2 = NULL;

#endif

CK_C_GetFunctionlList pcGetFunctionList = 0;
CK_C_GetFunctionlList pcGetFunctionlList2 = 0;
CK_FUNCTION_LIST_PTR PkcsllFuncList = NULL;
CK_FUNCTION_LIST_PTR Pkcsl1FuncList2 = NULL;

CK_SLOT_ID_PTR pSlotList = NULL;
CK_SLOT_ID_PTR pSlotList2 = NULL;
CK_SLOT_ID SlotId;

CK_SLOT_ID SlotId2;

CK_ULONG ulSlotCount;
CK_ULONG ulSlotCount2;
CK_SLOT_INFO SlotInfo;

CK_SESSION_HANDLE hSession;
CK_SESSION_HANDLE hSession2;

CK_UTF8CHAR_PTR pcUserPIN = (CK_UTFS8CHAR_PTR)"01234567";
CK_ULONG ulPinLength = 8; // PIN length

CK_UTF8CHAR_PTR pcUserPIN2 = (CK_UTF8CHAR_PTR)"01234567";
CK_ULONG ulPinlength2 = 8; // PIN length

CK_BBOOL blTrue = CK_TRUE,
blFalse = CK_FALSE;

CK_ULONG ulKeyType_Gost2001 = CKK_GOSTR3410,
ulKeyType_Gost28147 = CKK_GOST28147,
ulClass_PubKey = CKO_PUBLIC_KEY,
ulClass_PriKey = CKO_PRIVATE_KEY,
ulClass_SecKey = CKO_SECRET_KEY;

// PAR ECC XchA 0ID

CK_BYTE gostR3410params[] = {
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0x06, 0x07, 0x2a, 0x85, 0x03, 0x02, 0x02, 0x24, 0x00
};

// PAR HASH 1 0ID

CK_BYTE gostR3411lparams[] = {

0x06, 0x07, 0x2a, 0x85, 0x03, 0x02, 0x02, Oxle, 0x01
};

// PAR CIPHER A 0ID

CK_BYTE gost28147params_A[] = {

0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x01
};

// PAR CIPHER B 0ID

CK_BYTE gost28147params[] = {

0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x02
};

// ltemplate for GOST R 34.10-2001 public key
CK_ATTRIBUTE caGOST_PublicKeyTemplate[] =
{
{CKA_TOKEN, &blTrue, sizeof (CK_BBOOL) },
{CKA_PRIVATE, &blFalse, sizeof (CK_BBOOL) },
{CKA_GOSTR3410_PARAMS, gostR3410params, sizeof (gostR3410params)},
{CKA_GOSTR3411_PARAMS, gostR34llparams, sizeof(gostR341lparams)},
{CKA_GOST28147_PARAMS, gost28147params_A, sizeof (gost28147params_A)},
s

// ltemplate for GOST R 34.10-2001 private key
CK_ATTRIBUTE caGOST_PrivateKeyTemplatel[] =

{
{CKA_TOKEN, &blTrue, sizeof (CK_BBOOL)},
{CKA_PRIVATE, &blTrue, sizeof (CK_BBOOL)},
{CKA_DERIVE, &blTrue, sizeof(CK_BBOOL)Z},

};

// ltemplate for derive key

CK_ATTRIBUTE caDeriveKey[] =

{

{CKA_CLASS,&ulClass_SecKey,sizeof (CK_ULONG) },
{CKA_KEY_TYPE, &ulKeyType_Gost28147,sizeof (CK_ULONG) },
{CKA_TOKEN, &blFalse,sizeof (CK_BBOOL) },
{CKA_SENSITIVE,&blFalse,sizeof (CK_BBOOL)},
{CKA_EXTRACTABLE, &b1True,sizeof (CK_BBOOL) },
{CKA_ENCRYPT, &blTrue, sizeof (CK_BBOOL) },

{CKA_DECRYPT, &blTrue,sizeof (CK_BBOOL)},
{CKA_GOST28147PARAMS, gost28147params_A, sizeof (gost28147params_A)},
s
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CK_ULONG
ulPubKeyCount =

sizeof (caGOST_PublicKeyTemplate)/sizeof (CK_ATTRIBUTE),
ulPriKeyCount =

sizeof (caGOST_PrivateKeyTemplate)/sizeof (CK_ATTRIBUTE),
ulDeriveKeyCount =

sizeof (caDeriveKey) /sizeof (CK_ATTRIBUTE) ;

CK_OBJECT_HANDLE

hSendPubKey = 0, // handle to public key of sender
hSendPriKey = 0, // handle to private key of sender
hRecpPubKey = 0, // handle to public key of recipient
hRecpPriKey = 0, // handle to private key of recipient
hSendDH_Key = 0, // Diffy-Hellman key of the sender
hRecpDH_Key = 0; // Diffy-Hellman key of the recipient

CK_MECHANISM
cmKeyGenMechanism, // mechanism for key pair genaration
cmDeriveMechanism; // mechanism for key derivation

CK_ULONG

CK_BYTE_PTR
pbSecretKeyParam = NULL,

pbSend_PubKeyValue = NULL,
pbRecp_PubKeyValue = NULL,
pbSend_PriKeyValue = NULL,
pbRecp_PriKeyValue = NULL,

pbSendDH_Key_Value = NULL,
pbRecpDH_Key_Value = NULL;
CK_ATTRIBUTE

caSecretKeyParam =

{CKA_GOST28147PARAMS, pbSecretKeyParam, O},
caSend_PubKeyValue = {CKA_VALUE, pbSend_PubKeyValue, O},
caSend_PriKeyValue = {CKA_VALUE, pbSend_PriKeyValue, O},
caRecp_PubKeyValue = {CKA_VALUE, pbRecp_PubKeyValue, O},
caRecp_PriKeyValue = {CKA_VALUE, pbRecp_PriKeyValue, O},

{CKA_VALUE, pbSendDH_Key_Value, O},

{CKA_VALUE, pbRecpDH_Key_Value, O};

SendDH_Key_Value
RecpDH_Key_Value

// parameters for derivation mechanism
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CK_GOSTR3410_DERIVE_PARAMS_PTR DeriveParams;
// UKM must be non-zero by RFC 4357
CK_ULONG ulUKMLen = 8;
CK_BYTE fixed_ukm[8] = {
0x9D, 0x23, 0x98, 0xCO, 0x12, 0x31, 0x2A, Ox8E

s
char *TextBlock =
"This text block will be encrypted and the cipher text will be decrypted.";
CK_ULONG ulDataSize = 0; // size of text data
CK_BYTE_PTR pbCipherText = NULL; // encrypted data
CK_ULONG ulCipherSize = 0; // size of encrypted data
CK_BYTE_PTR pbDecryptedText = NULL; // decrypted data
CK_ULONG ulDecryptedDataSize = 0; // size of decrypted data

CK_CHAR *api_path = PKCS11_API_PATH;

CK_UTF8CHAR *user_pin = "01234567";

CK_ULONG slot_num = O;

CK_CHAR *api_path2 = PKCS11_API_PATH;

CK_UTF8CHAR *user_pin2 = "01234567";

CK_ULONG slot_num2 = 0;

SYSTEMTIME tl, t2;

CK_ULONG diff/*, min_time, max_time, avg_timex*/;

printf ("Starting CKM_GOSTR3410_KEY_DERIVE test\n");

for (i=1; i<(CK_ULONG)argc; i++) {

if (strcmp("-api", argvl[i]) == 0) {

++1;

api_path = argvl[i];

} else if (strcmp("-slot", argv[i]) == 0) {
++1;
slot_num = atoi(argv([il);

} else if (strcmp("-user_pin", argv[i]) == 0) {

++i;

user_pin = argv[i];

}

}

api_path2 = api_path;

user_pin2 = user_pin;
slot_num?2 slot_num;

#ifdef WIN32
hPkcsLib = LoadLibrary(api_path);
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#else

hPkcsLib = dlopen(api_path, RTLD_NOW);
#endif

if ( hPkcsLib == NULL ) {

printf(

"Can’t load PKCS#11 API library. "
"Check API library path.\n");
#ifndef WIN32

printf("dlerror: %s\n", dlerror());
#endif

return -1;

}

#ifdef WIN32

pcGetFunctionlList =
(CK_C_GetFunctionList)GetProcAddress(
hPkcsLib, "C_GetFunctionList");
#else

pcGetFunctionlist =
(CK_C_GetFunctionList)dlsym(
hPkcsLib,"C_GetFunctionList");
#endif

// get PKCS #11 function list
rvResult = pcGetFunctionlList(&Pkcsl1FunclList);

printf ("Load PKCS #11 function list result: Ox¥%x\n", rvResult);

if (rvResult !'= CKR_OK) return rvResult;

// initialize Cryptoki
rvResult = Pkcsi11FunclList->C_Initialize(NULL);

printf("Initialize Cryptoki result: Ox%x\n", rvResult);

if (rvResult '= CKR_OK) return rvResult;

// get slot list

rvResult = Pkcsi11FuncList->C_GetSlotList (CK_FALSE, NULL, &ulSlotCount);

printf ("Get slot list result: Ox%x\n", rvResult);

if (rvResult != CKR_0OK) return rvResult;

if (ulSlotCount > 0)

{ // allocate memory for slot list
pSlotList = (CK_SLOT_ID_PTR) malloc(
ulSlotCount * sizeof (CK_SLOT_ID));

rvResult =
Pkcs11FuncList->C_GetSlotList(
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CK_FALSE, pSlotList, &ulSlotCount);

if (rvResult != CKR_OK) return rvResult;
printf ("Slot count: %d\n", ulSlotCount);
}

else return -3;

// get information about sender and recipient slots.

for(i=0; i<ulSlotCount; ++i)

{

rvResult = Pkcsl1FuncList->C_GetSlotInfo(pSlotList[i], &SlotInfo);
if (rvResult == CKR_0K)

{ // if a token is present in this slot

if ((SlotInfo.flags & CKF_TOKEN_PRESENT) == CKF_TOKEN_PRESENT)
{

SlotId = pSlotListl[il;

break;

}

}

}

if (i>=ulSlotCount) {

printf ("No slots with token present\n");

return -3;

}
printf ("Slot ID: %d\n", SlotId);

// open session for slot with ID = SlotId[0]
rvResult = Pkcs11FuncList->C_OpenSession(SlotId,
(CKF_SERTAL_SESSION | CKF_RW_SESSION),

NULL,

0,

&hSession);

printf ("Open session result: Ox¥%x\n", rvResult);
if (rvResult !'= CKR_OK) return rvResult;

// user login

rvResult = Pkcsl1FuncList->C_Login(hSession,
CKU_USER,

user_pin,

strlen(user_pin));

printf ("Login result: OxJ)x\n", rvResult);

if (rvResult != CKR_0OK) return rvResult;

// load library PKCS #11
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#ifdef WIN32

hPkcsLib2 = LoadLibrary(api_path2);
#else

hPkcsLib2 = dlopen(api_path2, RTLD_NOW);
#endif

if ( hPkcsLib2 == NULL ) {
printf("Can’t load PKCS#11 API library. "
"Check API library path.\n");

#ifndef WIN32

printf("dlerror: %s\n", dlerror());
#endif

return FALSE;

}

#ifdef WIN32

pcGetFunctionlList2 =
(CK_C_GetFunctionList)GetProcAddress (
hPkcsLib2,"C_GetFunctionList");

#else

pcGetFunctionlList2 =
(CK_C_GetFunctionList)dlsym(
hPkcsLib2, "C_GetFunctionList");
#endif

// get PKCS #11 function list
rvResult = pcGetFunctionList2(&Pkcsl11FuncList?2);

printf("Load PKCS #11 function list result: Ox%x\n", rvResult);

if (rvResult != CKR_OK) return rvResult;

// initialize Cryptoki
rvResult = Pkcs11FunclList2->C_Initialize(NULL);

printf("Initialize Cryptoki result: Ox%x\n", rvResult);

if (rvResult '= CKR_OK &&

rvResult !'= CKR_CRYPTOKI_ALREADY_INITIALIZED) return rvResult;

// get slot list

rvResult = Pkcsi11FuncList2->C_GetSlotList (CK_FALSE, NULL, &ulSlotCount2);

printf ("Get slot list result: Ox%x\n", rvResult);

if (rvResult != CKR_OK) return rvResult;

if (ulSlotCount2 > 0)

{ // allocate memory for slot list
pSlotList2 =

(CK_SLOT_ID_PTR) malloc(
ulSlotCount2 * sizeof (CK_SLOT_ID));
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rvResult =
Pkcs11FuncList2->C_GetSlotList (CK_FALSE,
pSlotList2, &ulSlotCount2);

if (rvResult !'= CKR_OK) return rvResult;
printf ("Slot count: %d\n", ulSlotCount2);
}

else return -3;

// get information about sender and recipient slots.
for(i=0; i<ulSlotCount2; ++i)

{

rvResult = Pkcsl1FuncList2->C_GetSlotInfo(
pSlotList2[i], &SlotInfo);

if (rvResult == CKR_0K)

{ // if a token is present in this slot

if ((SlotInfo.flags & CKF_TOKEN_PRESENT) == CKF_TOKEN_PRESENT)
{

SlotId2 = pSlotList2[i];

break;

}

}

}

if (i>=ulSlotCount2) {

printf ("No slots with token present\n");

return -3;

b

printf("Slot ID 2: %d\n", SlotId2);

{

CK_TOKEN_INFO tinfo;

rvResult = Pkcsl11FuncList2->C_GetTokenInfo(pSlotList2[i], &tinfo);
if (rvResult != CKR_OK) {

printf("Can’t get token info\n");

return -4;

}

}

// open session for slot with ID = SlotId2[0]
rvResult = Pkcsl1FuncList2->C_OpenSession(SlotId2,
(CKF_SERIAL_SESSION | CKF_RW_SESSION),

NULL,

0,
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&hSession2) ;
printf ("Open session result: Ox’%x\n", rvResult);
if (rvResult != CKR_OK) return rvResult;

// User login may return CKR_USER_ALREADY_LOGGED_IN

// if the same token used for recipient.

rvResult = Pkcsl1FuncList2->C_Login(hSession2,

CKU_USER,

user_pin2,

strlen(user_pin2));

printf ("Login result: Ox)x\n", rvResult);

if (rvResult != CKR_OK &&

rvResult '= CKR_USER_ALREADY_LOGGED_IN) return rvResult;

// generate sender key pair with GOST R 34.10-2001
printf ("Generate key pair of sender\n");
printf("  mechanism type: CKM_GOSTR3410_KEY_PAIR_GEN\n");

cmKeyGenMechanism.mechanism = CKM_GOSTR3410_KEY_PAIR_GEN;
cmKeyGenMechanism.pParameter = NULL;
cmKeyGenMechanism.ulParameterLen = O;

rvResult = Pkcsl1FunclList->C_GenerateKeyPair(hSession,
&cmKeyGenMechanism,

caGOST_PublicKeyTemplate,

ulPubKeyCount,

caGOST_PrivateKeyTemplate,

ulPriKeyCount,

&hSendPubKey,

&hSendPriKey) ;

printf("  generate sender key pair: result: Ox/x\n", rvResult);
if (rvResult '= CKR_OK) return rvResult;

printf("  sender public key handle: %d\n",
(unsigned long)hSendPubKey) ;
printf("  sender private key handle: %d\n",
(unsigned long)hSendPriKey) ;

// generate recipient key pair with GOST R 34.10-2001
printf ("Generate key pair of recipient\n");
printf(" mechanism type: CKM_GR3410_KEY_PAIR_GEN\n");

rvResult = Pkcsl1FuncList2->C_GenerateKeyPair (hSession2,
&cmKeyGenMechanism,
caGOST_PublicKeyTemplate,
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ulPubKeyCount,

caGOST_PrivateKeyTemplate,

ulPriKeyCount,

&hRecpPubKey,

&hRecpPriKey) ;

printf (" generate recipient key pair: result: Ox)x\n",
rvResult) ;

if (rvResult !'= CKR_OK) return rvResult;

printf(" recipient public key handle: %d\n",
(unsigned long)hRecpPubKey) ;

printf(" recipient private key handle: %d\n",
(unsigned long)hRecpPriKey) ;

// get value of sender public key
printf ("Get value of sender public key\n");

rvResult = Pkcs11FunclList->C_GetAttributeValue(hSession,

hSendPubKey,
&caSend_PubKeyValue,
D3

if (rvResult == CKR_OK)
{

caSend_PubKeyValue.pValue =
(CK_BYTE_PTR) malloc(caSend_PubKeyValue.ulValueLen);
rvResult = Pkcsl1FuncList->C_GetAttributeValue(hSession,
hSendPubKey,
&caSend_PubKeyValue,
s
}
printf("  Get sender public key value: result: Ox¥%x\n", rvResult);
if (rvResult != CKR_0OK) return rvResult;

pbSend_PubKeyValue = (CK_BYTE_PTR) caSend_PubKeyValue.pValue;
printf (" Sender public key value: ");

for(i=0; i<caSend_PubKeyValue.ulValuelen; ++i)
printf("%x ", pbSend_PubKeyValuel[il);
printf ("\n");

// get value of recipient public key

printf ("Get value of recipient public key\n");

rvResult = Pkcs11FuncList2->C_GetAttributeValue(hSession2,
hRecpPubKey,
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&caRecp_PubKeyValue,

D

if (rvResult == CKR_0K)

{

caRecp_PubKeyValue.pValue =

(CK_BYTE_PTR) malloc(caRecp_PubKeyValue.ulValuelen);
rvResult = Pkcs11FuncList2->C_GetAttributeValue(hSession2,
hRecpPubKey,

&caRecp_PubKeyValue,

D3

¥

printf("  Get recipient public key value: result: Ox)%x\n",
rvResult) ;
if (rvResult != CKR_OK) return rvResult;

printf(" Recipient public key value: ");
pbRecp_PubKeyValue = (CK_BYTE_PTR) caRecp_PubKeyValue.pValue;

for(i=0; i<caRecp_PubKeyValue.ulValuelLen; ++i)
printf("%x ", pbRecp_PubKeyValuel[il);
printf ("\n");

// £ill parameters for derivation mechanism

DeriveParams = (CK_GOSTR3410_DERIVE_PARAMS_PTR)

malloc(sizeof (CK_GOSTR3410_DERIVE_PARAMS));

DeriveParams->kdf = CKD_CPDIVERSIFY_KDF;

DeriveParams->pPublicData = (CK_BYTE_PTR) caRecp_PubKeyValue.pValue;
DeriveParams->ulPublicDatalen = caRecp_PubKeyValue.ulValuelLen;
DeriveParams->pUKM = fixed_ukm;

DeriveParams->ulUKMLen = sizeof (fixed_ukm);

cmDeriveMechanism.mechanism = CKM_GOSTR3410_DERIVE;
cmDeriveMechanism.pParameter = DeriveParams;
cmDeriveMechanism.ulParameterlLen = sizeof (CK_GOSTR3410_DERIVE_PARAMS);

printf ("Derive Diffie-Hellman key\n");
printf (" derivation mechanism: CKM_GOSTR3410_DERIVE\n");

// derive Diffi-Hellman key of sender
printf(" derive Diffie-Hellman key for sender\n");
GetSystemTime (&t1);
rvResult = Pkcsl1FuncList->C_DeriveKey(hSession,
&cmDeriveMechanism,
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hSendPriKey,
caDeriveKey,
ulDeriveKeyCount,
&hSendDH_Key) ;
GetSystemTime (&t2) ;
diff = process_time(tl, t2);
fprintf(stderr, "C_DeriveKey time: %ld msec\n", diff );
printf(" derive key result: Ox%x\n", rvResult);
if (rvResult '= CKR_OK) return rvResult;

printf("  sender’s Diffie-Hellman key handle: %d\n",
(unsigned long)hSendDH_Key) ;

// get value of sender derived key
printf ("Get value of sender derived key\n");
rvResult = Pkcsl1FuncList->C_GetAttributeValue(hSession,
hSendDH_Key,
&SendDH_Key_Value,
D
if (rvResult == CKR_OK)
{
SendDH_Key_Value.pValue =
(CK_BYTE_PTR) malloc(SendDH_Key_Value.ulValueLen);
rvResult = Pkcsl1FuncList->C_GetAttributeValue(hSession,
hSendDH_Key,
&SendDH_Key_Value,
1;

printf("  Get sender derived key value: result: Ox%x\n", rvResult);
if (rvResult '= CKR_OK) return rvResult;

pbSendDH_Key_Value = (CK_BYTE_PTR) SendDH_Key_Value.pValue;
printf (" Sender derived key value: ");

for(i=0; i<SendDH_Key_Value.ulValuelen; ++i)
printf("%x ", pbSendDH_Key_Valuel[il);
printf ("\n");

// derive Diffi-Hellman key of recipient

printf(" derive Diffie-Hellman key for recipient\n");
DeriveParams->pPublicData = (CK_BYTE_PTR) caSend_PubKeyValue.pValue;
DeriveParams->ulPublicDatalen = caSend_PubKeyValue.ulValuelen;

A CS(:CIQCbT

97



I'maBa 3. IlporpammvupoBanue 3.3. Ilpumepnbr mporpamMm

rvResult = Pkcsl1FuncList2->C_DeriveKey(hSession2,
&cmDeriveMechanism,

hRecpPriKey,

caDeriveKey,

ulDeriveKeyCount,

&hRecpDH_Key) ;

printf(" derive key result: Ox%x\n", rvResult);
if (rvResult '= CKR_OK) return rvResult;

printf(" recipient’s Diffie-Hellman key handle: %d\n",
(unsigned long)hRecpDH_Key) ;

// get value of recipient derived key

printf ("Get value of recipient derived key\n");

rvResult = Pkcsl11FuncList2->C_GetAttributeValue(hSession2,
hRecpDH_Key,

&RecpDH_Key_Value,

D

if (rvResult == CKR_OK)

{

RecpDH_Key_Value.pValue =

(CK_BYTE_PTR) malloc(RecpDH_Key_Value.ulValueLen);
rvResult = Pkcsl11FuncList2->C_GetAttributeValue(hSession2,
hRecpDH_Key,

&RecpDH_Key_Value,

1);

¥

printf("  Get recipient derived key value: result: Ox%x\n",
rvResult) ;
if (rvResult != CKR_0OK) return rvResult;

pbRecpDH_Key_Value = (CK_BYTE_PTR) RecpDH_Key_Value.pValue;
printf(" Recipient derived key value: ");

for(i=0; i<RecpDH_Key_Value.ulValuelen; ++i)

printf("%x ", pbRecpDH_Key_Valuel[i]);

printf ("\n");

// Sender and recipient DH key values must be equal

if (RecpDH_Key_Value.ulValuelen != SendDH_Key_Value.ulValuelLen) {
printf ("Sender and recipient DH keys are of different length\n");
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return -1;

b

for(i=0; i<RecpDH_Key_Value.ulValuelen; ++i) {
if (pbRecpDH_Key_Value[i] != pbSendDH_Key_Value[i]) {

printf (

"Sender and recipient KEK keys "
"are different at position %d\n", i);

}
}

return -1;

printf ("Sender and recipient KEK keys are equall\n");
printf ("CKM_GOSTR3410_KEY_DERIVE test SUCCESS\n");

rvResult
printf ("
rvResult
printf ("

rvResult
printf ("
rvResult
printf ("

rvResult
printf ("

rvResult
printf ("
rvResult

Pkcs11FuncList->C_DestroyObject (hSession, hSendPubKey) ;
C_DestroyObject result: Ox%x\n", rvResult);
Pkcs11FuncList->C_DestroyObject (hSession, hSendPriKey) ;
C_DestroyObject result: Ox%x\n", rvResult);

Pkcs11FuncList2->C_DestroyObject (hSession2, hRecpPubKey) ;
C_DestroyObject result: Ox)%x\n", rvResult);
Pkcs11FuncList2->C_DestroyObject (hSession2, hRecpPriKey) ;
C_DestroyObject result: Ox%x\n", rvResult);

Pkcs11FuncList->C_DestroyObject (hSession, hSendDH_Key) ;
C_DestroyObject result: Ox%x\n", rvResult);

Pkcs11FuncList2->C_DestroyObject (hSession2, hRecpDH_Key) ;
C_DestroyObject result: Ox%x\n", rvResult);
Pkcs11FuncList->C_Logout (hSession) ;

printf ("Sender logout result: Ox%x\n", rvResult);

// User logout may return CKR_USER_NOT_LOGGED_IN

// if the same token used for recipient.

rvResult = Pkcsl1FuncList2->C_Logout(hSession2);

printf ("Recipient logout result: Ox%x\n", rvResult);

// Close session

rvResult = Pkcsi11FuncList->C_CloseSession(hSession);
printf ("Sender close session result: Ox¥%x\n", rvResult);

rvResult = Pkcsl11FunclList2->C_CloseSession(hSession2);
printf ("Recipient close session result: Ox%x\n", rvResult);

return O;

}
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3.3.9 LWundposatune no FOCT 28147-89

B mamnom nmpumepe JTeMOHCTPUPYETCS CUMMETPUIHOE MU POBAHUE C IIOMOIIBIO MEXa-
nn3ma CKM_GOST28147 ¢ passimanbivu nipejonpesiesenubiMu B RFC 4357 nabopamu mapa-
METpOB. 3aMeTHM, 4TO JJisi TECTOBOI'O HabOpa IapaMeTpPOB IIHM(MPOBAHUS UCIIOJIb3YETCs
pexkum rammuposanus CN'T, a 1j1s ocTaabHBIX — PEKUM FaMMUPOBAHUS ¢ OOPATHOI CBsI-
3610 OFB. Kpowme Toro, B laHHOM IIpuMepe JeMOHCTPUPYETCsl COXPAHEHUEe / BOCCTAHOBJICHUE
IIPOMEXKYTOYHOI'O COCTOsIHUSI KOHTEKCTA MMM POBAHUS B JBYX CECCHUSIX.

Pasmep cocrostnust KOHTEKCTa MTU(POBAHNS 3aBUCUT OT PEAJIUBAINY U B PA3HBIX BEPCHU-
AX 6I/I6JII/IOT€KI/I MOZKET OKa3aTbCd Pa3/IMYHBIM, IIOTOMY HE CJIEAYET HaJdedThCd Ha CbI/IK—
CUPOBAHHBII pa3mep Oydepa Mpu COXPAHEHUN STOTO COCTOSIHUS C IMOMOIIBIO (DYHKITUU
C_GetOperationState.

#include "test_common.h"

CK_RV test_crypto();
CK_RV test_gost28147 (CK_SESSION_HANDLE sess, CK_SESSION_HANDLE sess2);

int main(int argc, char xargv([]) {
CK_RV rc = CKR_OK;

rc = test_main(argc, argv);

if (rc !'= CKR_OK) {

fprintf(stderr, "test_main failed: O0x%x\n", rc);
return rc;

}

rc = test_crypto();

if (rc !'= CKR_OK) {

fprintf(stderr, "test_crypto failed: O0x%x\n", rc);
return rc;

}

return CKR_OK;

}

CK_RV test_crypto()

{

CK_RV rc, ret;

CK_SESSION_HANDLE hSession, hSession2;
CK_MECHANISM_INFO minfo;

rc = funcs->C_OpenSession(SlotId, CKF_RW_SESSION | CKF_SERIAL_SESSION,
NULL_PTR, NULL_PTR, &hSession);

if (rc !'= CKR_O0K) {

fprintf (stderr,

"ERROR call to C_OpenSession failed, rc = Ox¥%x\n", rc);
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goto out;

}

fprintf(stderr, "C_OpenSession success\n");

rc = funcs->C_OpenSession(SlotId, CKF_RW_SESSION | CKF_SERIAL_SESSION,
NULL_PTR, NULL_PTR, &hSession2);

if (rc != CKR_OK) {

fprintf (stderr,

"ERROR call to C_OpenSession failed, rc = Ox%x\n", rc);

goto out;

}

fprintf (stderr, "C_OpenSession 2 success\n");

rc = funcs->C_GetMechanismInfo(SlotId, CKM_GOST28147, &minfo);
if (rc !'= CKR_OK) {

fprintf (stderr,

"\n======== Mechanism CKM_GOST28147 not supported ===========\n");
} else {

fprintf (stderr,

"\n CKM_GOST28147 test \n");

rc = test_gost28147 (hSession, hSession2);
if (rc !'= CKR_OK) {

fprintf (stderr,

"ERROR CKM_GOST28147 failed, rc = 0x%x\n", rc);

} else {

fprintf (stderr, "CKM_GOST28147 test passed.\n");

}

}

if( (rc = funcs->C_CloseSession(hSession2)) !'= CKR_OK ) {
fprintf (stderr,

"Error: C_CloseSession 2 failed with Ox%x\n", rc);
}

else {

fprintf (stderr, "C_CloseSession 2 success\n");

}

if( (ret = funcs->C_CloseSession(hSession)) != CKR_OK ) {
fprintf(stderr, "Error: C_CloseSession failed with Ox%x\n", ret);
rc = ret;

}

else {

fprintf (stderr, "C_CloseSession success\n");
}
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out:
return rc;

}

CK_RV test_gost28147 (CK_SESSION_HANDLE sess, CK_SESSION_HANDLE sess2)

{

CK_RV rc = CKR_OK;

CK_ULONG len, state_len;

CK_BYTE value[1024], value2[1024];

CK_OBJECT_HANDLE keyh = CK_INVALID_HANDLE;

CK_BYTE *state;
CK_MECHANISM mechanism_desc = {CKM_GOST28147, NULL, O};
CK_MECHANISM_PTR mechanism = &mechanism_desc;

static CK_BBOOL ltrue = CK_TRUE;

static CK_BBOOL 1lfalse = CK_FALSE;

static CK_OBJECT_CLASS oclass = CKO_SECRET_KEY;

static CK_OBJECT_CLASS param_oclass = CKO_DOMAIN_PARAMETERS;
static CK_KEY_TYPE key_type = CKK_GOST28147;

static CK_BYTE key[] = {
0xc3,0x73,0x0c,0x5c,0xbc,0xca,0xcf,0x91,
0xb5a,0xc2,0x92,0x67,0x6f,0x21,0xe8,0xbd,
Ox4e,0xf7,0x53,0x31,0xd9,0x40,0xbe,0x5f,
0Ox1la,0x61,0xdc,0x31,0x30,0xa6,0x50,0x11,
};
static CK_BYTE datal] = {
0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,
0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,
};

static CK_BYTE data2[200];

//par_cipher_0

static CK_BYTE oidi[] = {

0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x00,
};

static CK_BYTE et1[] = {

0x08,0x79,0x76,0x86,0xee, 0xbb,0x99,0xe7,
0x7f,0xa3,0x75,0xff,0x6b,0x7c,0x27,0x6f,

+s

//par_cipher_A
static CK_BYTE o0id2[] = {
0x06, 0x07, 0Ox2a, 0x85, 0x03, 0x02, 0x02, Oxif, 0x01,
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}s

static CK_BYTE et2[] = {
0x49,0x11,0x96,0x11,0xad,0x19,0x12,0x52,
0x7c,0x49,0x5f,0x23,0xb9,0x23,0x62,0xd9,
}s

//par_cipher_B

static CK_BYTE 0id3[] = {

0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Oxif, 0x02,
};

static CK_BYTE et3[] = {
Oxab,0x45,0x07,0xb4,0x96,0xc5,0x5b,0xfd,
0x61,0x16,0x64,0x9d,0x43,0x87,0x42,0x53,

};

//par_cipher_C

static CK_BYTE oid4[] = {

0x06, 0x07, 0x2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x03,
};

static CK_BYTE et4[] = {
0x98,0x7c,0x0c,0x18,0x3c,0x64,0xd5,0x4b,
0x75,0x8e,0xaf,0x67,0x52,0x87,0x15,0x7Db,

};

//par_cipher_D

static CK_BYTE oid5[] = {

0x06, 0x07, 0Ox2a, 0x85, 0x03, 0x02, 0x02, 0x1f, 0x04,
};

static CK_BYTE et5[] = {
0Oxa2,0x4c,0x7c,0x4e,0x91,0xed,0x19,0x8c,
Oxdc,0xf5,0x1f,0x07,0x5¢c,0x80,0xf6,0xa4,

};

static CK_ATTRIBUTE key_template[] = {
CKA_CLASS, &oclass, sizeof(oclass) 1},
CKA_KEY_TYPE, &key_type, sizeof (key_type) 1},
CKA_GOST28147PARAMS, o0idl, sizeof(oidl) 17,
CKA_ENCRYPT, &ltrue, sizeof (CK_BBOOL)},
CKA_DECRYPT, &ltrue, sizeof (CK_BBOOL)},
CKA_VALUE, key, sizeof (key) }

e N s s T S,

>

static CK_BYTE ivec[8] = {1};

printf ("Zero Data\n");
printf ("Param Set O\n");
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rc = funcs->C_CreateObject(sess,

key_template, sizeof (key_template)/sizeof (CK_ATTRIBUTE), &keyh);
if (rc !'= CKR_OK) {

fprintf(stderr, "C_CreateObject failed: Ox)x\n", rc);

goto end;

}

mechanism->pParameter = ivec;
mechanism->ulParameterlLen = sizeof (ivec);

rc = funcs->C_EncryptInit(sess, mechanism, keyh);

if (rc !'= CKR_O0K) {

fprintf(stderr, "C_EncryptInit failed: Ox¥%x\n", rc);
goto end;

}

len = sizeof(value);

rc = funcs->C_Encrypt(sess, data, sizeof(data), value, &len);
if (rc '= CKR_OK) {

fprintf (stderr, "C_Encrypt failed: Ox%x\n", rc);

goto end;

}

CHECK (value, len, etl);

rc = funcs->C_DestroyObject(sess, keyh);

if (rc !'= CKR_OK) {

fprintf(stderr, "C_DestroyObject failed: Ox%x\n", rc);
goto end;

}

printf ("Param Set A\n");

key_template[2] .pValue = 0id2;

key_template[2] .ulValuelen = sizeof(0id2);

rc = funcs->C_CreateObject(sess,

key_template, sizeof (key_template)/sizeof (CK_ATTRIBUTE), &keyh);
if (rc !'= CKR_OK) {

fprintf(stderr, "C_CreateObject failed: Ox)x\n", rc);

goto end;

}

rc = funcs->C_EncryptInit(sess, mechanism, keyh);

if (rc != CKR_OK) {

fprintf(stderr, "C_EncryptInit failed: Ox¥%x\n", rc);
goto end;
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len = sizeof (value);

rc = funcs->C_Encrypt(sess, data, sizeof(data), value, &len);
if (rc !'= CKR_OK) {

fprintf(stderr, "C_Encrypt failed: 0x%x\n", rc);

goto end;

}

CHECK (value, len, et2);

rc = funcs->C_DestroyObject(sess, keyh);

if (rc !'= CKR_O0K) {

fprintf(stderr, "C_DestroyObject failed: Ox%x\n", rc);
goto end;

}

printf ("Param Set B\n");

key_template[2] .pValue = 0id3;

key_template[2] .ulValuelLen = sizeof (0id3);

rc = funcs->C_CreateObject(sess,

key_template, sizeof (key_template)/sizeof (CK_ATTRIBUTE), &keyh);
if (rc !'= CKR_OK) {

fprintf(stderr, "C_CreateObject failed: Ox)x\n", rc);

goto end;

}

rc = funcs->C_EncryptInit(sess, mechanism, keyh);

if (rc !'= CKR_OK) {

fprintf (stderr, "C_EncryptInit failed: Ox%x\n", rc);
goto end;

}

len = sizeof (value);

rc = funcs->C_Encrypt(sess, data, sizeof(data), value, &len);
if (rc !'= CKR_OK) {

fprintf(stderr, "C_Encrypt failed: 0x%x\n", rc);

goto end;

}

CHECK (value, len, et3);

rc = funcs->C_DestroyObject(sess, keyh);
if (rc != CKR_OK) {
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fprintf(stderr, "C_DestroyObject failed: Ox%x\n", rc);
goto end;
}

printf ("Param Set C\n");

key_template[2] .pValue = o0id4;

key_template[2] .ulValuelLen = sizeof (0id4);

rc = funcs->C_CreateObject(sess,

key_template, sizeof (key_template)/sizeof (CK_ATTRIBUTE), &keyh);
if (rc !'= CKR_O0K) {

fprintf(stderr, "C_CreateObject failed: 0x)x\n", rc);

goto end;

}

rc = funcs->C_EncryptInit(sess, mechanism, keyh);

if (rc !'= CKR_OK) {

fprintf(stderr, "C_EncryptInit failed: Ox¥%x\n", rc);
goto end;

}

len = sizeof(value);

rc = funcs->C_Encrypt(sess, data, sizeof(data), value, &len);
if (rc !'= CKR_OK) {

fprintf(stderr, "C_Encrypt failed: 0x%x\n", rc);

goto end;

}

CHECK (value, len, et4d);

rc = funcs->C_DestroyObject(sess, keyh);

if (rc != CKR_OK) {

fprintf(stderr, "C_DestroyObject failed: Ox%x\n", rc);
goto end;

}

printf ("Param Set D\n");

key_template[2] .pValue = 0id5;

key_template[2] .ulValueLen = sizeof(0id5);

rc = funcs->C_CreateObject(sess,

key_template, sizeof (key_template)/sizeof (CK_ATTRIBUTE), &keyh);
if (rc !'= CKR_OK) {

fprintf (stderr, "C_CreateObject failed: 0x%x\n", rc);

goto end;

}
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rc = funcs->C_EncryptInit(sess, mechanism, keyh);

if (rc !'= CKR_OK) {

fprintf(stderr, "C_EncryptInit failed: Ox¥%x\n", rc);
goto end;

}

len = sizeof(value);

rc = funcs->C_Encrypt(sess, data, sizeof(data), value, &len);
if (rc != CKR_OK) {

fprintf (stderr, "C_Encrypt failed: Ox%x\n", rc);

goto end;

}

CHECK (value, len, eth);

rc = funcs->C_DestroyObject(sess, keyh);

if (rc !'= CKR_OK) {

fprintf (stderr, "C_DestroyObject failed: O0x%x\n", rc);
goto end;

}

printf ("Two Sessions With Get/SetOperationState\n");

printf ("Random Data\n");
rc = funcs->C_GenerateRandom( sess, data2, sizeof(data2) );
if (rc !'= CKR_OK) {
fprintf(stderr, "C_GenerateRandom failed: Ox¥%x\n", rc);
goto end;

}

printf ("Param Set B\n");

key_template[2] .pValue = 0id3;

key_template[2] .ulValueLen = sizeof(0id3);

rc = funcs->C_CreateObject(sess,

key_template, sizeof (key_template)/sizeof (CK_ATTRIBUTE), &keyh);
if (rc !'= CKR_OK) {

fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);

goto end;

}

rc = funcs->C_EncryptInit(sess, mechanism, keyh);
if (rc != CKR_OK) {
fprintf (stderr, "C_EncryptInit failed: Ox%x\n", rc);
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goto end;
¥

len = sizeof(value);

rc = funcs->C_EncryptUpdate(sess, data2, 192, value, &len);
if (rc != CKR_OK) {

fprintf(stderr, "C_EncryptUpdate failed: Ox%x\n", rc);

goto end;

}

// Save session operation state
state_len = 0;
rc = funcs->C_GetOperationState(sess, NULL, &state_len);
state = malloc(state_len);
if (rc !'= CKR_O0K) {
fprintf(stderr, "C_GetOperationState failed: Ox%x\n", rc);
goto end;
}
rc = funcs->C_GetOperationState(sess, state, &state_len);
if (rc !'= CKR_O0K) {
fprintf (stderr, "C_GetOperationState failed: Ox%x\n", rc);
goto end;
}

// Restore saved operation state to other session
rc = funcs->C_SetOperationState(sess2, state, state_len,
keyh, CK_INVALID_HANDLE);
if (rc != CKR_OK) {
fprintf(stderr, "C_SetOperationState failed: Ox%x\n", rc);
goto end;
}

memcpy (value2, value, sizeof(value));

free(state);

state_len = 0;

rc = funcs->C_GetOperationState(sess2, NULL, &state_len);
if (rc !'= CKR_O0K) {

fprintf(stderr, "C_GetOperationState failed: Ox%x\n", rc);
goto end;

}

state = malloc(state_len);

rc = funcs->C_GetOperationState(sess2, state, &state_len);
if (rc !'= CKR_OK) {

fprintf (stderr, "C_GetOperationState failed: Ox)%x\n", rc);

AMC%CCM

oot 108



I'maBa 3. IlporpammvupoBanue 3.3. Ilpumepnbr mporpamMm

goto end;
¥

free(state);

state_len = 0;

rc = funcs->C_GetOperationState(sess, NULL, &state_len);
if (rc '= CKR_OK) {

fprintf (stderr, "C_GetOperationState failed: O0x%x\n", rc);
goto end;

}

state = malloc(state_len);

rc = funcs->C_GetOperationState(sess, state, &state_len);
if (rc !'= CKR_O0K) {

fprintf (stderr, "C_GetOperationState failed: Ox%x\n", rc);
goto end;

}

rc = funcs->C_SetOperationState(sess, state, state_len,
keyh, CK_INVALID_HANDLE);

if (rc !'= CKR_OK) {

fprintf (stderr, "C_SetOperationState failed: Ox)%x\n", rc);
goto end;

}

// Continue operations in first session
len = sizeof(value) - 192;
rc = funcs->C_EncryptUpdate(sess,
data2 + 192, sizeof(data2) - 192, value + 192, &len);
if (rc !'= CKR_O0K) {
fprintf(stderr, "C_EncryptUpdate failed: Ox%x\n", rc);
goto end;
}

// Continue restored operations in second session
len = sizeof(value2) - 192;
rc = funcs->C_EncryptUpdate(sess2,
data2 + 192, sizeof(data2) - 192, value2 + 192, &len);
if (rc !'= CKR_OK) {
fprintf(stderr, "C_EncryptUpdate failed: Ox%x\n", rc);
goto end;
b

// Finalize operations in first session
len = sizeof(value) - sizeof (data2);
rc = funcs->C_EncryptFinal (sess, value + sizeof(data2), &len);
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if (rc !'= CKR_OK) {

fprintf(stderr, "C_EncryptFinal failed: Ox)x\n", rc);
goto end;

}

memcpy (value2, value, sizeof(value));

free(state);

state_len = 0;

rc = funcs->C_GetOperationState(sess2, NULL, &state_len);
if (rc != CKR_OK) {

fprintf (stderr, "C_GetOperationState failed: Ox)%x\n", rc);
goto end;

}

state = malloc(state_len);

rc = funcs->C_GetOperationState(sess2, state, &state_len);
if (rc !'= CKR_OK) {

fprintf (stderr, "C_GetOperationState failed: Ox)%x\n", rc);
goto end;

}

// Finalize operations in second session
len = sizeof(value2) - sizeof(data2);
rc = funcs->C_EncryptFinal (sess2, value2 + sizeof(data2), &len);
if (rc !'= CKR_OK) {
fprintf(stderr, "C_EncryptFinal failed: Ox%x\n", rc);
goto end;
}
// len ==

rc = funcs->C_DecryptInit(sess2, mechanism, keyh);
if (rc != CKR_OK) {

fprintf (stderr, "C_DecryptInit failed: Ox¥%x\n", rc);
goto end;

by

len = sizeof(data2);

rc = funcs->C_Decrypt(sess2, value2, len, value, &len);
if (rc !'= CKR_OK) {

fprintf (stderr, "C_Decrypt failed: O0x%x\n", rc);

goto end;

}

CHECK (value, len, data2);
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rc = funcs->C_DecryptInit(sess2, mechanism, keyh);
if (rc '= CKR_OK) {
fprintf(stderr, "C_DecryptInit failed: Ox¥%x\n", rc);

goto end;
b
len = 192;

rc = funcs->C_DecryptUpdate(sess2, value2, 192, value, &len);
if (rc !'= CKR_O0K) {

fprintf(stderr, "C_DecryptUpdate failed: Ox%x\n", rc);

goto end;

}

len = sizeof(value2)-192;

rc = funcs->C_DecryptUpdate(sess2,

value2+192, sizeof(value2)-192, value+192, &len);

if (rc !'= CKR_OK) {

fprintf(stderr, "C_DecryptUpdate failed: Ox%x\n", rc);

goto end;

}

len = sizeof (value?2);

rc = funcs->C_DecryptFinal (sess2, value+sizeof (value2), &len);
if (rc !'= CKR_O0K) {

fprintf (stderr, "C_DecryptFinal failed: Ox%x\n", rc);

goto end;

}

// len ==
len = sizeof(data2);
CHECK(value, len, data2);

rc = funcs->C_DecryptInit(sess, mechanism, keyh);

if (rc !'= CKR_OK) {

fprintf (stderr, "C_DecryptInit failed: Ox%x\n", rc);

goto end;

}

free(state);

state_len = 0;

rc = funcs->C_GetOperationState(sess, NULL, &state_len);
if (rc != CKR_OK) {

fprintf(stderr, "C_GetOperationState failed: Ox%x\n", rc);
goto end;

}

state = malloc(state_len);

rc = funcs->C_GetOperationState(sess, state, &state_len);
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if (rc '= CKR_OK) {

fprintf (stderr, "C_GetOperationState failed: Ox%x\n", rc);
goto end;

}

rc = funcs->C_DecryptUpdate(sess, value2, 192, value, &len);
if (rc !'= CKR_OK) {

fprintf(stderr, "C_DecryptUpdate failed: Ox%x\n", rc);
goto end;

}

free(state);

state_len = 0;

rc = funcs->C_GetOperationState(sess, NULL, &state_len);
if (rc !'= CKR_O0K) {

fprintf (stderr, "C_GetOperationState failed: Ox%x\n", rc);
goto end;

}

state = malloc(state_len);

rc = funcs->C_GetOperationState(sess, state, &state_len);
if (rc !'= CKR_OK) {

fprintf (stderr, "C_GetOperationState failed: Ox)%x\n", rc);
goto end;

}

rc = funcs->C_DecryptUpdate(sess,

value2+192, sizeof(value2)-192, value+192, &len);

if (rc !'= CKR_OK) {

fprintf(stderr, "C_DecryptUpdate failed: Ox%x\n", rc);
goto end;

}

free(state);

state_len = 0;

rc = funcs->C_GetOperationState(sess, NULL, &state_len);
if (rc '= CKR_OK) {

fprintf (stderr, "C_GetOperationState failed: Ox)%x\n", rc);
goto end;

}

state = malloc(state_len);

rc = funcs->C_GetOperationState(sess, state, &state_len);
if (rc !'= CKR_OK) {

fprintf (stderr, "C_GetOperationState failed: Ox)%x\n", rc);
goto end;

}

rc = funcs->C_DecryptFinal(sess, value+sizeof(value2), &len);
if (rc '= CKR_OK) {

fprintf (stderr, "C_DecryptFinal failed: Ox¥%x\n", rc);
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goto end;
¥

free(state);

// len ==
len = sizeof(data2);
CHECK(value, len, data2);

printf ("SUCCESS\n") ;

rc = CKR_OK;

end:

if (keyh != CK_INVALID_HANDLE) {
funcs->C_DestroyObject(sess, keyh);
}

return rc;

3

3.3.10 Wudposarue B pexume ECB

st mudpoBanus B pexkume mpoctoit 3amersl ECB B crargapre ompeielieH crernuaib-
Bl MexaHm3M CKM_G0S28147_ECB. B mpumepe ckm_gost28147_ecb meMOHCTpHUpyeTCs
ero ucnoJsb3oBanne. 3amernm, uro corinacHo RFC 4357[5], B o6bekTax mapamMeTpoB J0-
MeHa MOTYT ObITh 3aanbl ToJMbKO pesknMbl mudposannss CNT(0), CFB(1) mwim CBC(2).

#include "test_common.h"

CK_RV test_crypto();
CK_RV test_gost28147_ecb(CK_SESSION_HANDLE sess);

int main(int argc, char *argv[]) {
CK_RV rc = CKR_OK;

rc = test_main(argc, argv);

if (rc != CKR_OK) {

fprintf(stderr, "test_main failed: Ox%x\n", rc);
return rc;

}

rc = test_crypto();

if (rc !'= CKR_OK) {

fprintf (stderr, "test_crypto failed: Ox%x\n", rc);
return rc;

}

return CKR_OK;
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CK_RV test_crypto()

{

CK_RV rc, ret;
CK_SESSION_HANDLE hSession;
CK_MECHANISM_INFO minfo;

rc = funcs->C_OpenSession(SlotId,
CKF_RW_SESSION | CKF_SERIAL_SESSION,
NULL_PTR, NULL_PTR, &hSession);

if (rc != CKR_OK) {

fprintf (stderr,

"ERROR call to C_OpenSession failed, rc = Ox%x\n", rc);
goto out;

}

fprintf(stderr, "C_OpenSession success\n");

/%

// log in as normal user

rc = funcs->C_Login(hSession, CKU_USER, user_pin, strlen(user_pin));
if (rc != CKR_OK) {

fprintf (stderr, "ERROR call to C_Login failed, rc = Ox%x\n", rc);
goto out_close;

}

fprintf (stderr, "C_Login success\n");

*/

rc = funcs->C_GetMechanismInfo(SlotId, CKM_GOST28147_ECB, &minfo);
if (rc != CKR_OK) {

fprintf (stderr,

"\n======== Mechanism CKM_GOST28147_ECB not supported ===========\n");
} else {

fprintf (stderr,

"\n CKM_GOST28147_ECB test \n");

rc = test_gost28147_ecb(hSession);
if (rc !'= CKR_OK) {

fprintf (stderr,

"ERROR CKM_GOST28147_ECB failed, rc = 0x%x\n", rc);
} else {

fprintf (stderr, "CKM_GOST28147_ECB test passed.\n");
}

}

if ( (ret = funcs->C_CloseSession(hSession)) != CKR_OK ) {
fprintf (stderr,
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"Error: C_CloseSession failed with Ox%x\n", ret);
rc = ret;

}

else {

fprintf(stderr, "C_CloseSession success\n");

3

out:
return rc;

}

CK_RV test_gost28147_ecb(CK_SESSION_HANDLE sess)

{
int rc = 0;

CK_BYTE value[256];

CK_ULONG len;

CK_OBJECT_HANDLE keyh = CK_INVALID_HANDLE;
CK_MECHANISM mechanism_desc = {CKM_GOST28147_ECB, NULL, O};
CK_MECHANISM_PTR mechanism = &mechanism_desc;

static CK_BBOOL 1ltrue = CK_TRUE;

static CK_BBOOL 1lfalse = CK_FALSE;

static CK_OBJECT_CLASS oclass = CKO_SECRET_KEY;
static CK_KEY_TYPE key_type = CKK_GOST28147;

static CK_BYTE key[] = {
0xc3,0x73,0x0c,0x5¢c,0xbc,0xca,O0xcf,0x91,
0xba,0xc2,0x92,0x67,0x6f,0x21,0xe8,0xbd,
0x4e,0xf7,0x53,0x31,0xd9,0x40,0x5e,0x5f,
Oxla,0x61,0xdc,0x31,0x30,0xa6,0x50,0x11};
// lauube nns mubpoBaHWS B OJIOYHEIX pPeXUMaX IOJIKHE IIOCTYIATh HA BXOI
// mopumsMu, InVHA KOTOPHX KpaTHa pas3Mepy 6moka, T.e. 8-Mu.
static CK_BYTE datal] = {
0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00,
0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00,
};

static CK_BYTE oid1[] = {

0x06, 0x07, 0x2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x00 };
static CK_BYTE eti[] = {
0xf4,0xe5,0x5c,0xf1,0xf0,0xb5,0xd6,0x29,
0xf4,0xe5,0x5¢c,0xf1,0xf0,0xb5,0xd6,0x29 };

static CK_BYTE o0id2[] = {
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0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x01 };

static CK_BYTE et2[] = {

0xd8,0xea,0xd4,0xbd,0xb6,0xb5,0x43,0x26,

0xd8,0xea,0xd4,0xbd,0xb6,0xb5,0x43,0x26 I};

static CK_BYTE o0id3[] = {

0x06, 0x07, 0Ox2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x02 };

static CK_BYTE et3[] = {

0x7b,0x18,0xc6,0x12,0x5d,0xfd,0xe0,0x80,

0x7b,0x18,0xc6,0x12,0x5d,0xfd,0xe0,0x80 I};

static CK_BYTE oid4[] = {

0x06, 0x07, 0x2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x03 };

static CK_BYTE et4[] = {

0x3d,0Oxac,0xa3,0x01,0x9c,0xee,0x92,0x14,

0x3d,0xac,0xa3,0x01,0x9c,0xee,0x92,0x14 };

static CK_BYTE o0id5[] = {

0x06, 0x07, 0x2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x04 };

static CK_BYTE et5[] = {

0x6b,0x63,0x55,0xec,0x8c,0x78,0x62,0x46,

0x6b,0x63,0x55,0xec,0x8c,0x78,0x62,0x46 };

static CK_ATTRIBUTE key_template[] = {

CKA_VALUE, key, sizeof (key)

e T s W e W S o s,

>

CK_BYTE dummy [8];

CK_ULONG dummy_len = O;
CK_BYTE key_to_wrap[] = {
Oxc2, 0x8f, 0xf3, Oxed4, 0x3a,
0x41, 0x10, Oxff, 0x88, 0x3b,
0x51, 0xd9, 0x4d, 0Ox4d, 0xd5,
0x58, 0x95, 0x40, O0xf2, 0xb54,
};

CK_BYTE wrapping_key[] = {

0x28, Oxff, 0x2f, Oxbd, 0x65,
Oxef, Oxa6, Ox4c, Oxdd, 0x91,
0xb5, 0x96, 0xe0, 0x3c, Ox7f,

}

Oxe2,
0x5c,
Ox1f,
0x97,

Ox1le,
0x78,
0x9d,

CKA_CLASS, &oclass, sizeof(oclass) 1},
CKA_KEY_TYPE, &key_type, sizeof (key_type) 1},
CKA_GOST28147PARAMS, oidl, sizeof(oidl) },
CKA_ENCRYPT, &ltrue, sizeof (CK_BBOOL) 1},
CKA_DECRYPT, &ltrue, sizeof (CK_BBOOL) },

0x72,
0x16,
0x67,
0ox4d,

0x31,
Oxd1,
Oxeb,

0xd2,
0x2Db,
0x0a,
0x61,

0x25,
0x89,
0xe9,
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Oxab, 0x9d, Oxba, 0x9a, 0x2b, Oxlc, O0x6f, Ox6c¢c,
}s

CK_BYTE wrapped_key[] = {

Oxb6, 0xa6, O0xf7, 0x09, 0x52, 0x09, Oxea, Oxfd,
0x78, 0Oxa3, 0x4d, Oxbd, 0xOc, Oxbd, 0x35, 0xc2,
0xbf, Oxee, Ox6¢c, 0xf0, 0x17, Oxa2, 0xd8, 0x02,
0x5b, 0x36, 0xf5, 0xb3, 0xd8, 0x0Oa, Oxca, 0x87,
};

CK_ATTRIBUTE wrapping_key_template[] = {
CKA_VALUE, wrapping_key, sizeof (wrapping_key) 7,
CKA_CLASS, &oclass, sizeof(oclass) 1},
CKA_KEY_TYPE, &key_type, sizeof (key_type) },
CKA_GOST28147PARAMS, 0id2, sizeof (0id2) },
CKA_SIGN, &ltrue, sizeof (CK_BBOOL) 1},
CKA_VERIFY, &ltrue, sizeof (CK_BBOOL) },

e T s N N A S,

rc = funcs->C_CreateObject(sess,
wrapping_key_template,

sizeof (wrapping_key_template)/sizeof (CK_ATTRIBUTE),
&keyh) ;

if (rc !'= CKR_OK) {

fprintf(stderr, "C_CreateObject failed: O0x%x\n", rc);
return rc;

}

rc = funcs->C_EncryptInit(sess, mechanism, keyh);

if (rc != CKR_OK) {

fprintf (stderr, "C_EncryptInit failed: Ox%x\n", rc);
return rc;

}

// [Dausbe nna muppoBaHHS B OIIOUHHX PEXMMAX NOJIKHEH IIOCTYNATh HA BXOZ
// mopumsMu, INVHA KOTOPHX KpaTHa pas3Mepy 6ioka, T.e. 8-Mu.

len = sizeof(value);

rc = funcs->C_EncryptUpdate(sess,

key_to_wrap, sizeof(key_to_wrap), value, &len);

if (rc !'= CKR_OK) {

fprintf (stderr, "C_EncryptUpdate failed: 0x%x\n", rc);

return rc;

}

rc = funcs->C_EncryptFinal (sess, dummy, &dummy_len);
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if (rc !'= CKR_OK) {
fprintf(stderr, "C_EncryptFinal failed: Ox)x\n", rc);
return rc;

b

CHECK(value, len, wrapped_key);

rc = funcs->C_DestroyObject(sess, keyh);

if (rc !'= CKR_OK) {

fprintf (stderr, "C_DestroyObject failed: Ox%x\n", rc);
return rc;

}

rc = funcs->C_CreateObject(sess,

key_template, sizeof (key_template)/sizeof (CK_ATTRIBUTE),
&keyh) ;

if (rc !'= CKR_OK) {

fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);
return rc;

}

rc = funcs->C_EncryptInit(sess, mechanism, keyh);

if (rc != CKR_OK) {

fprintf(stderr, "C_EncryptInit failed: Ox¥%x\n", rc);
return rc;

}

// DauHble nnsa mrppoBaHUA B OIOYHBHX PEeXUMaxX IOJIXKHH IIOCTYIATh Ha BXOZ
// mopumsMu, InVHA KOTOPHX KpaTHa pasMepy 6moka, T.e. 8-Mu.

len = sizeof(value);

rc = funcs->C_EncryptUpdate(sess, data, sizeof(data), value, &len);
if (rc !'= CKR_OK) {

fprintf(stderr, "C_EncryptUpdate failed: Ox%x\n", rc);

return rc;

}

rc = funcs->C_EncryptFinal (sess, dummy, &dummy_len) ;

if (rc !'= CKR_OK) {

fprintf(stderr, "C_EncryptFinal failed: Oxx\n", rc);

return rc;

}
CHECK (value, len, etl);

rc = funcs->C_DecryptInit(sess, mechanism, keyh);
if (rc !'= CKR_OK) {
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fprintf(stderr, "C_DecryptInit failed: Ox¥%x\n", rc);
return rc;

}

rc = funcs->C_Decrypt(sess, value, len, value, &len);
if (rc !'= CKR_OK) {

fprintf(stderr, "C_Decrypt failed: Ox%x\n", rc);
return rc;

¥

CHECK (value, len, data);

rc = funcs->C_DestroyObject(sess, keyh);

if (rc !'= CKR_O0K) {

fprintf(stderr, "C_DestroyObject failed: Ox%x\n", rc);
return rc;

}

key_template[2] .pValue = 0id2;

key_template[2] .ulValueLen = sizeof (0id2);

rc = funcs->C_CreateObject(sess,

key_template, sizeof (key_template)/sizeof (CK_ATTRIBUTE),
&keyh) ;

if (rc !'= CKR_OK) {

fprintf(stderr, "C_CreateObject failed: Ox)x\n", rc);
return rc;

b

rc = funcs->C_EncryptInit(sess, mechanism, keyh);

if (rc !'= CKR_OK) {

fprintf (stderr, "C_EncryptInit failed: Ox%x\n", rc);
return rc;

}

len = sizeof (value);

rc = funcs->C_Encrypt(sess, data, sizeof(data), value, &len);
if (rc !'= CKR_OK) {

fprintf(stderr, "C_Encrypt failed: 0x%x\n", rc);

return rc;

}
CHECK (value, len, et2);

rc = funcs->C_DecryptInit(sess, mechanism, keyh);
if (rc !'= CKR_OK) {
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fprintf(stderr, "C_DecryptInit failed: Ox¥%x\n", rc);
return rc;

}

rc = funcs->C_Decrypt(sess, value, len, value, &len);
if (rc !'= CKR_OK) {

fprintf(stderr, "C_Decrypt failed: Ox%x\n", rc);
return rc;

¥

CHECK (value, len, data);

rc = funcs->C_DestroyObject(sess, keyh);

if (rc !'= CKR_O0K) {

fprintf(stderr, "C_DestroyObject failed: Ox%x\n", rc);
return rc;

}

key_template[2] .pValue = 0id3;

key_template[2] .ulValueLen = sizeof (0id3);

rc = funcs->C_CreateObject(sess,

key_template, sizeof (key_template)/sizeof (CK_ATTRIBUTE),
&keyh) ;

if (rc !'= CKR_OK) {

fprintf(stderr, "C_CreateObject failed: Ox)x\n", rc);
return rc;

b

rc = funcs->C_EncryptInit(sess, mechanism, keyh);

if (rc !'= CKR_OK) {

fprintf (stderr, "C_EncryptInit failed: Ox%x\n", rc);
return rc;

}

len = sizeof (value);

rc = funcs->C_Encrypt(sess, data, sizeof(data), value, &len);
if (rc !'= CKR_OK) {

fprintf(stderr, "C_Encrypt failed: 0x%x\n", rc);

return rc;

}
CHECK (value, len, et3);

rc = funcs->C_DecryptInit(sess, mechanism, keyh);
if (rc !'= CKR_OK) {
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fprintf(stderr, "C_DecryptInit failed: Ox¥%x\n", rc);
return rc;

}

rc = funcs->C_Decrypt(sess, value, len, value, &len);
if (rc !'= CKR_OK) {

fprintf(stderr, "C_Decrypt failed: Ox%x\n", rc);
return rc;

¥

CHECK (value, len, data);

rc = funcs->C_DestroyObject(sess, keyh);

if (rc !'= CKR_O0K) {

fprintf(stderr, "C_DestroyObject failed: Ox%x\n", rc);
return rc;

}

key_template[2] .pValue = oid4;

key_template[2] .ulValueLen = sizeof (0id4);

rc = funcs->C_CreateObject(sess,

key_template, sizeof (key_template)/sizeof (CK_LATTRIBUTE), &keyh) ;
if (rc != CKR_OK) {

fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);

return rc;

}

rc = funcs->C_EncryptInit(sess, mechanism, keyh);

if (rc '= CKR_OK) {

fprintf(stderr, "C_EncryptInit failed: Ox¥%x\n", rc);
return rc;

¥

len = sizeof(value);

rc = funcs->C_Encrypt(sess, data, sizeof(data), value, &len);
if (rc !'= CKR_O0K) {

fprintf(stderr, "C_Encrypt failed: 0x%x\n", rc);

return rc;

b
CHECK (value, len, et4d);
rc = funcs->C_DecryptInit(sess, mechanism, keyh);

if (rc !'= CKR_OK) {
fprintf (stderr, "C_DecryptInit failed: Ox%x\n", rc);
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return rc;

b

rc = funcs->C_Decrypt(sess, value, len, value, &len);
if (rc !'= CKR_OK) {

fprintf(stderr, "C_Decrypt failed: Ox%x\n", rc);
return rc;

}

CHECK (value, len, data);

rc = funcs->C_DestroyObject(sess, keyh);

if (rc !'= CKR_OK) {

fprintf(stderr, "C_DestroyObject failed: Ox%x\n", rc);
return rc;

by

key_template[2] .pValue = 0id5;

key_template[2] .ulValuelen = sizeof (0idb);

rc = funcs->C_CreateObject(sess,

key_template, sizeof (key_template)/sizeof (CK_ATTRIBUTE),
&keyh) ;

if (rc != CKR_OK) {

fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);
return rc;

}

rc = funcs->C_EncryptInit(sess, mechanism, keyh);

if (rc '= CKR_OK) {

fprintf(stderr, "C_EncryptInit failed: Ox¥%x\n", rc);
return rc;

¥

len = sizeof(value);

rc = funcs->C_Encrypt(sess, data, sizeof(data), value, &len);
if (rc !'= CKR_O0K) {

fprintf(stderr, "C_Encrypt failed: 0x%x\n", rc);

return rc;

b
CHECK (value, len, eth);
rc = funcs->C_DecryptInit(sess, mechanism, keyh);

if (rc !'= CKR_OK) {
fprintf (stderr, "C_DecryptInit failed: Ox%x\n", rc);
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return rc;

b

rc = funcs->C_Decrypt(sess, value, len, value, &len);
if (rc !'= CKR_OK) {

fprintf(stderr, "C_Decrypt failed: Ox%x\n", rc);
return rc;

}
CHECK (value, len, data);

rc = funcs->C_DestroyObject(sess, keyh);

if (rc !'= CKR_O0K) {

fprintf(stderr, "C_DestroyObject failed: Ox%x\n", rc);
return rc;

}

return rc;

}

3.3.11 Wundposarue B pexxume CBC

B nammom mpumepe eMOHCTPUPYETCST HE TOJIHLKO COOCTBEHHO IMU(POBAHNIE B PEKUME
criertenns 6,10koB CBC, HO n opranm3arinst 3Toro mudpPOoBaHUs C TIOMOIIBI0 00HEKTa Ta-
pamerpos jioMeHa. 3amerum, 9Tto corsiacio RFC 4357(5], B o6bekTax mapaMerpos JJOMEeHa
MoryT 6bTh 3a1anbl pexkumbl mudposanus CNT(0), CFB(1) umu CBC(2).

#include "test_common.h"

CK_RV test_crypto();
CK_RV test_gost28147_cbc (CK_SESSION_HANDLE sess);

int main(int argc, char *argv[]) {
CK_RV rc = CKR_OK;

rc = test_main(argc, argv);

if (rc !'= CKR_OK) {

fprintf(stderr, "test_main failed: Ox%x\n", rc);
return rc;

}

rc = test_crypto(Q);

if (rc !'= CKR_OK) {

fprintf(stderr, "test_crypto failed: Ox%x\n", rc);
return rc;
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}
return CKR_OK;

}

CK_RV test_crypto()

{

CK_RV rc, ret;
CK_SESSION_HANDLE hSession;
CK_MECHANISM_INFO minfo;

rc = funcs->C_OpenSession(SlotId,
CKF_RW_SESSION | CKF_SERIAL_SESSION,
NULL_PTR, NULL_PTR, &hSession);

if (rc !'= CKR_OK) {

fprintf (stderr,

"ERROR call to C_OpenSession failed, rc = Ox%x\n", rc);
goto out;

}

fprintf (stderr, "C_OpenSession success\n");

/*

// log in as normal user

rc = funcs->C_Login(hSession, CKU_USER, user_pin, strlen(user_pin));
if (rc !'= CKR_OK) {

fprintf (stderr, "ERROR call to C_Login failed, rc = Ox%x\n", rc);
goto out_close;

}

fprintf (stderr, "C_Login success\n");

*/

rc = funcs->C_GetMechanismInfo(SlotId, CKM_GOST28147, &minfo);
if (rc !'= CKR_OK) {

fprintf (stderr,

"\n======== Mechanism CKM_GOST28147 not supported ===========\n");

} else {

fprintf (stderr,

"\n CKM_GOST28147 CBC test \n");

rc = test_gost28147_cbc(hSession);

if (rc !'= CKR_OK) {

fprintf (stderr,

"ERROR CKM_GOST28147 CBC failed, rc = O0x¥%x\n", rc);
} else {

fprintf (stderr, "CKM_GOST28147 CBC test passed.\n");
}

}
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if ( (ret = funcs->C_CloseSession(hSession)) != CKR_OK ) {
fprintf (stderr,

"Error: C_CloseSession failed with Ox%x\n", ret);

rc = ret;

}

else {

fprintf (stderr, "C_CloseSession success\n");

¥

out:
return rc;

b

// B LAQHHOM TeCTe IIPOBEPAETCHA He TOJBKO COOCTBEHHO WHbpOBAHUE
// B pexume CBC, HO M OpraHU3alus 3TOTO MUPPOBAHUS C IIOMOUBI
// obbeKkTa mapaMeTpOB LOMEHA.
CK_RV test_gost28147_cbc(CK_SESSION_HANDLE sess)
{
int rc = 0;
CK_BYTE value[256];
CK_ULONG 1len;
CK_OBJECT_HANDLE keyh = CK_INVALID_HANDLE;
CK_MECHANISM mechanism_desc = {CKM_GOST28147, NULL, O};
CK_MECHANISM_PTR mechanism = &mechanism_desc;

static CK_BBOOL ltrue = CK_TRUE;

static CK_BBOOL 1false = CK_FALSE;

static CK_OBJECT_CLASS oclass = CKO_SECRET_KEY;

static CK_OBJECT_CLASS dp_class = CKO_DOMAIN_PARAMETERS;
static CK_KEY_TYPE key_type = CKK_GOST28147;

static CK_BYTE key[] = {
0x30, 0x31, 0x32, 0x33, 0x34, 0x35, 0x36, 0x37,
0x38, 0x39, 0x61, 0x62, 0x63, 0x64, 0x65, 0x66,
0x30, 0x31, 0x32, 0x33, 0x34, 0x35, 0x36, 0x37,
0x38, 0x39, 0x61, 0x62, 0x63, 0x64, 0x65, 0x66,

s

static CK_BYTE iv[] = {
0x90, 0x4B, 0x9C, 0x7A, 0xBB, 0x85, O0xOE, 0x87,

I

// lauube nns mubpoBaHUS B OJIOYHEIX PEXUMAX IOJIKHEL

// TOCTymaTh Ha BXOJ IOPIUAMU, IJIKHA KOTOPHX

// KpaTHa pasMepy 6ioka, T.e. 8-Mu GaiTaM.
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// Nagpuar B LCC He paboTaeT, HOSTOMy €ro OpraHU3aLUsd

// LONXHA IPOW3BOZUTHLCS Ha IPUKIALHOM YPOBHE.
static CK_BYTE datal] = {

0x61, 0x62, 0x63, 0x64, 0x62, 0x63, 0x64, 0x65,
0x63, 0x64, 0x65, 0x66, 0x64, 0x65, 0x66, 0x67,
0x65, 0x66, 0x67, 0x68, 0x66, 0x67, 0x68, 0x69,
0x67, 0x68, 0x69, Ox6a, 0x68, 0x69, Ox6a, 0x6b,
0x69, Ox6a, 0x6b, 0x6c, 0x6a, 0x6b, O0x6c, 0x6d,
0x6b, 0x6c¢c, 0x6d, Ox6e, 0x6c, 0x6d, Ox6e, 0x6f,
0x6d, Ox6e, 0x6f, 0x70, Ox6e, 0x6f, 0x70, 0x71,

0x0a,
// PKCS#5 padding bytes

0x07, 0x07, 0x07, 0x07, 0x07, 0x07, 0xO07,

};

static CK_BYTE etl[] = {

0xC2, O0xE2, O0x9F, 0x15, 0x98, 0x47, 0x87, 0x97,
0x91, 0x85, 0x29, 0x8D, 0x28, 0xBB, 0x37, 0x54,
0xBC, 0x8E, 0x77, 0xC3, 0x82, 0x72, 0x4D, 0x60,
0x0B, 0x09, 0x0C, OxEC, 0x2A, 0x26, 0x95, OxE5,
OxBF, 0x13, 0x01, OxFA, 0x09, 0x51, OxBE, Ox6F,
0x81, 0x73, O0xAB, 0xF3, 0xCB, 0x11, 0x20, O0xBS8,
0x61, Ox5F, 0xA8, 0x5B, 0xFO, 0x75, 0xB3, 0x98,

0x4B,

// encrypted PKCS#5 padding bytes

0x62, 0x89, 0x18, 0xBC, 0x34, OxDE, 0xC8,
s
static CK_ATTRIBUTE key_template[] = {
CKA_CLASS, &oclass, sizeof(oclass) 1},
CKA_KEY_TYPE, &key_type, sizeof (key_type) },
CKA_GOST28147PARAMS, NULL, 0 1},
CKA_VALUE, key, sizeof(key) },
CKA_ENCRYPT, &ltrue, sizeof (CK_BBOOL) 1},
CKA_DECRYPT, &ltrue, sizeof (CK_BBOOL) 1},

e T s N e T o,

const CK_OBJECT_CLASS oc_dp = CKO_DOMAIN_PARAMETERS;

CK_ATTRIBUTE t_find_dp[] = {

{CKA_CLASS, (CK_VOID_PTR)&oc_dp, sizeof(oc_dp)},
{CKA_KEY_TYPE, &key_type, sizeof (key_type)},
{CKA_OBJECT_ID, NULL, 0},

}s
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// ®akTuyecku sTo Habop mapameTpoB A um3 RFC 4357,
// B roTOpOoM pexuM muppoBaHusa u3MeHeH Ha CBC.
CK_BYTE dp_cbc[] =

{

0x30, 0x53,

0x04, 0x40,

// +4 (Tabmuua 3aMeH)

0x93, Oxee, 0xb3, O0xlb, 0x67, 0x47, Oxba, Oxda,
0x3e, 0x6a, 0Ox1d, 0x2f, 0x29, 0x2c, 0x9c, 0x95,
0x88, 0Oxbd, 0x81, 0x70, Oxba, 0x31, 0xd2, Oxac,
0x1f, 0xd3, 0xf0, Ox6e, 0x70, 0x89, 0xOb, 0x08,
Oxab, 0xcO, Oxe7, 0x86, 0x42, 0xf2, 0x45, 0xc2,
Oxe6, 0Ox5b, 0x29, 0x43, Oxfc, Oxa4, 0x34, 0x59,
Oxcb, 0x0f, 0xc8, Oxfl, 0x04, 0x78, 0x7f, 0x37,
Oxdd, 0x15, Oxae, Oxbd, 0x51, 0x96, 0x66, Oxe4,

0x02, 0x01,
// +70 (mode: O-CNT, 1-CFB, 2-CBC)
0x02,

0x02, 0x01, 0x40,

0x30, 0x09,

0x06, 0x07, 0Ox2a, 0x85, 0x03, 0x02, 0x02, 0xOe,

// +84 (key meshing: 0-Null, 1-CryptoPro)

0x01,

s

CK_ULONG uldp_cbc = sizeof(dp_cbc);

// 0ID u Ha3BaHWe He ABIANTCA NpemonpefeneHHiME B LCC
CK_BYTE oid_cbc[] = {

0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x41
s

CK_CHAR *dp_label =
"1d-Gost28147-89-CryptoPro-A-ParamSet-CBC";

CK_ATTRIBUTE t_dp_cbc[] = {

{CKA_CLASS, &dp_class, sizeof(dp_class)},
{CKA_TOKEN, &lfalse, sizeof(lfalse)l},
{CKA_KEY_TYPE, &key_type, sizeof (key_type)},
{CKA_OBJECT_ID, oid_cbc, sizeof(oid_cbc)},
{CKA_VALUE, dp_cbc, uldp_cbc},

{CKA_LABEL, dp_label, strlen(dp_label)+1},

+s

CK_OBJECT_HANDLE hDP_CBC = CK_INVALID_HANDLE;

rc = funcs->C_CreateObject(sess, t_dp_cbc,
sizeof (t_dp_cbc)/sizeof (CK_ATTRIBUTE),
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&hDP_CBC) ;

if (rc !'= CKR_O0K) {

fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);
goto end;

}

// Ecnu 65 006BeKT mapaMeTpoB LOMeHa He OvUI CO3IaH,

// ToO clenyomas olepalus CO3NAHUA Kioda Aug Takoro 0ID
// 3aBepumiack 6B C OWUOKOH.

key_template[2] .pValue = oid_cbc;

key_template[2] .ulValuelen = sizeof(oid_cbc);

rc = funcs->C_CreateObject(sess,

key_template, sizeof (key_template)/sizeof (CK_ATTRIBUTE),
&keyh) ;

if (rc != CKR_OK) {

fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);
goto end;

}

fprintf (stderr, "CBC domain parameters object created\n");

mechanism->pParameter = iv;
mechanism->ulParameterlLen = sizeof(iv);

rc = funcs->C_EncryptInit(sess, mechanism, keyh);

if (rc !'= CKR_OK) {

fprintf(stderr, "C_EncryptInit failed: Ox¥%x\n", rc);
goto end;

}

fprintf(stderr, "Plain text to encrypt:\n");
print_hex(data, sizeof(data));

// Dauube nns mubpoBaHUS B OJIIOYHEIX PEXUMAX IOJIKHEL

// TOCTymaTh Ha BXOJ IOPIUAMU, IJIKHA KOTOPHX

// KpaTHa pasMepy 6ioka, T.e. 8-MU.

len = sizeof (value);

rc = funcs->C_Encrypt(sess, data, sizeof(data), value, &len);
if (rc !'= CKR_OK) {

fprintf(stderr, "C_Encrypt failed: 0x%x\n", rc);

goto end;

}

if (len !'= sizeof(etl)) {

fprintf (stderr, "Invalid ciphertext length: %d\n", len);

rc = -1;
goto end;
¥
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if (memcmp(value, etl, len) != 0) {
fprintf(stderr, "Invalid ciphertext\n");

rc = -2;
goto end;
b

fprintf (stderr, "CBC encryption result OK\n");
print_hex(value, len);

rc = funcs->C_DecryptInit(sess, mechanism, keyh);

if (rc != CKR_OK) {

fprintf (stderr, "C_DecryptInit failed: Ox¥%x\n", rc);
goto end;

}

rc = funcs->C_Decrypt(sess, value, len, value, &len);
if (rc !'= CKR_OK) {

fprintf (stderr, "C_Decrypt failed: Ox%x\n", rc);

goto end;

}

fprintf (stderr, "Decrypted text:\n");
print_hex(value, len);

if (len !'= sizeof(data)) {

fprintf(stderr, "Invalid decrypted text length: %d\n", len);
rc = -3;

goto end;

}

if (memcmp(value, data, len) != 0) {

fprintf(stderr, "Invalid decrypted text\n");

rc = -4;
goto end;
3

fprintf (stderr, "CBC decryption result OK\n");

end:
if (keyh !'= CK_INVALID_HANDLE) {
funcs->C_DestroyObject(sess, keyh);

}

if (hDP_CBC != CK_INVALID_HANDLE) {
funcs->C_DestroyObject (sess, hDP_CBC);
}

return rc;

}
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3.3.12 Wudposanue B pexxume CNT

Mexanusma CKM_GOST28147_CNT B crammapre Her. Pexxum CN'T peasmsyercst cpej-
CTBAMHU CTaHJIApPTa BECbMa 3aMBICJIOBATHIM 00pa30M UYepe3 CIEeIUAJIbHBI 00bEKT mapa-
MeTpPOB JloMeHa Jjisi MexaHu3ma CKM_GOST28147. 3aMerwm, UTO pekuM MmudpoBaHUs
CNT meobxomnMm i TOMJIEP:KKH poccuiickoro mudp-cbioTa s nporokoia TLS. B
npoekte LS11SW wecranmaprabiii Mexanu3m CKM_GOST28147_CNT Tak:ke j06aBJIeH JIJist
ynobcTBa ucnoJsib3oBanusd. B npumepe ckm_gost28147_cnt JeMOHCTPUDPYIOTCS Pa3JIMt-

HbIe cr1ocobOb! udpoBanns B pexkume CNT.

#include "test_common.h"

CK_RV test_crypto();
CK_RV test_gost28147_cnt (CK_SESSION_HANDLE sess);

int main(int argc, char *argv([]) {
CK_RV rc = CKR_OK;

rc = test_main(argc, argv);

if (rc !'= CKR_OK) {

fprintf (stderr, "test_main failed: O0x%x\n", rc);
return rc;

}

rc = test_crypto();

if (rc !'= CKR_O0K) {

fprintf(stderr, "test_crypto failed: O0x%x\n", rc);
return rc;

}

return CKR_OK;

}

CK_RV test_crypto()

{

CK_RV rc, ret;
CK_SESSION_HANDLE hSession;
CK_MECHANISM_INFQO minfo;

rc = funcs->C_OpenSession(SlotId,

CKF_RW_SESSION | CKF_SERIAL_SESSION,

NULL_PTR, NULL_PTR, &hSession);

if (rc !'= CKR_OK) {

fprintf (stderr,

"ERROR call to C_OpenSession failed, rc = Ox%x\n", rc);
goto out;

}
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fprintf (stderr, "C_OpenSession success\n");

/%

// log in as normal user

rc = funcs->C_Login(hSession, CKU_USER, user_pin, strlen(user_pin));
if (rc !'= CKR_OK) {

fprintf (stderr, "ERROR call to C_Login failed, rc = Ox%x\n", rc);
goto out_close;

}

fprintf (stderr, "C_Login success\n");

*/

rc = funcs->C_GetMechanismInfo(SlotId, CKM_GOST28147, &minfo);

if (rc '= CKR_OK) {

fprintf (stderr,

"\n======== Mechanism CKM_GOST28147 not supported ===========\n");

} else {

fprintf (stderr,

"\n CKM_GOST28147 CNT test \n") ;

rc = test_gost28147_cnt(hSession);
if (rc !'= CKR_OK) {

fprintf (stderr,

"ERROR CKM_GOST28147 CNT failed, rc = 0x%x\n", rc);
} else {

fprintf (stderr, "CKM_GOST28147 CNT test passed.\n");
}

}

if( (ret = funcs->C_CloseSession(hSession)) != CKR_OK ) {
fprintf (stderr,

"Error: C_CloseSession failed with Ox%x\n", ret);

rc = ret;

}

else {

fprintf(stderr, "C_CloseSession success\n");

}

out:

return rc;

}

// lluppoBarme B pexume CNT MoxeT OHTBL peann30BaHO ABYMA crocobamu:

// - ¢ moMompo HecTaHZApTHOrO MexaHuaMa CKM_GOST28147_CNT;

// - ¢ uCHmomb30BaHWEM HECTAHAAPTHHX NapaMeTpoB noMeHa (kak B TecTe CBC).
CK_RV test_gost28147_cnt (CK_SESSION_HANDLE sess)

{
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int rc = 0;

CK_ULONG len, state_len, dummy_len;

CK_OBJECT_HANDLE keyh = CK_INVALID_HANDLE;

CK_BYTE *state;

CK_BYTE iv[] = {

0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00,

+s
CK_MECHANISM mechanism_desc = {CKM_GOST28147, iv, sizeof(iv)};
CK_MECHANISM_PTR mechanism = &mechanism_desc;
CK_MECHANISM mechanism_desc_cnt = {CKM_GOST28147_CNT, iv, sizeof(iv)};
CK_MECHANISM_PTR mechanism_cnt = &mechanism_desc_cnt;

static CK_BBOOL ltrue = CK_TRUE;

static CK_BBOOL 1lfalse = CK_FALSE;

static CK_OBJECT_CLASS oclass = CKO_SECRET_KEY;
static CK_KEY_TYPE key_type = CKK_GOST28147;

static CK_BYTE key[] = {
0xc3,0x73,0x0c,0x5¢c,0xbc,0xca,Oxcf,0x91,
0xba,0xc2,0x92,0x67,0x6f,0x21,0xe8,0xbd,
Ox4e,0xf7,0x53,0x31,0xd9,0x40,0x5e,0x5f,
Oxla,0x61,0xdc,0x31,0x30,0xa6,0x50,0x11};
static CK_BYTE datal] = {
0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00,
0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00,
};
CK_BYTE value[32];
CK_BYTE buf [32];

static CK_BYTE oid1[] = {

0x06, 0x07, 0x2a, 0x85, 0x03, 0x02, 0x02, Oxif, 0x00 };
static CK_BYTE oid_cnt1[] = {

0x06, 0x07, 0x2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x40 };
static CK_BYTE et1[] = {

0x75, Oxea, Oxe3, 0x45, 0xb5, 0x12, Oxac, 0x47,

Oxeb, Oxe6, 0x33, 0x04, Oxe0, 0xb9, 0x99, Oxa6 };

static CK_BYTE oid2[] = {
0x06, 0x07, 0x2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x01 };
static CK_BYTE oid_cnt2[]
0x06, 0x07, 0x2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x41 };
static CK_BYTE et2[] = {
0xd4, 0x7d, Oxab, Oxaa, Ox4b, 0x49, 0x3a, 0x8d,
0xd6, Oxeb, 0xb6, 0x17, 0xd6, Oxa4, Oxfd, 0x31 };

I
~
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static CK_BYTE o0id3[] = {

0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Oxif, 0x02 };
static CK_BYTE oid_cnt3[] = {

0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Oxif, 0x42 };
static CK_BYTE et3[] = {

0x22, 0xb3, 0Ox6e, 0x02, 0x7b, 0x03, Oxab, 0x6a,

0xbf, 0x23, 0xf4, Oxbd, 0x63, O0x6e, 0x03, Ox1f };

static CK_BYTE o0id4[] = {

0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Oxif, 0x03 };
static CK_BYTE oid_cnt4[] = {

0x06, 0x07, 0x2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x43 };
static CK_BYTE et4[] = {

Oxf1, 0x26, Oxfc, Ox4d, 0x20, 0xd5, Oxe2, Oxcd,

Oxe8, Oxlc, 0x7e, 0x10, Oxed, 0x27, 0x07, Oxe0 };

static CK_BYTE oid5[] = {

0x06, 0x07, 0x2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x04 };
static CK_BYTE oid_cnt5[] = {

0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x44 };
static CK_BYTE et5[] = {

Oxfd, 0x65, 0x30, Oxa2, Oxe2, 0x93, Oxfe, Oxcl,

Oxfe, 0x71, 0xc5, 0x79, 0x3d, 0x20, 0x66, 0x73 };

static CK_ATTRIBUTE key_template[] = {
CKA_CLASS, &oclass, sizeof(oclass) 1},
CKA_KEY_TYPE, &key_type, sizeof (key_type) 1},
CKA_GOST28147PARAMS, NULL, 0 },

CKA_VALUE, key, sizeof(key) },

CKA_ENCRYPT, &ltrue, sizeof (CK_BBOOL) 1},
CKA_DECRYPT, &ltrue, sizeof (CK_BBOOL) },

e T s e T S,

>

static CK_OBJECT_CLASS dp_class = CKO_DOMAIN_PARAMETERS;
const CK_OBJECT_CLASS oc_dp = CKO_DOMAIN_PARAMETERS;

CK_ATTRIBUTE t_find_dp[] = {

{CKA_CLASS, (CK_VOID_PTR)&oc_dp, sizeof(oc_dp)},
{CKA_KEY_TYPE, &key_type, sizeof(key_type)},
{CKA_OBJECT_ID, NULL, O},

s

// ®akTmyecku >To Habop mapameTpoB A m3 RFC 4357,
// B KOoTOpoM pexuM umbpoBaHus usMeHeH Ha CNT.
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CK_BYTE dp_cnt[] =

{

0x30, 0x53,

0x04, 0x40,

// +4 (Tabmuua 3aMeH)

0x93, Oxee, 0xb3, Oxlb, 0x67, 0x47, Oxba, Oxda,
0x3e, 0x6a, 0Ox1ld, 0x2f, 0x29, 0x2c, 0x9c, 0x95,
0x88, 0Oxbd, 0x81, 0x70, Oxba, 0x31, 0xd2, Oxac,
Ox1f, 0xd3, 0xf0, Ox6e, 0x70, 0x89, 0x0b, 0x08,
Oxab, 0xcO, Oxe7, 0x86, 0x42, 0xf2, 0x45, 0xc2,
Oxe6, 0x5b, 0x29, 0x43, Oxfc, Oxad4, 0x34, 0xb9,
Oxcb, 0x0f, 0xc8, Oxfl, 0x04, 0x78, 0x7f, 0x37,
Oxdd, 0x15, Oxae, Oxbd, 0x51, 0x96, 0x66, Oxe4,

0x02, 0x01,
// +70 (mode: 0-CNT, 1-CFB, 2-CBC)
0x00,

0x02, 0x01, 0x40,

0x30, 0x09,

0x06, 0x07, 0Ox2a, 0x85, 0x03, 0x02, 0x02, 0xOe,

// +84 (key meshing: 0-Null, 1-CryptoPro)

0x01,

};

CK_ULONG uldp_cnt = sizeof(dp_cnt);

// 9Tor 0ID u Ha3BaHWe He HBIANTCH IpemompenenenHsMz B LCC,

// a UCHONb3YWTCH LA OIpelelleHUs NONOJHUTEJbHEHX IIapaMeTpOB LOMEHa.
CK_BYTE oid_cnt[] = {

0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x42};

CK_CHAR *dp_label = "id-Gost28147-89-CryptoPro-A-ParamSet-CNT";

CK_ATTRIBUTE t_dp_cnt[] = {

{CKA_CLASS, &dp_class, sizeof(dp_class)},
{CKA_TOKEN, &lfalse, sizeof(lfalse)},
{CKA_KEY_TYPE, &key_type, sizeof (key_type)},
{CKA_OBJECT_ID, oid_cnt, sizeof(oid_cnt)},
{CKA_VALUE, dp_cnt, uldp_cnt},

{CKA_LABEL, dp_label, strlen(dp_label)+1},
{CKA_COPYABLE, &ltrue, sizeof(ltrue)}

};

CK_BYTE dp_value[4096];
CK_ULONG uldp_value = sizeof (dp_value);

CK_ATTRIBUTE t_dp_value = {
CKA_VALUE, dp_value, sizeof (dp_value)
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};

CK_ATTRIBUTE t_copy_dp_cnt[] = {
{CKA_TOKEN, &lfalse, sizeof(lfalse)l},
{CKA_OBJECT_ID, NULL, 0},

{CKA_VALUE, dp_value, 0},

};

CK_OBJECT_HANDLE hDP_CNT;

CK_ULONG ulCB = 0;

key_template[2] .pValue = oidl;

key_template[2] .ulValueLen = sizeof(oidl);

rc = funcs->C_CreateObject(sess,

key_template, sizeof (key_template)/sizeof (CK_ATTRIBUTE), &keyh);
if (rc != CKR_OK) {

fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);

return rc;

}

rc = funcs->C_EncryptInit(sess, mechanism_cnt, keyh);
if (rc !'= CKR_O0K) {

fprintf (stderr, "C_EncryptInit failed: Ox%x\n", rc);
return rc;

¥

len = sizeof (value);

rc = funcs->C_EncryptUpdate(sess, data, 4, value, &len);
if (rc != CKR_OK) {

fprintf(stderr, "C_EncryptUpdate failed: Ox%x\n", rc);
return rc;

}

// Save partial encryption result

memcpy (buf, value, 4);

state_len = 0;

rc = funcs->C_GetOperationState(sess, NULL, &state_len);
if (rc !'= CKR_OK) {

fprintf (stderr, "C_GetOperationState failed: Ox%x\n", rc);
goto end;

}

state = malloc(state_len);

rc = funcs->C_GetOperationState(sess, state, &state_len);
if (rc !'= CKR_O0K) {

fprintf (stderr, "C_GetOperationState failed: O0x%x\n", rc);
goto end;
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rc = funcs->C_SetOperationState(sess, state, state_len,
keyh, CK_INVALID_HANDLE);

if (rc !'= CKR_OK) {

fprintf (stderr, "C_SetOperationState failed: O0x%x\n", rc);
goto end;

}

rc = funcs->C_EncryptUpdate(sess,

data+4, sizeof(data)-4, value+4, &len);

if (rc !'= CKR_OK) {

fprintf(stderr, "C_EncryptUpdate failed: Ox%x\n", rc);
return rc;

}

rc = funcs->C_EncryptFinal(sess, value+sizeof(data), &dummy_len);
if (rc !'= CKR_OK) {

fprintf(stderr, "C_EncryptFinal failed: Ox%x\n", rc);
return rc;

}

len = sizeof(data);
CHECK (value, len, etl);

rc = funcs->C_DecryptInit(sess, mechanism_cnt, keyh);
if (rc !'= CKR_OK) {

fprintf (stderr, "C_DecryptInit failed: Ox¥%x\n", rc);
return rc;

}

rc = funcs->C_DecryptUpdate(sess, value, 7, value, &len);
if (rc !'= CKR_OK) {

fprintf (stderr, "C_DecryptUpdate failed: Ox%x\n", rc);
return rc;

}

printf("len = %d, Decryption buffer:\n", len);
print_hex(value, sizeof(value));

rc = funcs->C_DecryptUpdate(sess,

value+7, sizeof(data)-7, value+7, &len);

if (rc !'= CKR_OK) {

fprintf(stderr, "C_DecryptUpdate failed: Ox%x\n", rc);
return rc;

}

printf("len = %d, Decryption buffer:\n", len);
print_hex(value, sizeof(value));

rc = funcs->C_DecryptFinal(sess,

AMC%CCM

oot 136



I'maBa 3. IlporpammvupoBanue 3.3. Ilpumepnbr mporpamMm

value+sizeof (data), &dummy_len);

if (rc !'= CKR_O0K) {

fprintf(stderr, "C_DecryptFinal failed: Ox%x\n", rc);
return rc;

}

len = sizeof(data);

printf("len = %d, Decrypted data:\n", len);
print_hex(value, len);

printf ("Decryption buffer:\n");

print_hex(value, sizeof(value));

CHECK (value, len, data);

// Restore partial encryption result

memcpy(value, buf, 4);

rc = funcs->C_SetOperationState(sess, state, state_len,
keyh, CK_INVALID_HANDLE);

if (rc '= CKR_OK) {

fprintf (stderr, "C_SetOperationState failed: 0x%x\n", rc);
goto end;

}

rc = funcs->C_EncryptUpdate(sess,

data+4, sizeof(data)-4, value+4, &len);

if (rc !'= CKR_O0K) {

fprintf(stderr, "C_EncryptUpdate failed: Ox%x\n", rc);
return rc;

}

rc = funcs->C_EncryptFinal(sess,

value+sizeof (data), &dummy_len);

if (rc != CKR_OK) {

fprintf (stderr, "C_EncryptFinal failed: Ox¥%x\n", rc);
return rc;

}

len = sizeof(data);

CHECK (value, len, etl);

rc = funcs->C_DestroyObject(sess, keyh);

if (rc !'= CKR_OK) {

fprintf (stderr, "C_DestroyObject error, code 0x%X\n", rc);
return rc;

}

key_template[2] .pValue = 0id2;

key_template[2] .ulValuelLen = sizeof (0id2);

rc = funcs->C_CreateObject(sess,
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key_template, sizeof (key_template)/sizeof (CK_ATTRIBUTE), &keyh);
if (rc !'= CKR_O0K) {

fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);

return rc;

}

rc = funcs->C_EncryptInit(sess, mechanism_cnt, keyh);

if (rc == CKR_FUNCTION_NOT_SUPPORTED) {

fprintf (stderr,

"Non-standard parameter set 0ID not supported for CKM_GOST28147\n");
} else {

len = sizeof(value);

rc = funcs->C_Encrypt(sess, data, sizeof(data), value, &len);

if (rc !'= CKR_OK) {

fprintf(stderr, "C_Encrypt failed: 0x%x\n", rc);

return rc;

}
CHECK (value, len, et2);

rc = funcs->C_DecryptInit(sess, mechanism_cnt, keyh);
if (rc !'= CKR_OK) {

fprintf (stderr, "C_DecryptInit failed: Ox¥%x\n", rc);
return rc;

}

rc = funcs->C_Decrypt(sess, value, len, value, &len);
if (rc != CKR_OK) {

fprintf(stderr, "C_Decrypt failed: Ox%x\n", rc);
return rc;

¥

CHECK (value, len, data);

}

rc = funcs->C_DestroyObject(sess, keyh);

if (rc !'= CKR_OK) {

fprintf (stderr, "C_DestroyObject error, code 0x%X\n", rc);
return rc;

3

// Tellepb TO Xe caMoe, HO C HCIOJNb30OBAHUEM CECCHOHHOTO O6BEKTa
// mapaMeTpoB ZoMeHa C HecTaHZapTHHM 0ID.
dp_cnt[70] = 0x00; // CNT mode
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rc = funcs->C_CreateObject(sess,

t_dp_cnt, sizeof(t_dp_cnt)/sizeof (CK_ATTRIBUTE),
&hDP_CNT) ;

if (rc !'= CKR_O0K) {

fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);
return rc;

}

key_template[2] .pValue = oid_cnt;

key_template[2] .ulValuelLen = sizeof (oid_cnt);

rc = funcs->C_CreateObject(sess,

key_template, sizeof (key_template)/sizeof (CK_ATTRIBUTE), &keyh);
if (rc !'= CKR_OK) {

fprintf(stderr, "C_CreateObject failed: O0x%x\n", rc);

return rc;

}

rc = funcs->C_EncryptInit(sess, mechanism, keyh);

if (rc == CKR_FUNCTION_NOT_SUPPORTED) {

fprintf (stderr,

"Non-standard parameter set 0ID not supported for CKM_GOST28147\n");
} else {

len = sizeof (value);

rc = funcs->C_Encrypt(sess, data, sizeof(data), value, &len);

if (rc !'= CKR_OK) {

fprintf(stderr, "C_Encrypt failed: Ox%x\n", rc);

return rc;

}
CHECK (value, len, et2);

rc = funcs->C_DecryptInit(sess, mechanism, keyh);

if (rc !'= CKR_OK) {

fprintf (stderr, "C_DecryptInit failed: Ox¥%x\n", rc);
return rc;

}

rc = funcs->C_Decrypt(sess, value, len, value, &len);
if (rc != CKR_OK) {

fprintf(stderr, "C_Decrypt failed: Ox%x\n", rc);
return rc;

¥

CHECK (value, len, data);
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}

rc = funcs->C_DestroyObject(sess, keyh);

if (rc !'= CKR_OK) {

fprintf (stderr, "C_DestroyObject error, code 0x%X\n", rc);
return rc;

3

key_template[2] .pValue = 0id3;

key_template[2] .ulValuelLen = sizeof (0id3);

rc = funcs->C_CreateObject(sess,

key_template, sizeof (key_template)/sizeof (CK_ATTRIBUTE), &keyh);
if (rc !'= CKR_OK) {

fprintf(stderr, "C_CreateObject failed: O0x%x\n", rc);

return rc;

}

rc = funcs->C_EncryptInit(sess, mechanism_cnt, keyh);
if (rc != CKR_OK) {

fprintf (stderr, "C_EncryptInit failed: Ox%x\n", rc);
return rc;

¥

len = sizeof(value);

rc = funcs->C_Encrypt(sess, data, sizeof(data), value, &len);
if (rc !'= CKR_O0K) {

fprintf(stderr, "C_Encrypt failed: Ox%x\n", rc);

return rc;

}
CHECK (value, len, et3);

rc = funcs->C_DecryptInit(sess, mechanism_cnt, keyh);
if (rc != CKR_OK) {

fprintf(stderr, "C_DecryptInit failed: Ox¥%x\n", rc);
return rc;

}

rc = funcs->C_Decrypt(sess, value, len, value, &len);
if (rc !'= CKR_OK) {

fprintf (stderr, "C_Decrypt failed: Ox%x\n", rc);
return rc;

}
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CHECK (value, len, data);

rc = funcs->C_DestroyObject(sess, keyh);

if (rc !'= CKR_OK) {

fprintf (stderr, "C_DestroyObject error, code 0x%X\n", rc);
return rc;

3

key_template[2] .pValue = o0id4;

key_template[2] .ulValuelLen = sizeof (0id4);

rc = funcs->C_CreateObject(sess,

key_template, sizeof (key_template)/sizeof (CK_ATTRIBUTE), &keyh);
if (rc !'= CKR_OK) {

fprintf(stderr, "C_CreateObject failed: O0x%x\n", rc);

return rc;

}

rc = funcs->C_EncryptInit(sess, mechanism_cnt, keyh);
if (rc != CKR_OK) {

fprintf (stderr, "C_EncryptInit failed: Ox%x\n", rc);
return rc;

¥

len = sizeof(value);

rc = funcs->C_Encrypt(sess, data, sizeof(data), value, &len);
if (rc !'= CKR_O0K) {

fprintf(stderr, "C_Encrypt failed: Ox%x\n", rc);

return rc;

}
CHECK (value, len, et4d);

rc = funcs->C_DecryptInit(sess, mechanism_cnt, keyh);
if (rc != CKR_OK) {

fprintf(stderr, "C_DecryptInit failed: Ox¥%x\n", rc);
return rc;

}

rc = funcs->C_Decrypt(sess, value, len, value, &len);
if (rc !'= CKR_OK) {

fprintf (stderr, "C_Decrypt failed: Ox%x\n", rc);
return rc;

}
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CHECK (value, len, data);

rc = funcs->C_DestroyObject(sess, keyh);

if (rc !'= CKR_OK) {

fprintf (stderr, "C_DestroyObject error, code 0x%X\n", rc);
return rc;

3

key_template[2] .pValue = 0id5;

key_template[2] .ulValuelLen = sizeof (0id5);

rc = funcs->C_CreateObject(sess,

key_template, sizeof (key_template)/sizeof (CK_ATTRIBUTE), &keyh);
if (rc !'= CKR_OK) {

fprintf(stderr, "C_CreateObject failed: O0x%x\n", rc);

return rc;

}

rc = funcs->C_EncryptInit(sess, mechanism_cnt, keyh);
if (rc != CKR_OK) {

fprintf (stderr, "C_EncryptInit failed: Ox%x\n", rc);
return rc;

¥

len = sizeof(value);

rc = funcs->C_Encrypt(sess, data, sizeof(data), value, &len);
if (rc !'= CKR_O0K) {

fprintf(stderr, "C_Encrypt failed: Ox%x\n", rc);

return rc;

}
CHECK (value, len, eth);

rc = funcs->C_DecryptInit(sess, mechanism_cnt, keyh);
if (rc != CKR_OK) {

fprintf(stderr, "C_DecryptInit failed: Ox¥%x\n", rc);
return rc;

}

rc = funcs->C_Decrypt(sess, value, len, value, &len);
if (rc !'= CKR_OK) {

fprintf (stderr, "C_Decrypt failed: Ox%x\n", rc);
return rc;

}
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CHECK (value, len, data);

rc = funcs->C_DestroyObject(sess, keyh);

if (rc !'= CKR_OK) {

fprintf (stderr, "C_DestroyObject error, code 0x%X\n", rc);
return rc;

3

end:
return rc;

}

3.3.13 leHepauuns uMnToBCTaBKN

B namnom npumepe UMUTOBCTaBKa MeHEPUPYETCs PA3IMYHBIMU CIIOCOOAMU U C Pa3JINY-
HBIMHU ITapaMeTpaMi ¢ NOMOIIbI0 MexaHn3Ma CKM_GOST28147 _MAC.

T'emeparnust *MHUTOBCTaBKH - 9TO KOHTEKCTHAs OIEPAIUA B CECCHH, TIO3TOMY €€ IIpOMe-
JKYTOYIHOE COCTOSIHIE MOXKET ObITh COXPAHEHO UM BOCCTAHOBJIEHO (DYHKIUSIMU
C_GetOperationState, C_SetOperationState. /lannas BO3MOXKHOCTb BeCbMa IOJIE3HA
JUTst TIOJLIePXKKU 1IpoToKosta pykonoxkarust (handshake) 8 SSL/TLS.

3aMeTnM, UTO KJIIOY, UCIIOJIb3yeMblil B KOHTEKCTE TeHepallii UMUTOBCTABKH, PACCMAT-
puUBaeTCs, KaK KJIIOY ay TeHTU(PUKAIINY, & He KaK KJII04 MU POBAHNS, U II03TOMY 33JaeTCs
B nocsieineM napamerpe yukiun C_SetOperationState

Pazmep cocTosiHusa KOHTEKCTA TeHEpAIM UMUTOBCTABKHU 3aBUCUT OT PEaJIU3alluu U B
pPa3HBIX BepCUAX OHOJMOTEKN MOYKET OKa3aThCHd PAa3IUYHBIM, TIO9TOMY HE CJIEJyeT HaJle-
SThCS Ha (DUKCUPOBAHHBIN pa3mep Oydepa npu cOXpaHEeHUU ITOTO COCTOSIHUSI C TIOMOIIIBIO
dyukmuu C_ GetOperationState.

#include "test_common.h"

CK_RV test_crypto();
CK_RV test_gost28147_mac (CK_SESSION_HANDLE sess);

int main(int argc, char *argv[]) {
CK_RV rc = CKR_OK;

rc = test_main(argc, argv);

if (rc !'= CKR_OK) {

fprintf(stderr, "test_main failed: Ox%x\n", rc);
return rc;

}

rc = test_crypto(Q);

if (rc !'= CKR_OK) {

fprintf(stderr, "test_crypto failed: Ox%x\n", rc);
return rc;
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}
return CKR_OK;
}

CK_RV test_crypto()

{

CK_RV rc, ret;
CK_SESSION_HANDLE hSession;
CK_MECHANISM_INFO minfo;

rc = funcs->C_OpenSession(SlotId,
CKF_RW_SESSION | CKF_SERIAL_SESSION,
NULL_PTR, NULL_PTR, &hSession);

if (rc !'= CKR_OK) {

fprintf (stderr,

"ERROR call to C_OpenSession failed, rc = Ox%x\n", rc);
goto out;

}

fprintf (stderr, "C_OpenSession success\n");

/*

// log in as normal user

rc = funcs->C_Login(hSession, CKU_USER, user_pin, strlen(user_pin));
if (rc !'= CKR_OK) {

fprintf (stderr, "ERROR call to C_Login failed, rc = Ox%x\n", rc);
goto out_close;

}

fprintf (stderr, "C_Login success\n");

*/

rc = funcs->C_GetMechanismInfo(SlotId, CKM_GOST28147_MAC, &minfo);
if (rc !'= CKR_OK) {

fprintf (stderr,

"\n======== Mechanism CKM_GOST28147_MAC not supported ===========\n");
} else {

fprintf (stderr,

"\n=========== CKM_GOST28147_MAC test ========= \n");

rc = test_gost28147_mac(hSession);

if (rc != CKR_OK) {

fprintf (stderr,

"ERROR CKM_GOST28147_MAC failed, rc = Ox%x\n", rc);
} else {

fprintf (stderr, "CKM_GOST28147_MAC test passed.\n");
}

}
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if ( (ret = funcs->C_CloseSession(hSession)) !'= CKR_OK ) {
fprintf(stderr, "Error: C_CloseSession failed with Oxx\n", ret);

rc = ret;
}
else {

fprintf(stderr, "C_CloseSession success\n");

}

out:
return rc;

}

CK_RV test_gost28147_mac (CK_SESSION_HANDLE sess)
{

CK_RV rc = CKR_OK;

CK_BYTE value[128];

CK_ULONG 1len;

CK_OBJECT_HANDLE keyh = CK_INVALID_HANDLE;

CK_MECHANISM mechanism_desc = {CKM_GOST28147_MAC, NULL, O};

CK_MECHANISM_PTR mechanism = &mechanism_desc;

static CK_OBJECT_CLASS oclass = CKO_SECRET_KEY;
static CK_KEY_TYPE key_type = CKK_GOST28147;
static CK_BBOOL ltrue = CK_TRUE;

static CK_BBOOL 1lfalse = CK_FALSE;

static CK_BYTE key[] = {
0xB2,0x4C,0x23,0x32,0xE5,0x97,0xAD,0x26,
0x39,0xB9,0x1A,0xD4,0xDF,0x4E, 0x40,0x61,
0xAA,0x38,0xDD,0xFE, 0x32,0xE9,0xD3,0xED,
0x4A,0xC6,0xEE, 0x08,0x57,0x5A,0x6A,0xAB
};

static CK_BYTE datal64];

static CK_BYTE key2[] = {
0xc3,0x73,0x0c,0x5¢c,0xbc,0xca,Oxcf,0x91,
0xba,0xc2,0x92,0x67,0x6f,0x21,0xe8,0xbd,
Ox4e,0xf7,0x53,0x31,0xd9,0x40,0xbe,0x5f,
0Oxla,0x61,0xdc,0x31,0x30,0xa6,0x50,0x11
};

static CK_BYTE data2[2697];

// CryptoPro gost28147 B Param Set
static CK_BYTE oid1[] = {

0x06, 0x07, 0Ox2a, 0x85, 0x03, 0x02, 0x02, Oxl1lf, 0x02
};
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static CK_BYTE et1[] = { 0xf6, 0x6a, 0x39, Oxde };
static CK_ATTRIBUTE key_template[] = {

CKA_VALUE, key, sizeof(key) 1},

CKA_CLASS, &oclass, sizeof(oclass) 1},
CKA_KEY_TYPE, &key_type, sizeof (key_type) },
CKA_GOST28147PARAMS, o0idl, sizeof(oidl) },
CKA_SIGN, &ltrue, sizeof (CK_BBOOL) 1},
CKA_VERIFY, &ltrue, sizeof (CK_BBOOL) },

e T s N e Y ST S e,

>

static CK_BYTE ivec[8] = {0};

// S-Terra CSP plug-in test data
static CK_BYTE data5[] = {
0x30, 0x31, 0x32, 0x33, 0x34, 0x35, 0x36, 0x37,
0x38, 0x39, 0x61, 0x62, 0x63, 0x64, 0x65, 0x66,
0x30, 0x31, 0x32, 0x33, 0x34, 0x35, 0x36, 0x37,
0x38, 0x39, 0x61, 0x62, 0x63, 0x64, 0x65
s
static CK_BYTE key5[] = {
0x30, 0x31, 0x32, 0x33, 0x34, 0x35, 0x36, 0x37,
0x38, 0x39, 0x61, 0x62, 0x63, 0x64, 0x65, 0x66,
0x30, 0x31, 0x32, 0x33, 0x34, 0x35, 0x36, 0x37,
0x38, 0x39, 0x61, 0x62, 0x63, 0x64, 0x65, 0x66
s
// CryptoPro gost28147 A Param Set (default)
static CK_BYTE oid5[] = {
0x06, 0x07, O0x2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0xO01
s
static CK_BYTE ivecb5[] = {
0x30, 0x31, 0x32, 0x33, 0x34, 0x35, 0x36, 0x37
s
static CK_ATTRIBUTE key_template5[] = {
CKA_VALUE, key5, sizeof (key5) 1},
CKA_CLASS, &oclass, sizeof(oclass) 1},
CKA_KEY_TYPE, &key_type, sizeof (key_type) 1},
CKA_GOST28147PARAMS, o0id5, sizeof (0id5) 1},
CKA_SIGN, &ltrue, sizeof (CK_BBOOL) 1},
CKA_VERIFY, &ltrue, sizeof (CK_BBOOL) },

Bl N e

b

static CK_BYTE etb[] = {

// 0x77, 0xb9, 0x86, Oxba // with zero iv
0xa3, Oxcd, 0x56, 0x64

}s
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static CK_BYTE data_short[] = {

0x12, 0x00, Oxae, Ox6d, Oxcb, 0x87, 0xb0O, 0x3f,
};

static CK_BYTE et_short[] =
static CK_BYTE et_short_4[]
CK_BYTE *state = NULL;
CK_ULONG state_len = 0;

{ Oxab, 0x66, 0x40, 0x04 };
= { 0xd2, Oxbc, 0xfb, Oxe7 };

CK_BYTE key_to_wrap[] = {

0x58, Ox4c, 0x3f, Oxce, 0x56, 0xb3, 0x96, 0xdO,
0x8c, Oxf1, Oxbf, 0x60, Oxfc, 0x84, Oxaf, 0x6d,
Oxbf, Oxle, Ox6c, 0x6d, Oxa7, 0x9a, 0xd7, Ox4f,
Oxca, 0x0Oe, 0Oxb5c, 0x9d, 0x3d, Oxb2, Oxa2, 0xDb9,
};

CK_BYTE wrapping_iv[] = {
0x56, Oxfa, 0x7d, 0x54, 0xb2, 0x90, O0x2c, 0x41,
}s

CK_BYTE wrapping_key[] = {

0x3c, 0x34, 0x7c, Oxe7, 0xd5, 0x60, 0x83, 0x3a,
Oxb4, 0x8f, 0xd5, 0xb0, Oxec, 0x6d, 0xd7, 0x29,
0x63, 0x9f, 0x64, 0x95, 0xb5, Oxdb, 0x3e, 0x12,
0x9e, 0x77, 0x0f, Oxe3, 0x40, Oxce, Oxcd, 0x3a,
};

CK_BYTE wrapped_key[] = {

Oxdb, 0x46, 0x42, Ox7a, 0x12, 0x77, Oxd6, Oxdd,
0x8a, 0xd6, 0x35, 0x2f, 0x46, 0x98, 0x09, 0x9b,
0x60, 0xb3, 0x40, 0x58, 0x2b, Oxce, Oxla, 0x99,
0x72, Oxda, Ox6c, Oxa2, Ox4c, 0xf0, Oxcl, 0xc7,
};

CK_BYTE wrapped_mac[] = {
0x36, 0xb3, 0x73, 0x20,
s

CK_ATTRIBUTE wrapping_key_template[] = {
CKA_VALUE, wrapping_key, sizeof (wrapping_key) I,
CKA_CLASS, &oclass, sizeof(oclass) 1},
CKA_KEY_TYPE, &key_type, sizeof (key_type) },
CKA_GOST28147PARAMS, o0id5, sizeof (0id5) },
CKA_SIGN, &ltrue, sizeof (CK_BBOOL) I,
CKA_VERIFY, &ltrue, sizeof (CK_BBOOL) },
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};
CK_CHAR str[4096];

keyh = CK_INVALID_HANDLE;
print_bytes(key, sizeof (key), str);
fprintf (stderr, "key:\n%s\n", str);

rc = funcs->C_CreateObject(sess,

key_template, sizeof (key_template)/sizeof (CK_ATTRIBUTE),
&keyh) ;

if (rc != CKR_OK) {

fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);
goto end;

}

rc = funcs->C_SignInit(sess, mechanism, keyh);

if (rc !'= CKR_OK) {

fprintf(stderr, "C_SignInit failed: Ox¥%x\n", rc);
goto end;

3

len = sizeof(value);

memset (data, 0xd4, sizeof(data));
print_bytes(data, sizeof(data), str);

fprintf (stderr, "data:\n%s\n", str);

rc = funcs->C_Sign(sess, data, sizeof(data), value, &len);
if (rc !'= CKR_OK) {

fprintf(stderr, "C_Sign failed: Ox%x\n", rc);
goto end;

}

print_bytes(etl, sizeof(etl), str);

fprintf (stderr, "etl MAC:\n%s\n", str);
print_bytes(value, len, str);

fprintf(stderr, "value MAC:\nis\n", str);

CHECK (value, len, etl);

rc = funcs->C_DestroyObject(sess, keyh);

if (rc != CKR_OK) {

fprintf(stderr, "C_DestroyObject failed: Ox%x\n", rc);
goto end;

}

keyh = CK_INVALID_HANDLE;
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rc = funcs->C_CreateObject(sess,

key_templateb, sizeof (key_templateb)/sizeof (CK_ATTRIBUTE),
&keyh) ;

if (rc !'= CKR_OK) {

fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);

goto end;

}

mechanism->pParameter = ivecb;
mechanism->ulParameterlLen = sizeof (ivech);

rc = funcs->C_SignInit(sess, mechanism, keyh);

if (rc !'= CKR_OK) {

fprintf(stderr, "C_SignInit failed: Ox¥%x\n", rc);
goto end;

}

len = sizeof(value);

rc = funcs->C_Sign(sess, datab, sizeof(data5), value, &len);
if (rc != CKR_OK) {

fprintf(stderr, "C_Sign failed: Ox)x\n", rc);

goto end;

}

CHECK (value, len, eth);

len = sizeof(value);

rc = funcs->C_SignInit(sess, mechanism, keyh);

if (rc !'= CKR_OK) {

fprintf (stderr, "C_SignInit failed: Ox¥%x\n", rc);
goto end;

}

rc = funcs->C_SignUpdate(sess, datab, 5);

if (rc !'= CKR_O0K) {

fprintf (stderr, "C_SignUpdate failed: Ox%x\n", rc);
goto end;

}

rc = funcs->C_GetOperationState(sess, NULL, &state_len);
if (rc !'= CKR_OK) {

fprintf (stderr, "C_GetOperationState failed: Ox)%x\n", rc);
goto end;

¥
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state = (CK_BYTE *)malloc(state_len);

rc = funcs->C_GetOperationState(sess, state, &state_len);
if (rc !'= CKR_OK) {

fprintf (stderr, "C_GetOperationState failed: Ox%x\n", rc);
goto end;

}

rc = funcs->C_SetOperationState(sess, state, state_len,
CK_INVALID_HANDLE, keyh);

if (rc !'= CKR_O0K) {

fprintf (stderr, "C_SetOperationState failed: O0x%x\n", rc);
goto end;

}

rc = funcs->C_SignUpdate(sess, datab+5, sizeof(datab)-5);
if (rc !'= CKR_O0K) {

fprintf (stderr, "C_SignUpdate failed: Ox%x\n", rc);

goto end;

}

rc = funcs->C_SignFinal(sess, value, &len);

if (rc != CKR_OK) {

fprintf(stderr, "C_SignFinal failed: Ox%x\n", rc);
goto end;

}

CHECK (value, len, eth);

rc = funcs->C_SetOperationState(sess, state, state_len,
CK_INVALID_HANDLE, keyh);

if (rc !'= CKR_OK) {

fprintf (stderr, "C_SetOperationState failed: Ox)%x\n", rc);
goto end;

}

rc = funcs->C_SignUpdate(sess, datab+5, sizeof(datab)-5);
if (rc !'= CKR_OK) {

fprintf(stderr, "C_SignUpdate failed: Ox%x\n", rc);

goto end;

}

rc = funcs->C_SignFinal(sess, value, &len);

if (rc !'= CKR_O0K) {

fprintf(stderr, "C_SignFinal failed: O0x%x\n", rc);
goto end;
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CHECK (value, len, eth);

free(state);
state = NULL;

mechanism->pParameter = NULL;
mechanism->ulParameterlLen = O;

rc = funcs->C_SignInit(sess, mechanism, keyh);

if (rc '= CKR_OK) {

fprintf(stderr, "C_SignInit failed: Ox¥%x\n", rc);
goto end;

}

len = sizeof(value);

rc = funcs->C_Sign(sess,

data_short, sizeof(data_short), value, &len);
if (rc !'= CKR_O0K) {

fprintf (stderr, "C_Sign failed: Ox%x\n", rc);
goto end;

}

CHECK (value, len, et_short);

rc = funcs->C_SignInit(sess, mechanism, keyh);

if (rc '= CKR_OK) {

fprintf(stderr, "C_SignInit failed: Ox¥%x\n", rc);
goto end;

3

len = sizeof(value);

rc = funcs->C_Sign(sess,

data_short, sizeof(data_short)-4, value, &len);
if (rc !'= CKR_OK) {

fprintf(stderr, "C_Sign failed: Ox)x\n", rc);
goto end;

}

CHECK (value, len, et_short_4);

end:
if (keyh != CK_INVALID_HANDLE) {
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funcs->C_DestroyObject(sess, keyh);
}

return rc;

}

3.3.14 PKCS#8 n BblBOA OTKPbLITOro Kjto4a Nno 3aKpbITOMY

Hexkoropsie nonosiaurenbubie Mexanu3Mmbl LS11SW we ornpesiesienst B ctanmapre PKCS#11,
a J106aBJIEHBbI, UCXOJsI U3 MOTPEOHOCTEH peeHnsl HEKOTOPBIX MPaKTUIeCKUX 3aad. B
JIAHHOM IIPUMEPE 3aKPBITHIA K049 MudpyeTcs Ha IMapojie U YIaKOBLIBAETCS B CTPYKTY-
py PKCS#8 ¢ moMotpio J0moJTHUTETEHOTO MEXaHU3Ma,
CKM_G0ST28147 _PKCS8_KEY_WRAP. 3a0/HO JE€MOHCTPUPYETCS BO3MOYKHOCTH BBIBOJA OT-
KPBITOI'O KJIIOUA [0 3aKPBITOMY JIPYTUM JIOTOJHUATEBHBIM MEXAHU3MOM -
CKM_GOSTR3410_PUBLIC_KEY_DERIVE. 3amerum, urto B crangapre PKCS#11 orcyrcTBy-
€T BO3MOXKHOCTBH IOJIyYUTh OTKPBITHINA KJII0Y 10 3aKpbhITOMY, X0Tsd B ajropurme ['OCT
P34.10-2001 mmeHHO TaK W CO3IAETCS KIIIOUEBasl mapa. B HEKOTOPBIX MPUKJIAIHBIX 3414~
9axX BBIBOJ, OTKPBITOTO KJIIOYa II0 3aKPBLITOMY BCE YK€ IPUXOIUTCS eIaTh, IIOTOMY 9TO
BO BXO/IHBIX JaHHBIX IIPUCYTCTBYET TOJIBKO SaKprTbIIU/I KJIFOY.

#include "test_common.h"

CK_RV test_crypto();
CK_RV test_gost28147_pkcs8_key_wrap(CK_SESSION_HANDLE sess);

int main(int argc, char *argv[]) {
CK_RV rc = CKR_OK;

rc = test_main(argc, argv);

if (rc !'= CKR_OK) {

fprintf (stderr, "test_main failed: Ox%x\n", rc);
return rc;

}

rc = test_cryptoQ);

if (rc !'= CKR_OK) {

fprintf(stderr, "test_crypto failed: Ox%x\n", rc);
return rc;

}

return CKR_OK;

}

CK_RV test_crypto()
{
CK_RV rc;
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CK_SESSION_HANDLE hSession;
CK_MECHANISM_INFO minfo;

printf(
"CKM_GOST28147_PKCS8_KEY_WRAP and CKM_GOSTR3410_PUBLIC_KEY_DERIVE test\n");

rc = funcs->C_GetMechanismInfo(SlotId,
CKM_GOSTR3410_KEY_PAIR_GEN, &minfo);

if (rc !'= CKR_OK) {

fprintf (stderr,

"Mechanism CKM_GOSTR3410_KEY_PAIR_GEN not supported\n");
return rc;

3

rc = funcs->C_GetMechanismInfo(SlotId,

CKM_GOST28147 _PKCS8_KEY_WRAP, &minfo);

if (rc !'= CKR_OK) {

fprintf (stderr,

"Mechanism CKM_GOST28147_PKCS8_KEY_WRAP not supported\n");
return rc;

3

rc = funcs->C_GetMechanismInfo(SlotId,
CKM_GOSTR3410_PUBLIC_KEY_DERIVE, &minfo);

if (rc !'= CKR_OK) {

fprintf (stderr,

"Mechanism CKM_GOSTR3410_PUBLIC_KEY_DERIVE not supported\n");
return rc;

}

rc = funcs->C_0OpenSession(SlotId,
CKF_RW_SESSION | CKF_SERIAL_SESSION,
NULL_PTR, NULL_PTR, &hSession);
if (rc !'= CKR_O0K) {
fprintf (stderr,
"ERROR call to C_OpenSession failed, rc = Ox¥)x\n", rc);
goto out;
}
/%
rc = funcs->C_Login(hSession, CKU_USER, user_pin, strlen(user_pin));
if (rc !'= CKR_OK) {
fprintf(stderr, "ERROR call to C_Login failed, rc = Ox%x\n", rc);
goto out_close;
}
*/
rc = test_gost28147_pkcs8_key_wrap(hSession);
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if (rc !'= CKR_O0K) {
fprintf (stderr,
"CKM_GOST28147_PKCS8_KEY_WRAP and CKM_GOSTR3410_PUBLIC_KEY_DERIVE test failed, rc = Ox%x\r
rc);
} else {
printf (
"CKM_GOST28147_PKCS8_KEY_WRAP and CKM_GOSTR3410_PUBLIC_KEY_DERIVE test SUCCESS\n");
}

funcs->C_CloseSession(hSession);
out:
return rc;

CK_RV test_gost28147_pkcs8_key_wrap(CK_SESSION_HANDLE sess)
{
int rc = 0;
char str[4096];
CK_BYTE value[1024];
CK_ULONG 1len;
CK_OBJECT_HANDLE pub_key = CK_INVALID_HANDLE;
CK_OBJECT_HANDLE priv_key = CK_INVALID_HANDLE;
CK_OBJECT_HANDLE unw_priv_key = CK_INVALID_HANDLE;
CK_OBJECT_HANDLE der_pub_key = CK_INVALID_HANDLE;
CK_OBJECT_HANDLE cipher_key = CK_INVALID_HANDLE;
CK_MECHANISM mechanism_desc =
{CKM_G0ST28147 _PKCS8_KEY_WRAP, NULL, O};
CK_MECHANISM_PTR mechanism = &mechanism_desc;
CK_MECHANISM mechanism_der_desc =
{CKM_GOSTR3410_PUBLIC_KEY_DERIVE, NULL, 0};
CK_MECHANISM_PTR mechanism_der = &mechanism_der_desc;
CK_MECHANISM mechanism_gen_desc =
{CKM_GOSTR3410_KEY_PAIR_GEN, NULL, O};
CK_MECHANISM_PTR mechanism_gen = &mechanism_gen_desc;

static CK_BBOOL ltrue = CK_TRUE;

static CK_BBOOL 1lfalse = CK_FALSE;

static const CK_OBJECT_CLASS oclass_pub = CKO_PUBLIC_KEY;
static const CK_OBJECT_CLASS oclass_priv = CKO_PRIVATE_KEY;
static CK_KEY_TYPE key_type = CKK_GOSTR3410;

// PAR ECC A 0ID

static CK_BYTE gostR3410params[] = {

0x06, 0x07, 0Ox2a, 0x85, 0x03, 0x02, 0x02, 0x23, 0x01
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+;

// PAR HASH 1 0ID

static CK_BYTE gostR341lparams[] = {

0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Oxle, 0x01
};

// PAR CIPHER A 0ID

static CK_BYTE gost28147params_A[] = {

0x06, 0x07, 0Ox2a, 0x85, 0x03, 0x02, 0x02, Ox1if, 0x01

};
/%
typedef struct CK_GOST28147_PKCS8_KEY_WRAP_PARAMS {

CK_CHAR_PTR pPassword;

CK_ULONG ulPasswordLen;
CK_BYTE_PTR pHashParQID;
CK_ULONG ulHashParOIDLen;
CK_BYTE_PTR pSalt;

CK_ULONG ulSaltlLen;

CK_ULONG ullterCount;
CK_BYTE_PTR pCipherPar0ID;
CK_ULONG ulCipherParQOIDLen;
CK_BYTE_PTR pIV;

CK_ULONG ullVLen;
} CK_GOST28147_PKCS8_KEY_WRAP_PARAMS;
*/

CK_GOST28147_PKCS8_KEY_WRAP_PARAMS params;

static CK_BYTE salt[] = {
0x12, 0x34, 0x56, 0x78, 0x78, 0x56, 0x34, 0x26
s
static CK_ULONG iter = 2048;
static CK_BYTE iv[] = {
0x12, 0x34, 0x56, 0x78, 0x78, 0x56, 0x34, Oxab
s
// Use UTF-8 password
static CK_UTF8CHAR_PTR password = "4444";
static CK_ULONG password_len = 4;
static CK_ATTRIBUTE pub_template[] = {
{ CKA_GOSTR3410PARAMS, gostR3410params, sizeof (gostR3410params) 1},
{ CKA_GOSTR3411PARAMS, gostR341lparams, sizeof (gostR341llparams) 1},
s
// Template for token private key generation.
static CK_ATTRIBUTE priv_template[] = {
{ CKA_EXTRACTABLE, &ltrue, sizeof(ltrue) I},
{ CKA_SENSITIVE, &ltrue, sizeof(ltrue) }
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s
// Additional attributes for token unwrapped private key generation.
static CK_ATTRIBUTE unw_template[] = {
{ CKA_CLASS, (CK_VOID_PTR)&oclass_priv, sizeof(oclass_priv) },
{ CKA_KEY_TYPE, &key_type, sizeof (key_type) }
s
static CK_ATTRIBUTE pub_der_template[] = {
{ CKA_CLASS, (CK_VOID_PTR)&oclass_pub, sizeof(oclass_pub) 1,
{ CKA_KEY_TYPE, &key_type, sizeof(key_type) },
{ CKA_GOSTR3410PARAMS, gostR3410params, sizeof (gostR3410params) 1},
{ CKA_GOSTR3411PARAMS, gostR341llparams, sizeof (gostR341llparams) 1},
s
// Tlpn ymakoBKe Ha BHXOZE NOJIXHA IONYYUTLCH TaKas CTPYKTypa:
static CK_BYTE pr_key_bagl[] = {

// 0
0x30, 0x81, 0Oxa7,
// 3
0x30, 0Oxbc,
// 5
0x06, 0x09,
0x2a, 0x86, 0x48, 0x86, 0xf7, 0x0d, 0x01, 0x05, 0x0d,
// 16
0x30, 0x4f,
// 18
0x30, 0x2e,
// 20
0x06, 0x09,
Ox2a, 0x86, 0x48, 0x86, 0xf7, 0x0d, 0x01, 0x05, 0xOc,
// 31
0x30, 0x21,
// 33
0x04, 0x08,
// 35 - salt
0x12, 0x34, 0x56, 0x78, 0x78, 0x56, 0x34, 0x26,
// 43
0x02, 0x02,
// 45 - iter (2048)
0x08, 0x00,
// 4T
0x30, Ox11,
// 49
0x06, 0x06,

0x2a, 0x85, 0x03, 0x02, 0x02, 0xOa,
// 57 - 0id_3411_par
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0x06, 0x07,
0x2a, 0x85, 0x03, 0x02, 0x02, Oxle, 0x01,
// 66
0x30, Oxi1d,
// 68
0x06, 0x06,
0x2a, 0x85, 0x03, 0x02, 0x02, 0x15,
// 76
0x30, 0x13,
// 78
0x04, 0x08,
// 80 - iv

0x12, 0x34, 0xb6, 0x78, 0x78, 0x56, 0x34, Oxab,
// 88 - 0id_28147_par
0x06, 0x07,
0x2a, 0x85, 0x03, 0x02, 0x02, 0x1f, 0x01,
// 97
0x04, 0x47,

// 99 - encr_pr_key
0x46, Oxbc, 0xc8, 0x21, Oxcd, Oxcc, 0xb8, 0x99,
0x53, Oxa7, 0x72, Oxda, 0x20, 0xO0f, 0x3d, 0xd5,
Oxab, 0x59, 0Ox11, O0x6f, 0x4f, 0x8a, 0x75, 0x9b,
Oxf4, Oxdl, 0x91, 0x7e, 0x9d, 0x2f, 0x79, Oxab,
0x95, 0xb8, 0xb4, Oxe2, 0xbb, 0x21, 0x61, Oxa8,
0Oxe7, 0x2b, 0x58, 0x5b, 0xe2, 0x10, 0xd0, 0xd8,
Oxbb, 0xd4, 0x04, Oxdc, 0x06, Ox4c, 0x60, 0x14,
0x60, 0x12, Oxdl, Oxfl, O0xb2, Oxbf, 0x39, 0xf7,
0xc8, 0x35, 0x16, Oxc4, Oxea, 0xe9, Oxb6

// 170

};

// 3aMeTuM, 4UTO IpY PACIAKOBKE BO BXOLHOY CTPYKType LONIyCKaeTCsH

// ucnombzosarue 0x05, 0x00 BMecTo 0id_3411_par. COOTBETCTBEHHO,

// DiuHa Takol YKOPOYeHHOM CTPYKTypH 6yZeT MeHbme Ha 7 6aiiTos.

// LSMS11 BocupuruMaeT o6a BapHaHTA.

rc = funcs->C_GenerateKeyPair(sess, mechanism_gen,
pub_template, sizeof (pub_template)/sizeof (CK_ATTRIBUTE),
priv_template, sizeof (priv_template)/sizeof (CK_ATTRIBUTE),
&pub_key, &priv_key);

if (rc !'= CKR_OK) {

fprintf (stderr, "C_GenerateKeyPair failed, rc = 0x)x\n", rc);
goto end;

}
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params.pPassword = password;
params.ulPasswordLen = strlen(password);
params.pHashPar0ID = gostR341lparams;
params.ulHashParOIDLen = sizeof (gostR341lparams);
params.pSalt = salt;
params.ulSaltlen = sizeof (salt);
params.ulIlterCount = iter;
params.pCipherPar0ID = gost28147params_A;
params.ulCipherParOIDLen = sizeof (gost28147params_A) ;
params.pIV = iv;
params.ulIVLen = sizeof (iv);

mechanism->pParameter = &params;

mechanism->ulParameterLen = sizeof (params);

rc = funcs->C_WrapKey(sess, mechanism, CK_INVALID_HANDLE, priv_key, value, &len);
if (rc !'= CKR_OK) {

fprintf (stderr, "C_WrapKey failed, rc = 0x)x\n", rc);

goto end;

}

print_bytes(value, len, str);
printf ("PKCS#8:\n%s\n", str);

if (len !'= sizeof(pr_key_bag)) {
fprintf(stderr, "Invalid length: %1d\n", len);
rc = -1;
goto end;
}
if (memcmp(value, pr_key_bag, len-71) != 0) {
fprintf (stderr, "Invalid PKCS#8 value\n");
rc = -1;
goto end;
}
/*
// TlpoBepsieM BapmaeT c oTcyTcrBybmmM 0ID 3411 (0x05, 0x00)
memcpy (value+35+8+2+2+10+2, value+35+8+2+2+10+9, len-(35+8+2+2+10+9));
len -= 7;
*/
mechanism->pParameter = password;
mechanism->ulParameterLen = strlen(password);
rc = funcs->C_UnwrapKey(sess, mechanism, CK_INVALID_HANDLE,
value, len,
unw_template, sizeof (unw_template)/sizeof (CK_ATTRIBUTE),
&unw_priv_key) ;
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if (rc !'= CKR_OK) {
fprintf(stderr, "C_UnwrapKey failed, rc = OxJ)x\n", rc);
goto end;
}
// TlomydaeM OTKpHTHE KIOY IO 3aKPHTOMY
rc = funcs->C_DeriveKey(sess, mechanism_der, unw_priv_key,
pub_der_template, sizeof(pub_der_template)/sizeof (CK_ATTRIBUTE),
&der_pub_key) ;
if (rc != CKR_OK) {
fprintf (stderr, "C_DeriveKey failed, rc = Ox%x\n", rc);
goto end;
}
// [ns IpOBEepKH PaCHaKOBAHHOTO KINYa HYXKHO YTO-HUOGYAb MM NIOAIMCATH
// ¥ TpOBEPUTH IOAIUCH OTKPHTHM KJIOUOM.
{
CK_MECHANISM mechanism_sign = {CKM_GOSTR3410, NULL, 0};
// TomnucwBaeMuii maidimxect (32 6atita)
CK_BYTE pData[32] = {
0x4D, 0x89, O0x9E, 0x48, 0xC5, 0x39, 0x64, 0xDi,
0x78, 0xB4, 0x6D, 0x58, 0x40, Ox5F, 0x62, Ox8F,
OxA4, 0x46, 0x4C, 0xDC, 0x73, 0x75, 0xBO, OxE5,
0x2E, 0x91, OxFB, 0x64, 0x9C, 0x06, OxAB, 0x75
s
CK_ULONG ulDatalen = 32;
CK_BYTE pSignatureDatal[64];
CK_ULONG signatureDatalen = 64;

rc = funcs->C_SignInit(sess, &mechanism_sign, unw_priv_key);
if (rc !'= CKR_OK) {
fprintf (stderr, "C_SignInit failed, rc = 0x%x\n", rc);
goto end;
}

rc = funcs->C_Sign(sess,
pData, ulDatalen, pSignatureData, &signatureDatalen);
if (rc != CKR_OK) {
fprintf(stderr, "C_Sign failed, rc = 0x%x\n", rc);
goto end;
}

rc = funcs->C_VerifyInit(sess, &mechanism_sign, pub_key);
if (rc !'= CKR_OK) {
fprintf(stderr, "C_VerifyInit failed, rc = 0x%x\n", rc);
goto end;
}
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rc = funcs->C_Verify(sess,
pData, ulDatalen, pSignatureData, signatureDatalen);
if (rc !'= CKR_OK) {
fprintf(stderr, "C_Verify failed, rc = Ox¥%x\n", rc);
goto end;
¥

rc = funcs->C_VerifyInit(sess, &mechanism_sign, der_pub_key);
if (rc !'= CKR_OK) {
fprintf (stderr, "C_VerifyInit failed, rc = 0x%x\n", rc);
goto end;
}
rc = funcs->C_Verify(sess,
pData, ulDatalen, pSignatureData, signatureDatalen);
if (rc != CKR_OK) {
fprintf (stderr, "C_Verify failed, rc = Ox¥%x\n", rc);
goto end;
}
}
printf ("SUCCESS\n") ;
end:
funcs->C_DestroyObject(sess, der_pub_key) ;
funcs->C_DestroyObject (sess, unw_priv_key);
funcs->C_DestroyObject(sess, pub_key);
funcs->C_DestroyObject(sess, priv_key);

return rc;

3.3.15 Wudposarue kntoyvein no FOCT 28147-89

B nannom npuMepe ceKpeTHBIH K04 IMU@PYeTcss Ha KJIO4Ye COIVIACOBAHHUS MEXaHU3-
mom CKM_GOST28147_KEY_WRAP. PezysbraTom mmdpoBaHus ABJISETCS 3aIIndpOBaAHHbIM
B peXKHUMe IIPOCTON 3aMeHBbl KJIIOY, COIIPOBOXKIAEMbIl UMATOBCTABKON MCXOJHOI'O 3HaUe-
Hus Kiaoda (Bcero 36 GaitToB), Kak onpegeseno B [5| m.6. Ilpu srom, snadenne UKM
nepeflacTcd MeXaHH3My B KadecTBe IlapaMeTpa, a B pe3YyJIbTUPYIOIYIO CTPYKTYypy He
BKJIIOYAETCA.

#include "test_common.h"

int main(int argc, char* argv[])
{

CK_RV rvResult;

#ifdef WIN32
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HMODULE hPkcsLib = NULL;

HMODULE hPkcsLib2 = NULL;

#else

void *hPkcsLib = NULL;

void *hPkcsLib2 = NULL;

#endif
CK_C_GetFunctionlList pcGetFunctionlList = O;
CK_C_GetFunctionlList pcGetFunctionList2 = 0;
CK_FUNCTION_LIST_PTR Pkcsl11FuncList = NULL;
CK_FUNCTION_LIST_PTR Pkcsl11FuncList2 = NULL;

CK_SLOT_ID_PTR pSlotList = NULL;
CK_SLOT_ID_PTR pSlotList2 = NULL;
CK_SLOT_ID SlotId;

CK_SLOT_ID SlotId2;

CK_ULONG ulSlotCount;
CK_ULONG ulSlotCount?2;
CK_ULONG js

CK_SLOT_INFO SlotInfo;
CK_SLOT_INFO SlotInfo2;

CK_SESSION_HANDLE hSessionSend, hSessionRecp;

CK_UTF8CHAR_PTR pcUserPIN = (CK_UTF8CHAR_PTR)"01234567";
CK_ULONG ulPinlength = 8; // PIN length
CK_BYTE pbPlainText[] =

"This is plaintext for ecryption and decryption";

CK_ULONG ulPlainTextSize = sizeof (pbPlainText);
CK_BYTE_PTR pbCipherText = NULL;

CK_ULONG ulCipherSize = 0;

CK_BYTE_PTR pbDecryptedText = NULL;

CK_ULONG ulDecryptedSize = O;

[/ skskokskosk sk ok skk sk ok stk sk ok stk sk ok sksk sk e skskosk e sksk ok sk sk ok sk sk ok sk skok sk sksk sk sksk sk sksk sk ok skk sk ok skok sk ok skok sk ok sk ok sk ok ok /
CK_BBOOL blTrue = CK_TRUE,
blFalse = CK_FALSE;
CK_ULONG ulKeyType_Gost2001 = CKK_GOSTR3410,
ulKeyType_Gost28147 = CKK_GOST28147,
ulKeyType_Gost3411 = CKK_GOSTR3411,
ulClass_PubKey = CKO_PUBLIC_KEY,
ulClass_PriKey = CKO_PRIVATE_KEY,
ulClass_SecKey = CKO_SECRET_KEY,
ulClass_Domain = CKO_DOMAIN_PARAMETERS;
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// PAR ECC A 0ID

CK_BYTE gostR3410params[] = {

0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, 0x23, 0x01
s

// PAR HASH 1 0ID

CK_BYTE gostR3411lparams[] = {

0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Oxle, 0x01
s

// PAR CIPHER A 0ID

CK_BYTE gost28147params_A[] = {

0x06, 0x07, 0x2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x01
s

// PAR CIPHER B 0ID

CK_BYTE gost28147params[] = {

0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x02
s

// template for GOST R 34.10-2001 public key
CK_ATTRIBUTE caGOST_PublicKeyTemplatel[] =

{
{CKA_TOKEN, &blFalse, sizeof (CK_BBOOL) },
{CKA_PRIVATE, &blFalse, sizeof (CK_BBOOL)},

{CKA_GOSTR3410_PARAMS, gostR3410params, sizeof (gostR3410params)},
{CKA_GOSTR3411_PARAMS, gostR341lparams, sizeof (gostR3411lparams)},
{CKA_GOST28147_PARAMS, gost28147params_A, sizeof (gost28147params_A)},
s
// template for GOST R 34.10-2001 private key
CK_ATTRIBUTE caGOST_PrivateKeyTemplatel[] =

{
{CKA_TOKEN, &blFalse, sizeof (CK_BBOOL)},
{CKA_PRIVATE, &blFalse, sizeof (CK_BBOOL) },
{CKA_DERIVE, &blTrue, sizeof (CK_BBOOL)},
// {CKA_EXTRACTABLE, &blTrue, sizeof(CK_BBOOL)},
s
// template for secret GOST key
CK_ATTRIBUTE caGOST_SecretKeyTemplate[] =
{
{CKA_CLASS, &ulClass_SecKey, sizeof (CK_ULONG) },
{CKA_KEY_TYPE, &ulKeyType_Gost28147, sizeof (CK_ULONG)},
{CKA_PRIVATE, &blFalse, sizeof (CK_BBOOL) },
{CKA_ENCRYPT, &DblTrue, sizeof (CK_BBOOL) },
{CKA_DECRYPT, &blTrue, sizeof (CK_BBOOL) },

{CKA_WRAP,&blTrue,sizeof (CK_BBOOL) },
{CKA_EXTRACTABLE, &blTrue,sizeof (CK_BBOOL)},
{CKA_GOST28147_PARAMS, gost28147params_A, sizeof (gost28147params_A)},
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I
// template for derive key
CK_ATTRIBUTE caDeriveKey[] =

{
{CKA_CLASS, &ulClass_SecKey, sizeof (CK_ULONG)},
{CKA_KEY_TYPE, &ulKeyType_Gost28147, sizeof (CK_ULONG)},
{CKA_ENCRYPT, &blTrue, sizeof (CK_BBOOL) },
{CKA_DECRYPT, &blTrue, sizeof (CK_BBOOL)},

{CKA_WRAP, &blTrue,sizeof (CK_BBOOL)},

{CKA_UNWRAP, &blTrue,sizeof (CK_BBOOL)},

{CKA_GOST28147_PARAMS, gost28147params_A, sizeof (gost28147params_A) I},
s

CK_ULONG  ulPubKeyCount =
sizeof (caGOST_PublicKeyTemplate)/sizeof (CK_ATTRIBUTE),

ulPriKeyCount =

sizeof (caGOST_PrivateKeyTemplate) /sizeof (CK_ATTRIBUTE),

ulSecKeyCount =

sizeof (caGOST_SecretKeyTemplate)/sizeof (CK_ATTRIBUTE),

ulDeriveKeyCount =

sizeof (caDeriveKey) /sizeof (CK_ATTRIBUTE) ;

CK_OBJECT_HANDLE hKeyForWU = 0, // key which will be wrapped and unwrapped
hSendPubKey = 0, // handle to public key of sender
hSendPriKey = 0, // handle to private key of sender
hRecpPubKey = 0, // handle to public key of recipient
hRecpPriKey = 0, // handle to private key of recipient
hSendDH_Key = 0, // Diffy-Hellman key of the sender
hRecpDH_Key = 0, // Diffy-Hellman key of the recipient
hUnwrappedSendKey = 0, // unwrapped key of the sender
hUnwrappedRecpKey = 0; // unwrapped key of the recipient

CK_MECHANISM cmKeyGenMechanism, // mechanism for key pair genaration
cmWrapMechanism, // mechanism for key wrap/unwrap
cmDeriveMechanism, // mechanism for key derivation
cmCryptMechanism; // mechanism for encrypt/decrypt

CK_BYTE_PTR pbWrappedKeySend; // wrapped key

CK_ULONG ulWrappedKeyLen, // length of wrapped key
i;

CK_BYTE_PTR pbSecretKeyParam = NULL,
pbSend_PubKeyValue = NULL,
pbRecp_PubKeyValue = NULL,
pbSend_PriKeyValue = NULL,
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pbRecp_PriKeyValue = NULL,

pbSecret_Key_Value = NULL,
pbSendDH_Key_Value = NULL,
pbRecpDH_Key_Value = NULL;

CK_BYTE_PTR pbImitValue = NULL;

CK_ULONG ulImitSize = O;

CK_KEY_TYPE keyType = 0;

CK_ATTRIBUTE

caSecretKeyParam = {CKA_GOST28147_PARAMS, pbSecretKeyParam, O},

// template for value of sender public key

caSend_PubKeyValue = {CKA_VALUE, pbSend_PubKeyValue, O},
caSend_PriKeyValue = {CKA_VALUE, pbSend_PriKeyValue, O},
// template for value of recipient public key
caRecp_PubKeyValue = {CKA_VALUE, pbRecp_PubKeyValue, O},
caRecp_PriKeyValue = {CKA_VALUE, pbRecp_PriKeyValue, O},

caSecret_Key_Value = {CKA_VALUE, pbSecret_Key_Value, O},

caKeyType = {CKA_KEY_TYPE, &keyType, sizeof (keyType)},

SendDH_Key_Value = {CKA_VALUE, pbSendDH_Key_Value, 0},

RecpDH_Key_Value = {CKA_VALUE, pbRecpDH_Key_Value, 0};

// parameters for derivation mechanism

CK_GOSTR3410_DERIVE_PARAMS_PTR DeriveParams;

// UKM must be non-zero by RFC4357

CK_BYTE UKM[8] = {0x28,0xaf,0xc5,0x50,0x9d,0x0c,0x74,0xb3};

CK_ULONG ulUKMLen = 8;

// parameters for wrapping mechanism

CK_BYTE pWrapIV[] = {

0x56, Oxfa, 0x7d, 0x54, 0xb2, 0x90, 0x2c, 0x41

s

CK_BYTE iv[] = {

0x37, 0x2a, 0x7f, 0x00, 0x2c, Oxea, 0x7d, 0x39

s

CK_CHAR *api_path = PKCS11_API_PATH;
CK_UTF8CHAR *user_pin = "01234567";
CK_ULONG slot_num = O;

CK_CHAR *api_path2 = PKCS11_API_PATH;
CK_UTF8CHAR #*user_pin2 = "01234567";
CK_ULONG slot_num2 = 0;

printf ("Starting CKM_GOST28147_KEY_WRAP test\n");

for (i=1; i<(CK_ULONG)argc; i++) {
if (strcmp("-api", argv([i]) == 0) {
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++1;
api_path = argv[i];

} else if (strcmp("-slot", argv[i]) == 0) {
++1;

slot_num = atoi(argv[i]);

} else if (strcmp("-user_pin", argv([i]) == 0) {
++1;

user_pin = argvl[i];

3
by
api_path2 = api_path;
user_pin2 = user_pin;
slot_num2 = slot_num;

#ifdef WIN32
hPkcsLib = LoadLibrary(api_path) ;

#else

hPkcsLib = dlopen(api_path, RTLD_NOW) ;
#endif

if ( hPkcsLib == NULL ) {

printf (

"Can’t load PKCS#11 API library. "
"Check API library path.\n");
#ifndef WIN32

printf("dlerror: %s\n", dlerror());
#endif

return -1;

}

#ifdef WIN32

pcGetFunctionlList =
(CK_C_GetFunctionList)GetProcAddress (
hPkcsLib, "C_GetFunctionList");
#else

pcGetFunctionlist =
(CK_C_GetFunctionList)dlsym(
hPkcsLib,"C_GetFunctionList");
#endif

// get PKCS #11 function list

rvResult = pcGetFunctionList(&Pkcs11FuncList);

printf ("Load PKCS #11 function list result: Ox¥%x\n", rvResult);
if (rvResult != CKR_0OK) return rvResult;
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// initialize Cryptoki

rvResult = Pkcsl1FunclList->C_Initialize(NULL);
printf("Initialize Cryptoki result: Ox%x\n", rvResult);
if (rvResult != CKR_OK) return rvResult;

// get slot list

rvResult = Pkcsl11FuncList->C_GetSlotList(
CK_FALSE, NULL, &ulSlotCount);

printf ("Get slot list result: Ox%x\n", rvResult);
if (rvResult != CKR_OK) return rvResult;

if (ulSlotCount > 0)

{ // allocate memory for slot list
pSlotList = (CK_SLOT_ID_PTR) malloc(
ulSlotCount * sizeof (CK_SLOT_ID));

rvResult =
Pkcs11FuncList->C_GetSlotList (CK_FALSE,
pSlotList, &ulSlotCount);

if (rvResult !'= CKR_0OK) return rvResult;
printf ("Slot count: %d\n", ulSlotCount);
}

else return -3;

// get information about sender and recipient slots.

for(i=0; i<ulSlotCount; ++i)

{

rvResult = Pkcsl11FuncList->C_GetSlotInfo(pSlotList[i], &SlotInfo);
if (rvResult == CKR_OK)

{ // if a token is present in this slot

if ((SlotInfo.flags & CKF_TOKEN_PRESENT) == CKF_TOKEN_PRESENT)

{
SlotId
break;
}

}

}

if (i >= ulSlotCount) {

printf ("No slots with token present\n");
return -3;

}

printf("Slot ID: sender %d\n", SlotId);

pSlotList[i];
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// load library PKCS #11

#ifdef WIN32

hPkcsLib2 = LoadLibrary(api_path2);
#else

hPkcsLib2 = dlopen(api_path2, RTLD_NOW);
#endif

if ( hPkcsLib2 == NULL ) {
printf("Can’t load PKCS#11 API library. "
"Check API library path.\n");

#ifndef WIN32

printf("dlerror: %s\n", dlerror());
#endif

return FALSE;

}

#ifdef WIN32

pcGetFunctionlist2 =
(CK_C_GetFunctionList)GetProcAddress(
hPkcsLib2,"C_GetFunctionList");

#else

pcGetFunctionList2 =
(CK_C_GetFunctionList)dlsym(
hPkcsLib2, "C_GetFunctionList");
#endif

// get PKCS #11 function list

rvResult = pcGetFunctionlList2(&Pkcs1iFuncList?2);

printf("Load PKCS #11 function list result: Ox%x\n", rvResult);
if (rvResult !'= CKR_OK) return rvResult;

// initialize Cryptoki

rvResult = Pkcs11FuncList2->C_Initialize(NULL);
printf("Initialize Cryptoki result: Ox%x\n", rvResult);
if (rvResult != CKR_OK && rvResult

!= CKR_CRYPTOKI_ALREADY_INITIALIZED) return rvResult;

// get slot list

rvResult =

Pkcs11FuncList2->C_GetSlotList (CK_TRUE, NULL, &ulSlotCount2);
printf("Get slot list result: Ox%x\n", rvResult);

if (rvResult != CKR_OK) return rvResult;

if (ulSlotCount2 > 0)
{ // allocate memory for slot list
pSlotList2 = (CK_SLOT_ID_PTR) malloc(
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ulSlotCount2 * sizeof (CK_SLOT_ID));

rvResult =
Pkcs11FuncList2->C_GetSlotList(
CK_TRUE, pSlotList2, &ulSlotCount2);

if (rvResult != CKR_OK) return rvResult;
printf("Slot count: %d\n", ulSlotCount2);
}

else return -3;

// get information about sender and recipient slots.

j=0
for(i=0; i<ulSlotCount2; ++i)
{

rvResult = Pkcsl1FuncList2->C_GetSlotInfo(
pSlotList2[i], &SlotInfo2);

if (rvResult == CKR_0K)

{ // if a token is present in this slot
if ((SlotInfo2.flags & CKF_TOKEN_PRESENT)
== CKF_TOKEN_PRESENT)

{

SlotId2 = pSlotList2[il;

break;

}

}

}

if (1 >= ulSlotCount2) {

printf ("No slots with token present\n");
return -3;

}

printf("Slot ID: recipient %d\n", SlotId2);

// open session for slot with ID = SlotId[0]

rvResult = Pkcsl1FuncList->C_OpenSession(SlotId,

(CKF_SERIAL_SESSION | CKF_RW_SESSION),

NULL,

0,

&hSessionSend) ;

printf ("Sender open session result: Ox%x\n", rvResult);

if (rvResult !'= CKR_OK) return rvResult;

// open session for slot with ID = SlotId[1]

rvResult = Pkcsl1FuncList2->C_OpenSession(SlotId2,
(CKF_SERIAL_SESSION | CKF_RW_SESSION),
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NULL,

0,

&hSessionRecp) ;
printf ("Recipient open session result: Ox%x\n", rvResult);
if (rvResult != CKR_OK) return rvResult;

cmKeyGenMechanism.mechanism = CKM_GOST28147_KEY_GEN;
cmKeyGenMechanism. pParameter = NULL; //gost28147params_A;
cmKeyGenMechanism.ulParameterLen = 0; //sizeof (gost28147params_A);

// generate secret key which will be wrapped and unwrapped
printf (

"Sender generate key for wrapping and unwrapping (hKeyForWU)\n");
printf (" mechanism type: CKM_GOST28147_KEY_GEN\n");

rvResult = Pkcsl1FuncList->C_GenerateKey(hSessionSend,
&cmKeyGenMechanism,
caGOST_SecretKeyTemplate,
ulSecKeyCount,
&hKeyForWu) ;
printf("  Sender generate key hKeyForWu "
"for wrapping and unwrapping: result: Ox¥%x\n",
rvResult) ;
if (rvResult !'= CKR_OK) return rvResult;

printf("  key handle: %d\n", (unsigned long)hKeyForWU);
{

CK_BYTE value[32];

CK_ATTRIBUTE attr_get[] = {

{CKA_VALUE, NULL, O},

s

attr_get[0] .pValue = value;

attr_get[0] .ulValuelen = sizeof (value);

rvResult = PkcsllFuncList->C_GetAttributeValue(
hSessionSend, hKeyForWU,

attr_get, sizeof (attr_get)/sizeof (CK_ATTRIBUTE)) ;
printf(" key to wrap:\n");

print_hex(value, attr_get[0].ulValueLen);

}

printf("  wrapping IV:\n");

print_hex(pWrapIV, sizeof (pWrapIV));

// generate sender key pair with GOST R 34.10-2001
printf ("Generate key pair of sender\n");
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printf(" mechanism type: CKM_GOSTR3410_KEY_PAIR_GEN\n");

cmKeyGenMechanism.mechanism = CKM_GOSTR3410_KEY_PAIR_GEN;
cmKeyGenMechanism.pParameter = NULL;
cmKeyGenMechanism.ulParameterLen = O;
rvResult = Pkcsl1FunclList->C_GenerateKeyPair(hSessionSend,
&cmKeyGenMechanism,
caGOST_PublicKeyTemplate,
ulPubKeyCount,
caGOST_PrivateKeyTemplate,
ulPriKeyCount,
&hSendPubKey,
&hSendPriKey) ;
printf("  generate sender key pair: result: Ox%x\n",
rvResult) ;
if (rvResult != CKR_OK) return rvResult;

printf("  sender public key handle: %d\n",
(unsigned long)hSendPubKey) ;
printf("  sender private key handle: %d\n",
(unsigned long)hSendPriKey) ;

// generate recipient key pair with GOST R 34.10-2001
printf ("Generate key pair of recipient\n");
printf (" mechanism type: CKM_GR3410_KEY_PAIR_GEN\n");

rvResult = PkcsllFuncList2->C_GenerateKeyPair(hSessionRecp,
&cmKeyGenMechanism,
caGOST_PublicKeyTemplate,
ulPubKeyCount,
caGOST_PrivateKeyTemplate,
ulPriKeyCount,
&hRecpPubKey,
&hRecpPriKey) ;
printf("  generate recipient key pair: result: Ox)x\n",
rvResult) ;
if (rvResult !'= CKR_OK) return rvResult;

printf(" recipient public key handle: %d\n",
(unsigned long)hRecpPubKey) ;

printf(" recipient private key handle: %d\n",
(unsigned long)hRecpPriKey) ;

ANMCECH

codpt 170



I'maBa 3. IlporpammvupoBanue 3.3. Ilpumepnbr mporpamMm

// get value of sender public key
printf ("Get value of sender public key\n");

rvResult = Pkcsl1FunclList->C_GetAttributeValue( hSessionSend,
hSendPubKey,
&caSend_PubKeyValue,
s

if (rvResult == CKR_OK)

{

caSend_PubKeyValue.pValue =

(CK_BYTE_PTR) malloc(caSend_PubKeyValue.ulValueLen);

rvResult = Pkcsi1i1FuncList->C_GetAttributeValue(hSessionSend,

hSendPubKey,

&caSend_PubKeyValue,

1
}
printf("  Get sender public key value: result: Ox%x\n",
rvResult) ;

if (rvResult !'= CKR_OK) return rvResult;

pbSend_PubKeyValue = (CK_BYTE_PTR) caSend_PubKeyValue.pValue;
printf("  Sender public key value: \n");
print_hex(pbSend_PubKeyValue, caSend_PubKeyValue.ulValueLen);

// get value of recipient public key
printf ("Get value of recipient public key\n");
rvResult = Pkcs11FuncList2->C_GetAttributeValue(hSessionRecp,
hRecpPubKey,
&caRecp_PubKeyValue,
D
if (rvResult == CKR_OK)
{
caRecp_PubKeyValue.pValue =
(CK_BYTE_PTR) malloc(caRecp_PubKeyValue.ulValueLen);
rvResult = Pkcsl1FuncList2->C_GetAttributeValue(hSessionRecp,
hRecpPubKey,
&caRecp_PubKeyValue,
s

printf("  Get recipient public key value: result: Ox%x\n",
rvResult) ;
if (rvResult != CKR_0OK) return rvResult;

AMC%CCM

oot 171



I'maBa 3. IlporpammvupoBanue 3.3. Ilpumepnbr mporpamMm

printf(" Recipient public key value: \n");
pbRecp_PubKeyValue = (CK_BYTE_PTR) caRecp_PubKeyValue.pValue;
print_hex (pbRecp_PubKeyValue, caRecp_PubKeyValue.ulValueLen);

// £ill parameters for derivation mechanism

DeriveParams = (CK_GOSTR3410_DERIVE_PARAMS_PTR)

malloc(sizeof (CK_GOSTR3410_DERIVE_PARAMS)) ;

DeriveParams->kdf = CKD_CPDIVERSIFY_KDF;

DeriveParams->pPublicData = (CK_BYTE_PTR) caRecp_PubKeyValue.pValue;
DeriveParams->ulPublicDatalen = caRecp_PubKeyValue.ulValuelLen;
DeriveParams->pUKM = UKM;

DeriveParams->ulUKMLen = ulUKMLen;

cmDeriveMechanism.mechanism = CKM_GOSTR3410_DERIVE;
cmDeriveMechanism.pParameter = DeriveParams;
cmDeriveMechanism.ulParameterLen = sizeof (CK_GOSTR3410_DERIVE_PARAMS) ;

printf ("Derive Diffie-Hellman key\n");
printf("  derivation mechanism: CKM_GOSTR3410_DERIVE\n");

// derive Diffi-Hellman key of sender
printf(" derive Diffie-Hellman key for sender\n");
rvResult = Pkcsl1FuncList->C_DeriveKey(hSessionSend,
&cmDeriveMechanism,
hSendPriKey,
caDeriveKey,
ulDeriveKeyCount,
&hSendDH_Key) ;
printf (" derive key result: Ox%x\n", rvResult);
if (rvResult !'= CKR_OK) return rvResult;

printf("  sender’s Diffie-Hellman key handle: %d\n",
(unsigned long)hSendDH_Key) ;

{

CK_BYTE value[32];

CK_ATTRIBUTE attr_get[] = {

{CKA_VALUE, NULL, O},

s

attr_get[0] .pValue = value;

attr_get[0] .ulValuelen = sizeof (value);

rvResult = Pkcsl11FunclList->C_GetAttributeValue(hSessionSend,
hSendDH_Key,

attr_get, sizeof (attr_get)/sizeof (CK_ATTRIBUTE)) ;
printf("  sender KEK:\n");
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print_hex(value, attr_get[0].ulValueLen);
}

// derive Diffi-Hellman key of recipient

printf("  derive Diffie-Hellman key for recipient\n");
DeriveParams->pPublicData = (CK_BYTE_PTR) caSend_PubKeyValue.pValue;
DeriveParams->ulPublicDatalen = caSend_PubKeyValue.ulValuelLen;

rvResult = Pkcsl1FuncList2->C_DeriveKey(hSessionRecp,
&cmDeriveMechanism,
hRecpPriKey,
caDeriveKey,
ulDeriveKeyCount,
&hRecpDH_Key) ;
printf("  derive key result: Ox%x\n", rvResult);
if (rvResult != CKR_OK) return rvResult;

printf(" recipient’s Diffie-Hellman key handle: %d\n",
(unsigned long)hRecpDH_Key) ;

{

CK_BYTE value[32];

CK_ATTRIBUTE attr_get[] = {

{CKA_VALUE, NULL, O},

s

attr_get[0] .pValue = value;

attr_get[0] .ulValuelen = sizeof(value);

rvResult = PkcsllFuncList2->C_GetAttributeValue(hSessionRecp, hRecpDH_Key,
attr_get, sizeof(attr_get)/sizeof (CK_ATTRIBUTE));
printf(" recipient KEK:\n");

print_hex(value, attr_get[0].ulValueLen);

}

// wrap key hKeyForWU with sender Diffi-Hellman key hSendDH_Key
// Bpmech ucnons3yerca UKM B ragectBe IV B coorBercTBuEm Cc RFC 4357
cmWrapMechanism.mechanism = CKM_GOST28147_KEY_WRAP;
cmWrapMechanism.pParameter = UKM;

cmWrapMechanism.ulParameterLen = ulUKMLen;

printf ("Wrap key hKeyForWU with sender Diffi-Hellman key\n");

rvResult = Pkcsl1FuncList->C_WrapKey(hSessionSend,
&cmWrapMechanism,
hSendDH_Key,
hKeyForWu,
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NULL,
&ulWrappedKeyLen) ;
if (rvResult == CKR_OK)

{
pbWrappedKeySend = (CK_BYTE_PTR) malloc(ulWrappedKeyLen) ;
rvResult = Pkcsl1FuncList->C_WrapKey(hSessionSend,
&cmWrapMechanism,
hSendDH_Key,
hKeyForWu,
pbWrappedKeySend,
&ulWrappedKeyLen) ;

printf("  wrap result: Ox%x\n", rvResult);
if (rvResult != CKR_OK) return rvResult;

printf("  wrapped key:\n");
print_hex (pbWrappedKeySend, ulWrappedKeyLen) ;

// unwrap wrapped key with recipient Diffie-Hellman key
printf ("Unwrap key hUnwrappedRecpKey "
"from pbWrappedKeySend with recipient Diffie-Hellman key\n");

rvResult = Pkcsl1FuncList2->C_UnwrapKey(hSessionRecp,
&cmWrapMechanism,
hRecpDH_Key,
pbWrappedKeySend,
ulWrappedKeyLen,
caGOST_SecretKeyTemplate,
ulSecKeyCount,
&hUnwrappedRecpKey) ;
printf("  unwrap key: result: Ox%x\n", rvResult);
if (rvResult '= CKR_OK) return rvResult;

printf(" key handle (hUnwrappedRecpKey): %d\n",
(unsigned long)hUnwrappedRecpKey) ;

{

CK_BYTE value[32];

CK_ATTRIBUTE attr_get[] = {

{CKA_VALUE, NULL, O},

I

attr_get[0] .pValue = value;

attr_get[0] .ulValuelLen = sizeof (value);

rvResult = Pkcsl1FuncList2->C_GetAttributeValue(
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hSessionRecp, hUnwrappedRecpKey,

attr_get, sizeof (attr_get)/sizeof (CK_ATTRIBUTE));
printf(" recipient unvrapped key:\n");
print_hex(value, attr_get[0].ulValueLen);

}

printf ("Sender encrypt with hKeyForWU:\n");
cmCryptMechanism.mechanism = CKM_GOST28147;
cmCryptMechanism.pParameter = iv;
cmCryptMechanism.ulParameterLen = sizeof (iv);
printf("  mechanism type: CKM_GOST28147\n");
printf (" plain text:\n%s\n", pbPlainText);
print_hex(pbPlainText, strlen(pbPlainText));

rvResult = Pkcsl1FunclList->C_EncryptInit(hSessionSend,
&cmCryptMechanism,
hKeyForWU) ;

printf("  encrypt initialization result: Ox%x\n", rvResult);

if (rvResult == CKR_OK)

{
rvResult = Pkcsl1FuncList->C_Encrypt(hSessionSend,
pbPlainText,
ulPlainTextSize,
NULL,
&ulCipherSize) ;

if (rvResult == CKR_0K)
{
printf("  cipher size: %d\n", ulCipherSize);

pbCipherText = (CK_BYTE_PTR)

malloc(ulCipherSize * sizeof (CK_BYTE));

rvResult = Pkcsl1FuncList->C_Encrypt(hSessionSend,
pbPlainText,

ulPlainTextSize,
pbCipherText,
&ulCipherSize) ;
}
}

else return rvResult;

printf("  encrypt result: Ox¥%x\n", rvResult);
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if (rvResult !'= CKR_OK) return rvResult;

printf("  cipher text: \n");
print_hex(pbCipherText, ulCipherSize);

printf ("Recipient decrypt with hUnwrappedRecpKey:\n");
rvResult = Pkcsl1FuncList2->C_DecryptInit(hSessionRecp,
4&cmCryptMechanism,
hUnwrappedRecpKey) ;
printf("  decrypt initialization result: Ox%x\n", rvResult);

if (rvResult == CKR_OK)

{
rvResult = Pkcsl11FuncList2->C_Decrypt (hSessionRecp,
pbCipherText,
ulCipherSize,
NULL,
&ulDecryptedSize) ;

if (rvResult == CKR_OK)
{
printf(" decrypted text size: %d\n", ulDecryptedSize);

pbDecryptedText = (CK_BYTE_PTR)
malloc(ulDecryptedSize * sizeof (CK_BYTE));
rvResult = Pkcsl11FuncList2->C_Decrypt (hSessionRecp,

pbCipherText,
ulCipherSize,
pbDecryptedText,
&ulDecryptedSize) ;
3
by

else return rvResult;
printf("  decrypt result: Ox%x\n", rvResult);
if (rvResult !'= CKR_OK) return rvResult;

printf("  decrypted text: \n");
print_hex (pbDecryptedText, ulDecryptedSize) ;

if (ulDecryptedSize != ulPlainTextSize) {
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fprintf(stderr, "Invalid decrypted text size\n");
return -1;

}

if (memcmp(pbDecryptedText, pbPlainText, ulPlainTextSize) != 0) {
fprintf(stderr, "Invalid decrypted text\n");

return -1;

}

printf ("CKM_GOST28147_KEY_WRAP test SUCCESS\n");

rvResult =

Pkcs11FuncList->C_Destroy0Object (hSessionSend, hKeyForWuU) ;
printf("  C_DestroyObject result: O0x%x\n", rvResult);
rvResult =

Pkcs11FuncList->C_DestroyObject (hSessionSend, hSendPubKey) ;
printf("  C_DestroyObject result: Ox%x\n", rvResult);
rvResult =

Pkcs11FuncList->C_DestroyObject (hSessionSend, hSendPriKey);
printf(" C_DestroyObject result: Ox%x\n", rvResult);
rvResult =

Pkcs11FuncList2->C_DestroyObject (hSessionRecp, hRecpPubKey);
printf("  C_DestroyObject result: OxJx\n", rvResult);
rvResult =

Pkcs11FuncList2->C_DestroyObject (hSessionRecp, hRecpPriKey);
printf("  C_DestroyObject result: Ox%x\n", rvResult);
rvResult =

Pkcs11FuncList->C_DestroyObject (hSessionSend, hSendDH_Key) ;
printf("  C_DestroyObject result: OxJ%x\n", rvResult);
rvResult =

Pkcs11FuncList2->C_DestroyObject (hSessionRecp, hRecpDH_Key);
printf("  C_DestroyObject result: OxJx\n", rvResult);
rvResult =

Pkcs11FuncList2->C_DestroyObject (hSessionRecp, hUnwrappedRecpKey) ;
printf("  C_DestroyObject result: Ox%x\n", rvResult);
rvResult = Pkcsl1FuncList->C_CloseSession(hSessionSend) ;
printf ("Sender close session result: Ox%x\n", rvResult);

rvResult = Pkcs11FuncList2->C_CloseSession(hSessionRecp);
printf ("Recipient close session result: O0x%x\n", rvResult);

printf ("SUCCESS\n") ;
return O;

}
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3.3.16 LLudposanue kntouein no FOCT P34.10-2001

B nammoM mpumepe IeMOHCTpHUpPYyeTCs: MNP POBaHNE CEKPETHOTO KJIYa MEXaHU3MOM
CKM_GOSTR3410_KEY_WRAP. 3ammudpoBaHHbIi KJIIOY IPEJICTABJIEH B BUJE TPAHCIIOPTHOR
DER-crpykrypsr, coorBercrrytormieir ASN.1 tuy GostR3410-KeyTransport, onpeesen-
Hoit B [6] 11.4.2. Tlapamerpsl mudpoBanusi epeJAIOTC MEXAaHU3MY B CTPYKTYPe
CK_GOSTR3410_KEY_WRAP_PARAMS.

#include "test_common.h"

CK_RV test_crypto();
CK_RV test_gost3410_key_wrap(CK_SESSION_HANDLE sess);

int main(int argc, char *argv([]) {
CK_RV rc = CKR_OK;

rc = test_main(argc, argv);

if (rc != CKR_OK) {

fprintf(stderr, "test_main failed: Ox¥%x\n", rc);
return rc;

}

rc = test_crypto();

if (rc !'= CKR_O0K) {

fprintf(stderr, "test_crypto failed: O0x%x\n", rc);
return rc;

}

return CKR_OK;

}

CK_RV test_crypto()

{

CK_RV rc, ret;
CK_SESSION_HANDLE hSession;
CK_MECHANISM_INFO minfo;

rc = funcs->C_0OpenSession(SlotId,

CKF_RW_SESSION | CKF_SERIAL_SESSION,

NULL_PTR, NULL_PTR, &hSession);

if (rc !'= CKR_OK) {

fprintf (stderr,

"ERROR call to C_OpenSession failed, rc = Ox%x\n", rc);
goto out;

}

fprintf (stderr, "C_OpenSession success\n");
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rc = funcs->C_Login(hSession, CKU_USER, user_pin, strlen(user_pin));
if (rc !'= CKR_O0K) {

fprintf (stderr, "ERROR call to C_Login failed, rc = Ox%x\n", rc);
goto out_close;

}

fprintf(stderr, "C_Login success\n");

rc = funcs->C_GetMechanismInfo(SlotId, CKM_GOSTR3410_KEY_WRAP, &minfo);
if (rc !'= CKR_OK) {

fprintf (stderr,

"\n======== Mechanism CKM_GOSTR3410_KEY_WRAP not supported ===========\n");
} else {

fprintf (stderr,

"\n CKM_GOSTR3410_KEY_WRAP test ======== \n");

rc = test_gost3410_key_wrap(hSession);

if (rc !'= CKR_OK) {

fprintf (stderr,

"ERROR CKM_GOSTR3410_KEY_WRAP failed, rc = 0x%x\n", rc);
} else {

fprintf (stderr, "CKM_GOSTR3410_KEY_WRAP test passed.\n");
}

}

out_close:

if ( (ret = funcs->C_CloseSession(hSession)) != CKR_OK ) {
fprintf (stderr,

"Error: C_CloseSession failed with Ox%x\n", ret);

rc = ret;

}

else {

fprintf (stderr, "C_CloseSession success\n");

}

out:
return rc;

}

CK_RV test_gost3410_key_wrap(CK_SESSION_HANDLE sess)
{
CK_RV rc;
CK_BYTE value[1024];
static CK_BYTE id[4];
CK_ULONG 1len;
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CK_OBJECT_HANDLE send_pub_key = CK_INVALID_HANDLE;
CK_OBJECT_HANDLE send_priv_key = CK_INVALID_HANDLE;
CK_OBJECT_HANDLE recp_pub_key = CK_INVALID_HANDLE;
CK_OBJECT_HANDLE recp_priv_key = CK_INVALID_HANDLE;
CK_OBJECT_HANDLE cipher_key = CK_INVALID_HANDLE;
CK_OBJECT_HANDLE unwrapped_cipher_key = CK_INVALID_HANDLE;
CK_ATTRIBUTE attr;

CK_MECHANISM mechanism_desc = {CKM_GOSTR3410_KEY_WRAP, NULL, 0};

CK_MECHANISM_PTR mechanism = &mechanism_desc;

CK_MECHANISM mechanism_gen_desc =
{CKM_GOSTR3410_KEY_PAIR_GEN, NULL, O};

CK_MECHANISM_PTR mechanism_gen = &mechanism_gen_desc;

static CK_BBOOL ltrue = CK_TRUE;

static CK_BBOOL 1false = CK_FALSE;

static CK_OBJECT_CLASS oclass = CKO_SECRET_KEY;
static CK_OBJECT_CLASS oclass_pub = CKO_PUBLIC_KEY;
static CK_OBJECT_CLASS oclass_priv = CKO_PRIVATE_KEY;
static CK_KEY_TYPE wrapping_key_type = CKK_GOSTR3410;
static CK_KEY_TYPE wrapped_key_type = CKK_GOST28147;
// PAR ECC A 0ID

static CK_BYTE gostR3410params_A[] = {

0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, 0x23, 0x01
s

// PAR ECC XA 0ID

static CK_BYTE gostR3410params_XA[] = {

0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, 0x24, 0x00
s

// PAR HASH 1 0ID

static CK_BYTE gostR3411lparams[] = {

0x06, 0x07, 0Ox2a, 0x85, 0x03, 0x02, 0x02, Oxle, 0x01
s

// PAR CIPHER A 0ID

static CK_BYTE gost28147params_A[] = {

0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x01
s

// PAR CIPHER B 0ID

static CK_BYTE gost28147params_B[] = {

0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x02
s

// Cipher key value
static CK_BYTE cipher_key_val[] = {
0xc3,0x73,0x0c,0x5¢c,0xbc,0xca,0xcf,0x91,
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0xb5a,0xc2,0x92,0x67,0x6f,0x21,0xe8,0xbd,
Ox4e,0xf7,0x53,0x31,0xd9,0x40,0xbe,0x5f,
Ox1la,0x61,0xdc,0x31,0x30,0xa6,0x50,0x11
}s

// Template for cipher key generation

static CK_ATTRIBUTE cipher_templatel[] = {

CKA_VALUE, cipher_key_val, sizeof (cipher_key_val) },
CKA_TOKEN, &lfalse, sizeof(lfalse) },

CKA_SENSITIVE, &lfalse, sizeof(lfalse) I,
CKA_EXTRACTABLE, &ltrue, sizeof (ltrue) },
CKA_ENCRYPT, &ltrue, sizeof (ltrue) 1},

CKA_DECRYPT, &ltrue, sizeof(ltrue) I},

CKA_WRAP, &ltrue, sizeof(ltrue) 7},

CKA_UNWRAP, &ltrue, sizeof(ltrue) 1},

CKA_CLASS, &oclass, sizeof(oclass) 1},
CKA_GOST28147PARAMS,

gost28147params_A, sizeof(gost28147params_A) },

{ CKA_KEY_TYPE, &wrapped_key_type, sizeof (wrapped_key_type) }
s

A A A A A AR A A A

static CK_BYTE ukm[] = {
0x01, 0x02, 0x03, 0x04, 0x05, 0x06, 0x07, 0x08

s
static CK_GOSTR3410_KEY_WRAP_PARAMS params = {
gost28147params_A, sizeof (gost28147params_A),
ukm, 8,
CK_INVALID_HANDLE // Generate and use temporary ephemeral key pair
s

// Key pair labels
static CK_BYTE priv_label[] = "Private Key Lissi 5312";
static CK_BYTE pub_label[] = "Public Key Lissi 5312";

// Templates for key pair generation.

// Template for token public key generation and search.

static CK_ATTRIBUTE pub_template[] = {

CKA_LABEL, pub_label, sizeof (pub_label) - 1 },

CKA_TOKEN, &ltrue, sizeof (ltrue) I},

CKA_GOSTR3410PARAMS, gostR3410params_A, sizeof (gostR3410params_A) },
CKA_GOSTR3411PARAMS, gostR341lparams, sizeof (gostR341llparams) 1},
CKA_WRAP, &ltrue, sizeof(ltrue) I},

CKA_ENCRYPT, &ltrue, sizeof (CK_BBOOL) 1},

CKA_CLASS, &oclass_pub, sizeof(oclass_pub) },

CKA_KEY_TYPE, &wrapping_key_type, sizeof (wrapping_key_type) 1,

AN A A A A S A
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+;

// Template for token private key generation and search.
static CK_ATTRIBUTE priv_template[] = {

CKA_LABEL, priv_label, sizeof(priv_label) - 1 },
CKA_TOKEN, &ltrue, sizeof (ltrue) I},

CKA_EXTRACTABLE, &ltrue, sizeof(ltrue) I,
CKA_SENSITIVE, &lfalse, sizeof(lfalse) },

CKA_DERIVE, &ltrue, sizeof(ltrue) 1},

CKA_UNWRAP, &ltrue, sizeof (ltrue) },

CKA_DECRYPT, &ltrue, sizeof (CK_BBOOL) },

CKA_CLASS, &oclass_priv, sizeof(oclass_priv) 1},
CKA_KEY_TYPE, &wrapping_key_type, sizeof(wrapping_key_type) I,

A A A A A A A A

};

// Buffer for public key value

static CK_BYTE pub_value[] = {

0x1F, 0x64, 0x6B, 0x89, 0x3B, 0x28, 0x9F, 0x68,
0x9E, 0xD7, 0Oxb1, 0x91, O0xF9, OxFA, OxAB, OxE6,
0xA4, 0xDA, 0x78, 0x7A, 0x82, 0xD1, 0xB7, OxEO,
0xCB, O0xOE, OxBD, 0x74, 0x07, 0x9C, 0x63, 0xC7,
0xC5, 0x9D, 0xB2, Ox6A, 0x42, 0xB5, 0x66, 0x20,
0x3F, OxFA, 0x80, OxF4, 0xE8, OxBE, 0xC4, 0x08,
0x69, 0x30, 0x9E, 0x3F, 0xbA, 0x96, 0x5F, 0x51,
0xC4, 0x5C, 0x04, 0x44, 0x7B, 0x10, 0xBO, 0x25
};

// Template for public key object creation

static CK_ATTRIBUTE new_pub_template[] = {

CKA_CLASS, &oclass_pub, sizeof(oclass_pub) },

CKA_KEY_TYPE, &wrapping_key_type, sizeof(wrapping_key_type) I,
CKA_GOSTR3410PARAMS, gostR3410params_A, sizeof (gostR3410params_A) },
CKA_GOSTR3411PARAMS, gostR341lparams, sizeof(gostR341llparams) },
CKA_WRAP, &ltrue, sizeof (CK_BBOOL) I,

CKA_ENCRYPT, &ltrue, sizeof (CK_BBOOL) 1},

CKA_VALUE, pub_value, sizeof (pub_value) }

AN A A A S S

s
// Session public key object handle
CK_OBJECT_HANDLE new_pub_key = CK_INVALID_HANDLE;

CK_OBJECT_HANDLE hObject = CK_INVALID_HANDLE;
CK_ULONG ulObjectCount = O;

SYSTEMTIME t1, t2;
CK_ULONG diff;
AMCECH
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// Generate sender key pair objects

rc = funcs->C_GenerateKeyPair (sess, mechanism_gen,
pub_template, sizeof (pub_template)/sizeof (CK_ATTRIBUTE),
priv_template, sizeof (priv_template)/sizeof (CK_ATTRIBUTE),
&send_pub_key, &send_priv_key);

if (rc !'= CKR_OK) {

fprintf (stderr,

"%4d: C_GenerateKeyPair failed, rc = Ox%x\n"
return rc;

}

printf ("Sender key pair generation OK\n");

LINE__, rc);

b —_—

// Generate recipient key pair objects

rc = funcs->C_GenerateKeyPair(sess, mechanism_gen,
pub_template, sizeof (pub_template)/sizeof (CK_ATTRIBUTE),
priv_template, sizeof (priv_template)/sizeof (CK_ATTRIBUTE),
&recp_pub_key, &recp_priv_key);

if (rc !'= CKR_OK) {

fprintf (stderr,

"%4d: C_GenerateKeyPair failed, rc = OxJx\n"
return rc;

}
printf ("Recipient key pair generation 0K\n");

LINE__, rc);

E J—

// Get public key value

attr.type = CKA_VALUE;

attr.pValue = pub_value;

attr.ulValuelen = sizeof (pub_value);

rc = funcs->C_GetAttributeValue(sess, recp_pub_key, &attr, 1);
if (rc !'= CKR_OK) {

fprintf (stderr,

"%4d: C_GetAttributeValue failed, rc = 0x%x\n"
return rc;

}

// gost_hexdump (stdout,

// "Recipient Public Key Value:", pub_value, attr.ulValueLen);

LINE__, rc);

3 —_——

// Create session public key object from its value.
// There is no need to do it here but we make session public
// key for testing only.
rc = funcs->C_CreateObject(sess, new_pub_template,
sizeof (new_pub_template)/sizeof (CK_ATTRIBUTE), &new_pub_key);
if (rc != CKR_OK) {
fprintf (stderr,
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"%4d: C_CreateObject failed, rc = 0x)x\n"
return rc;

}

LINE__, rc);

) —-— ——

// Create cipher key object from its value
rc = funcs->C_CreateObject(sess, cipher_template,

sizeof (cipher_template)/sizeof (CK_ATTRIBUTE), &cipher_key);
if (rc !'= CKR_OK) {
fprintf (stderr,
"%4d: C_CreateObject failed, rc = Ox%x\n"
return rc;

}

LINE__, rc);

b —_——

// Get cipher key to the value buffer

// from the cipher_key object (for testing).

attr.type = CKA_VALUE;

attr.pValue = value;

attr.ulValuelen = sizeof(value);

rc = funcs->C_GetAttributeValue(sess, cipher_key, &attr, 1);
if (rc !'= CKR_OK) {

fprintf (stderr,

"%4d: C_GetAttributeValue failed, rc = 0x¥%x\n"
return rc;

}

len = attr.ulValuelen;

// gost_hexdump(stdout, "Cipher key value:", value, len);

LINE rc);

) == —_—

mechanism->pParameter = &params;
mechanism->ulParameterLen = sizeof (params);

// avg_time = 0;

// max_time = 0;

// min_time = OxFFFFFFFF;

//  for (i=0; i < 10; i++) {

// GetSystemTime (&t1) ;

params.pWrap0OID = gost28147params_A;
params.ulWrapOIDLen = sizeof (gost28147params_A);
// Ucnonb30BaTh 3aKpHTHE OTIPABUTEINS

// unu NULL gma reHepainuu 3>deMepHOH KIIOYEBOW MapH.
params.hKey = send_priv_key;

// Get wrapping key length only.

len = sizeof(value);

rc = funcs->C_WrapKey(sess, mechanism,
new_pub_key, cipher_key, NULL, &len);
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if (rc !'= CKR_OK) {

fprintf (stderr,

"%4d: C_WrapKey failed, rc = Ox%x\n"
return rc;

}

// fprintf (stdout, "Wrapped key length = %d\n", len);

LINE__, rc);

3 —_—

// Wrap cipher key with public key to the value buffer.
GetSystemTime (&t1);

rc = funcs->C_WrapKey(sess, mechanism,

new_pub_key, cipher_key, value, &len);
GetSystemTime (&t2) ;
diff = process_time(tl, t2);

fprintf(stderr, "C_WrapKey time: %1ld msec\n", diff );

if (rc != CKR_OK) {

fprintf (stderr,

"%4d: C_WrapKey failed, rc = 0x%x\n"

return rc;

}

// gost_hexdump(stdout, "Wrapped cipher key value:", value, len);

LINE__, rc);

b —_—

printf ("Key wrapped O0K\n");

/%

// TlpoBepsieM BapmaHT c oTcyTcTBybmuM 0ID 3411 (0x05, 0x00)
memcpy (value+0x4f+2, value+0x4f+9, len-(0x4£f+9));

len -=7;

*/

params.pWrapOID = NULL;

params.ulWrapOIDLen = O;

// VcImonb30BaThb OTKPHTHI KIOY OTIPABUTEINS

// unu NULL mpu reHepanuu 3>dpeMepHOH KIOYEBOW MapH.

if (len <= 65) {

params.hKey = send_pub_key;

b
GetSystemTime (&t1) ;
// Unwrap cipher key with recipient private key from the value buffer.
// Don’t use the first CKA_VALUE attribute -

// it will be added as a result of C_UnwrapKey for cipher_key.
rc = funcs->C_UnwrapKey(sess, mechanism,

recp_priv_key, value, len, cipher_template + 1,
sizeof (cipher_template)/sizeof (CK_ATTRIBUTE) - 1, &unwrapped_cipher_key);
GetSystemTime (&t2);
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diff = process_time(tl, t2);
fprintf(stderr, "C_UnwrapKey time: %1d msec\n", diff );
if (rc !'= CKR_OK) {
fprintf (stderr,
"%4d: C_UnwrapKey failed, rc = Ox¥)x\n"
return rc;
}
printf ("Key unwrapped OK\n");

LINE

) —— pa—l

rc);

// Restore cipher key to the value buffer from the cipher_key object.
attr.type = CKA_VALUE;

attr.pValue = value;

attr.ulValuelen = sizeof(value);

rc = funcs->C_GetAttributeValue(sess, unwrapped_cipher_key, &attr, 1);
if (rc !'= CKR_O0K) {

fprintf (stderr,

"%4d: C_GetAttributeValue failed, rc = Ox%x\n", __LINE__, rc);
return rc;

}

len = attr.ulValuelen;

// Check cipher key value

if (len !'= sizeof(cipher_key_val)) {

fprintf (stderr,

"%4d: Invalid result length: J%d\n", __LINE__, len);
return -1;

}

if (memcmp(value, cipher_key_val, len) != 0) {
fprintf(stderr, "%4d: Invalid result value\n", __LINE__);
return -2;

}

printf ("Unwrapped key is equal to source key\n");

rc = funcs->C_DestroyObject(sess, unwrapped_cipher_key);
if (rc != CKR_OK) {

fprintf (stderr,

"%4d: C_DestroyObject failed, rc = Ox%x\n", __LINE__, rc);
return rc;

}

// GetSystemTime (&t2) ;

// diff = process_time(tl, t2);

// avg_time += diff;

// if (diff < min_time)

// min_time = diff;

// if (diff > max_time)
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// max_time = diff;

//}

//  printf("10 GOST R34.10-2001 Wrap/Unwrap operations: %1d \n", avg_time );
//  printf("Minimum: %1d \n", min_time );

// printf ("Maximum: %1d \n", max_time );

//  printf("\n");

// Destroy session public key

rc = funcs->C_DestroyObject(sess, new_pub_key);
if (rc !'= CKR_O0K) {

fprintf (stderr,

"%4d: C_DestroyObject failed, rc = 0x%x\n"
return rc;

}

// Destroy cipher key

rc = funcs->C_DestroyObject(sess, cipher_key);
if (rc !'= CKR_OK) {

fprintf (stderr,

"%4d: C_DestroyObject failed, rc = 0x%x\n"
return rc;

}

rc = funcs->C_DestroyObject(sess, recp_pub_key);
if (rc !'= CKR_OK) {

fprintf (stderr,

"%4d: C_DestroyObject failed, rc = 0x%x\n"
return rc;

}

rc = funcs->C_DestroyObject(sess, recp_priv_key);
if (rc !'= CKR_OK) {

fprintf (stderr,

"%4d: C_DestroyObject failed, rc = Oxix\n"
return rc;

}

rc = funcs->C_DestroyObject(sess, send_pub_key);

if (rc != CKR_OK) {

fprintf (stderr,

"%4d: C_DestroyObject failed, rc = Ox¥%x\n", __LINE__, rc);
return rc;

}

rc = funcs->C_DestroyObject(sess, send_priv_key);

if (rc !'= CKR_OK) {

fprintf (stderr,

"%4d: C_DestroyObject failed, rc = OxY%x\n", __LINE__, rc);
return rc;

LINE__, rc);

3 —_——

LINE__, rc);

b —_—

LINE__, rc);

3 —_—

LINE__, rc);

E J—
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}
printf ("SUCCESS\n");
rc = CKR_OK;

return rc;

3

3.3.17 TeHepauus knio4a wndpoBaHnst Ha napone

IIpu pabotre ¢ TpancmopTHbIM KOHTeiHEpOM Tutta, PKCS#12 Tpebyercst reHepupoBaTh
KJIIOY g pPoBaHnsa Ha Hapose. B JaHHOM mpuMepe 9TO JAeJAeTCA C MTOMOIIBIO OO0
HUTeabHOro Mexanu3ma CKM_PKCS5_PBKD2, B COOTBETCTBUH C peKOMeHaIusiMu Paboweii

rpynnst TK 26.

#include "test_common.h"

CK_RV test_crypto();

CK_RV test_pkcs5_pbkd2_key_gen(CK_SESSION_HANDLE sess);

int main(int argc, char *argv[]) {
CK_RV rc = CKR_OK;

rc = test_main(argc, argv);

if (rc != CKR_OK) {

fprintf(stderr, "test_main failed: O0x%x\n", rc);
return rc;

}

rc = test_crypto(Q);

if (rc !'= CKR_O0K) {

fprintf(stderr, "test_crypto failed: Ox%x\n", rc);
return rc;

}

return CKR_OK;

}

CK_RV test_crypto()

{

CK_RV rc, ret;
CK_SESSION_HANDLE hSession;
CK_MECHANISM_INFQO minfo;

rc = funcs->C_OpenSession(SlotId,
CKF_RW_SESSION | CKF_SERIAL_SESSION,
NULL_PTR, NULL_PTR, &hSession);
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if (rc !'= CKR_OK) {

fprintf (stderr,

"ERROR call to C_OpenSession failed, rc = Ox%x\n", rc);
goto out;

}

fprintf(stderr, "C_OpenSession success\n");

/*

// log in as normal user

rc = funcs->C_Login(hSession, CKU_USER, user_pin, strlen(user_pin));
if (rc != CKR_OK) {

fprintf (stderr, "ERROR call to C_Login failed, rc = Ox%x\n", rc);
goto out_close;

}

fprintf (stderr, "C_Login success\n");

*/

rc = funcs->C_GetMechanismInfo(SlotId, CKM_PKCS5_PBKD2, &minfo);

if (rc !'= CKR_OK) {

fprintf (stderr,

"\n======== Mechanism CKM_PKCS5_PBKD2 not supported ===========\n");
} else {

fprintf (stderr,

"\n CKM_PKCS5_PBKD2 test \n");

rc = test_pkcsb5_pbkd2_key_gen(hSession);
if (rc !'= CKR_OK) {

fprintf (stderr,

"ERROR CKM_PKCS5_PBKD2 failed, rc = 0x%x\n", rc);
} else {

fprintf (stderr, "CKM_PKCS5_PBKD2 test passed.\n");
}

}

if ( (ret = funcs->C_CloseSession(hSession)) != CKR_OK ) {
fprintf (stderr,

"Error: C_CloseSession failed with Ox%x\n", ret);
rc = ret;

}

else {

fprintf(stderr, "C_CloseSession success\n");

}

out:

return rc;

}
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CK_RV test_pkcs5_pbkd2_key_gen(CK_SESSION_HANDLE sess)

{

CK_RV rc = CKR_OK;

CK_BYTE value[256];

CK_ULONG len;
CK_MECHANISM mechanism_desc = {CKM_PKCS5_PBKD2, NULL, O};
CK_MECHANISM_PTR mechanism = &mechanism_desc;

CK_OBJECT_HANDLE key = CK_INVALID_HANDLE;

static CK_BBOOL ltrue = CK_TRUE;

static CK_BBOOL 1lfalse = CK_FALSE;

static CK_BYTE gost28147_A[] = {

0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x01
+;

CK_OBJECT_CLASS 1lclass = CKO_SECRET_KEY;

CK_KEY_TYPE keyType = CKK_GOST28147;

CK_CHAR label[] = "A GOST28147 secret key object";
CK_PKCS5_PBKD2_PARAMS params;

// CryptoPro gostR3411 A Param Set

static CK_BYTE oid_default[] = {

0x06, 0x07, 0Ox2a, 0x85, 0x03, 0x02, 0x02, Oxle, 0x01
};

CK_ATTRIBUTE attr;

static CK_BYTE salti[] = { 0x12, 0x34, 0x56, 0x78, 0x78, 0x56, 0x34 };
static CK_ULONG iterl = 5;

static CK_UTF8CHAR_PTR passwordl = "password+";
static CK_ULONG passwordl_len = 9;

static CK_BYTE etl11[] = {
0x35,0x0e,0x07,0xc5,0xb7,0xfc,0xe8,0xe2,
0xa0,0xa8,0xdf,0xc3,0x92,0xc0,0x49,0x96,
0x4c,0xbl,0x66,0x31,0x9b,0x58,0x6e,0x9f,
0x46,0x22,0x86,0x76,0xbd,0x63,0xdb,0xf3,

+;

static CK_BYTE salt2[] = {

Oxbf, 0xb2, 0xd3, 0x23, 0x3e, 0xe6, 0x21, 0xd8
};

static CK_ULONG iter2 = 2048;

static CK_UTF8CHAR_PTR password2 = "1111";
static CK_ULONG password2_len = 4;

static CK_BYTE et12[] = {
0x76,0xf1,0xf3,0x45,0x6b,0x43,0x48,0x99,
0xe0,0xfc,0xda,0xf8,0x49,0xc2,0x68,0x46,
0x7b,0xd5,0x34,0x5b,0x25,0x09,0x74,0x4e,
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0x0b,0x32,0x7b,0xb9,0x1e,0x8f,0xfa,0x1a,

};

static CK_BYTE salt3[] = {

0x8C, 0xbB, 0x3E, O0xE5, 0xCD, 0x27, OxFA, 0x28

+s

static CK_ULONG iter3 = 2048;

CK_UTF8CHAR_PTR password3 = "4444";

CK_ULONG password3_len = 4;

static CK_BYTE et13[] = {

0xDB, 0xD1, 0x28, 0x79, 0xF6, OxFC, 0x2C, 0xO0C,
0x8D, 0xC8, 0x06, 0x18, 0x15, 0xDB, 0xF9,
0x58, 0xA8, 0x9C, O0x3F, 0x55, 0x96, 0x13,
0xDB, 0x18, 0xD9, OxO0A, 0x84, 0xF2, 0x53,

static

static

};
CK_ATTRIBUTE key_template[] = {
{ CKA_CLASS, &lclass, sizeof(lclass)},
{ CKA_KEY_TYPE, &keyType, sizeof (keyType)
{ CKA_TOKEN, &lfalse, sizeof(lfalse) 1},
{ CKA_LABEL, label, sizeof(label) },
{ CKA_ENCRYPT, &ltrue, sizeof (ltrue) },
{ CKA_GOST28147_PARAMS, gost28147_A, sizeof (gost28
{ CKA_SENSITIVE, &lfalse, sizeof(lfalse) 1},
{ CKA_EXTRACTABLE, &ltrue, sizeof(ltrue) }
};
/%
typedef struct CK_PKCS5_PBKD2_PARAMS {
CK_PKCS5_PBKDF2_SALT_SOURCE_TYPE
CK_VOID_PTR
CK_ULONG
CK_ULONG
CK_PKXCS5_PBKD2_PSEUDO_RANDOM_FUNCTION_TYPE
CK_VOID_PTR
CK_ULONG
CK_UTF8CHAR_PTR
CK_ULONG_PTR
} CK_PKCS5_PBKD2_PARAMS;
*/

saltSource = CKZ_SALT_SPECIFIED;

pSaltSourceData = saltil;

params.ulSaltSourceDatalen = sizeof(saltl);

params.iterations iterl;

params.prf = CKP_PKCS5_PBKD2_HMAC_GOSTR3411;
params.pPrfData = oid_default;

params.
params.

0x8B,
0xDC,
0x8E,

147_4) },

saltSource;
pSaltSourceData;
ulSaltSourceDatalen;
iterations;

prt;

pPrfData;
ulPrfDatalen;
pPassword;
ulPasswordLen;
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params.ulPrfDatalen = sizeof (oid_default);
params.pPassword = passwordl;
params.ulPasswordLen = &passwordl_len;

mechanism->pParameter = &params;

mechanism->ulParameterlLen = sizeof (params);

rc = funcs->C_GenerateKey(sess, mechanism,

key_template, sizeof(key_template)/sizeof (CK_ATTRIBUTE), &key);
if (rc != CKR_OK) {

fprintf (stderr,

"%4d: C_GenerateKey failed, rc = Oxix\n"
return rc;

b

LINE rc);

) == —_—

attr.type = CKA_VALUE;

attr.pValue = value;

attr.ulValuelen = sizeof (value);

rc = funcs->C_GetAttributeValue(sess, key, &attr, 1);
if (rc !'= CKR_OK) {

fprintf (stderr,

"%4d: C_GetAttributeValue failed, rc = Ox¥%x\n", __LINE__, rc);
return rc;

}

len = attr.ulValuelen;

rc = funcs->C_DestroyObject(sess, key);

if (rc !'= CKR_OK) {

fprintf (stderr,

"%4d: C_DestroyObject failed, rc = Ox%x\n", __LINE__, rc);
return rc;

}

if (len '= sizeof(etl11l)) {

fprintf (stderr,

"%4d: Invalid result length: J%d\n", __LINE__, len);
return -1;

}

if (memcmp(value, etll, len) != 0) {

fprintf(stderr, "%4d: Invalid result value\n", __LINE__);
return -2;

}

params.saltSource = CKZ_SALT_SPECIFIED;
params.pSaltSourceData = salt2;
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params.ulSaltSourceDatalen = sizeof(salt2);

params.iterations = iter2;

params.prf = CKP_PKCS5_PBKD2_HMAC_GOSTR3411;
params.pPrfData = oid_default;
params.ulPrfDatalen = sizeof(oid_default);

params.pPassword = password2;

params.ulPasswordlLen = &password2_len;

mechanism->pParameter = &params;

mechanism->ulParameterLen = sizeof (params);

rc = funcs->C_GenerateKey(sess, mechanism,

key_template, sizeof (key_template)/sizeof (CK_ATTRIBUTE), &key);
if (rc !'= CKR_OK) {

fprintf (stderr,

"%4d: C_GenerateKey failed, rc = Ox%x\n"
return rc;

3

LINE__, rc);

b —_—

attr.type = CKA_VALUE;

attr.pValue = value;

attr.ulValuelen = sizeof(value);

rc = funcs->C_GetAttributeValue(sess, key, &attr, 1);
if (rc !'= CKR_OK) {

fprintf (stderr,

"%4d: C_GetAttributeValue failed, rc = Ox%x\n"
return rc;

}

len = attr.ulValuelen;

LINE__, rc);

3 —_—

rc = funcs->C_DestroyObject(sess, key);

if (rc != CKR_OK) {

fprintf (stderr,

"%4d: C_DestroyObject failed, rc = Oxix\n"
return rc;

¥

LINE rc);

) == —_—

CHECK (value, len, etl2);

params.saltSource = CKZ_SALT_SPECIFIED;

params.pSaltSourceData = salt3;

params.ulSaltSourceDatalen = sizeof(salt3);

params.iterations = iter3;

params.prf = CKP_PKCS5_PBKD2_HMAC_GOSTR3411;
params.pPrfData = oid_default;
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params.ulPrfDatalen = sizeof (oid_default);
params.pPassword = password3;
params.ulPasswordLen = &password3_len;

mechanism->pParameter = &params;

mechanism->ulParameterlLen = sizeof (params);

rc = funcs->C_GenerateKey(sess, mechanism,

key_template, sizeof(key_template)/sizeof (CK_ATTRIBUTE), &key);
if (rc != CKR_OK) {

fprintf (stderr,

"%4d: C_GenerateKey failed, rc = Oxix\n"
return rc;

b

LINE rc);

) == —_—

attr.type = CKA_VALUE;

attr.pValue = value;

attr.ulValuelen = sizeof (value);

rc = funcs->C_GetAttributeValue(sess, key, &attr, 1);
if (rc !'= CKR_OK) {

fprintf (stderr,

"%4d: C_GetAttributeValue failed, rc = OxV%x\n"
return rc;

}

len = attr.ulValuelen;

LINE__, rc);

3 —_—

rc = funcs->C_DestroyObject(sess, key);

if (rc !'= CKR_OK) {

fprintf (stderr,

"%4d: C_DestroyObject failed, rc = Ox%x\n"
return rc;

¥

LINE rc);

) == —_—

CHECK (value, len, etl3);

printf ("SUCCESS\n") ;

rc = CKR_OK;
return rc;
}

3.3.18 leHepauyusn kntoya ayteHTudmkKaumMm Ha napose

Jonoymnurenbabiit Mmexanu3am CKM_PBA_GOSTR3411_WITH_GOSTR3411_HMAC BbIpabaThI-
BaeT Ha IapoJie TaK HA3bIBAEMbIH KJII0Y ayTeHTUMUKAIINN, 3HAYECHIHE KOTOPOTr'O UCIOJIB3Y-
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eTcsl JIJIsT IPOBEPKH IIeJIOCTHOCTH TpaHCcmopTHOro KoHTeitHepa PKCS#12. 3amernm, aro
Takoil Kirod umeer tuil CKK_GENERIC_SECRET.

#include "test_common.h"

CK_RV test_crypto();
CK_RV test_pba_gost3411_with_gost3411_hmac (CK_SESSION_HANDLE sess);

int main(int argc, char *argv[]) {
CK_RV rc = CKR_OK;

rc = test_main(argc, argv);

if (rc !'= CKR_OK) {

fprintf (stderr, "test_main failed: Ox%x\n", rc);
return rc;

}

rc = test_crypto(Q);

if (rc !'= CKR_O0K) {

fprintf (stderr, "test_crypto failed: Ox%x\n", rc);
return rc;

}

return CKR_OK;

}

CK_RV test_crypto()

{

CK_RV rc, ret;
CK_SESSION_HANDLE hSession;
CK_MECHANISM_INFO minfo;

rc = funcs->C_0OpenSession(SlotId,
CKF_RW_SESSION | CKF_SERIAL_SESSION,
NULL_PTR, NULL_PTR, &hSession);

if (rc !'= CKR_O0K) {

fprintf (stderr,

"ERROR call to C_OpenSession failed, rc = Ox%x\n", rc);
goto out;

}

fprintf (stderr, "C_OpenSession success\n");

/*

// log in as normal user

rc = funcs->C_Login(hSession, CKU_USER, user_pin, strlen(user_pin));
if (rc !'= CKR_O0K) {

fprintf(stderr, "ERROR call to C_Login failed, rc = Ox%x\n", rc);
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goto out_close;

}

fprintf (stderr, "C_Login success\n");

*/

rc = funcs->C_GetMechanismInfo(SlotId,
CKM_PBA_GOSTR3411_WITH_GOSTR3411_HMAC, &minfo);
if (rc '= CKR_OK) {

fprintf (stderr,

"\n======== Mechanism CKM_PBA_GOSTR3411_WITH_GOSTR3411_HMAC not supported ===========\n");
} else {

fprintf (stderr,

"\n CKM_PBA_GOSTR3411_WITH_GOSTR3411_HMAC test \n") ;

rc = test_pba_gost3411_with_gost3411_hmac(hSession);

if (rc !'= CKR_OK) {

fprintf (stderr,

"ERROR CKM_PBA_GOSTR3411_WITH_GOSTR3411_HMAC failed, rc = Ox¥)x\n",
rc);

} else {

fprintf (stderr,

"CKM_PBA_GOSTR3411_WITH_GOSTR3411_HMAC test passed.\n");

}

}

if ( (ret = funcs->C_CloseSession(hSession)) != CKR_OK ) {
fprintf(stderr, "Error: C_CloseSession failed with 0x’x\n", ret);
rc = ret;

}

else {

fprintf(stderr, "C_CloseSession success\n");

}

out:
return rc;

}

CK_RV test_pba_gost3411_with_gost3411_hmac (CK_SESSION_HANDLE sess)
{
int rc = 0;
CK_BYTE value[256];
CK_ULONG 1len;
CK_MECHANISM mechanism_desc =
{CKM_PBA_GOSTR3411_WITH_GOSTR3411_HMAC, NULL, 0};
CK_MECHANISM_PTR mechanism = &mechanism_desc;
CK_OBJECT_HANDLE key = CK_INVALID_HANDLE;
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static CK_BBOOL ltrue = CK_TRUE;
static CK_BBOOL 1lfalse = CK_FALSE;
CK_GOSTR3411_PBE_PARAMS params;
CK_ATTRIBUTE attr;
CK_KEY_TYPE key_type = O;
// CryptoPro gostR3411 A Param Set
static CK_BYTE oid_default[] = {
0x06, 0x07, 0Ox2a, 0x85, 0x03, 0x02, 0x02, Oxle, 0x01,
};
// Real PKCS#12 params and ethalon
static CK_BYTE salt4[] = {
0xDF, 0x7C, 0x5C, 0x10, OxA4, 0xD5, 0x22, 0x62,
};
static CK_ULONG iterd4 = 2048;
// Use UTF-8 password here
// Converting from UTF-8 to UTF-16 in soft token
static CK_UTF8CHAR password4[] = {0x34, 0x34, 0x34, 0x34};
static CK_ULONG password4_len = 4;
static CK_BYTE et14[] = {
0x93, 0x88, 0x91, Ox11, 0x20, 0x43, 0xC4, 0xD1,
0xCA, 0x23, 0x82, OxEF, 0x86, 0x4A, 0x67, 0x31,
0xBD, 0x29, OxEF, 0x82, 0x94, 0xDD, 0x23, 0x50,
0x63, 0x0B, 0xCB, Ox1E, 0xb5A, 0xC9, 0x06, 0xC3,
};
static CK_ATTRIBUTE key_template[] = {
{ CKA_SENSITIVE, &lfalse, sizeof(lfalse) },
{ CKA_EXTRACTABLE, &ltrue, sizeof (ltrue) }
};

params.p0ID = oid_default;
params.ul0IDLen = sizeof (oid_default);
params.pSalt = salté4;
params.ulSaltlLen = sizeof (salt4);
params.ullteration = iter4;
params.pPassword = password4;
params.ulPasswordLen = password4_len;
mechanism->pParameter = &params;
mechanism->ulParameterLen = sizeof (params);
// MexauuaMm CKM_PBA_GOSTR3411_WITH_GOSTR3411_HMAC BhpabaThHBaeT
// Ha mapoje Tak Ha3HBaeMHH KINY ayTeHTUPUKALNH,
// 3HadYeHWe KOTOPOTO MCIONb3YeTCHA AJNA IPOBEPKU IIEIOCTHOCTH
// TpaHcHopTHOro KoHTeliHepa PKCS#12.
rc = funcs->C_GenerateKey(sess, mechanism,
key_template, sizeof (key_template)/sizeof (CK_ATTRIBUTE), &key);
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if (rc '= CKR_OK) {
fprintf (stderr, "C_GenerateKey failed: Ox¥%x\n", rc);
goto end;
}
attr.type = CKA_KEY_TYPE;
attr.pValue = &key_type;
attr.ulValuelen = sizeof (key_type);
rc = funcs->C_GetAttributeValue(sess, key, &attr, 1);
len = attr.ulValuelen;
if (key_type '= CKK_GENERIC_SECRET) {

fprintf (stderr,
"Key type Ox/%x != CKK_GENERIC_SECRET\n", key_type);
rc = -1;
goto end;
¥

attr.type = CKA_VALUE;

attr.pValue = value;

attr.ulValuelen = sizeof(value);

rc = funcs->C_GetAttributeValue(sess, key, &attr, 1);

if (rc !'= CKR_O0K) {

fprintf (stderr, "C_GetAttributeValue failed: Ox%x\n", rc);
goto end;

}

len = attr.ulValuelen;

printf ("Generated PBA key value:\n");
print_hex(value, len);

CHECK(value, len, etl4d);

printf ("SUCCESS\n") ;

rc = CKR_OK;

end:

if (key != CK_INVALID_HANDLE) {
funcs->C_DestroyObject(sess, key);
}

return rc;

}

3.3.19 MexaHusmbl gna TLS

B LS11SW noaaepKuBaioTcs JOIOJHUTEIbHBIE MEXAHU3MBI JJIsI HOIIEPXKKH IIPOTOKO-
ga TLS:
CKM_TLS_GOST_PRF,
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CKM_TLS_GOST_PRE_MASTER_KEY_GEN,

CKM_TLS_GOST_MASTER_KEY_DERIVE u

CKM_TLS_GOST_KEY_AND_MAC_DERIVE.
Hwurke mpuBoguTCs TpUMeEpHI, TEMOHCTPUPYIONINE TPUMEHEHNE STUX MEXaHI3MOB.
CKM_TLS_GOST_PRF:

#include "test_common.h"

CK_RV test_crypto();
CK_RV test_tls_prf (CK_SESSION_HANDLE sess);

int main(int argc, char *argv([]) {
CK_RV rc = CKR_OK;

rc = test_main(argc, argv);

if (rc !'= CKR_OK) {

fprintf (stderr, "test_main failed: O0x%x\n", rc);
return rc;

}

rc = test_crypto();

if (rc !'= CKR_O0K) {

fprintf(stderr, "test_crypto failed: 0x%x\n", rc);
return rc;

}

return CKR_OK;

}

CK_RV test_crypto()

{

CK_RV rc, ret;
CK_SESSION_HANDLE hSession;
CK_MECHANISM_INFQO minfo;

rc = funcs->C_OpenSession(SlotId,
CKF_RW_SESSION | CKF_SERIAL_SESSION,
NULL_PTR, NULL_PTR, &hSession);

if (rc !'= CKR_OK) {

fprintf (stderr,

"ERROR call to C_OpenSession failed, rc = Ox¥%x\n", rc);
goto out;

}

fprintf (stderr, "C_OpenSession success\n");

/%

// log in as normal user
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rc = funcs->C_Login(hSession, CKU_USER, user_pin, strlen(user_pin));
if (rc !'= CKR_O0K) {

fprintf (stderr, "ERROR call to C_Login failed, rc = Ox%x\n", rc);
goto out_close;

}

fprintf(stderr, "C_Login success\n");

*/

rc = funcs->C_GetMechanismInfo(SlotId, CKM_TLS_GOST_PRF, &minfo);
if (rc !'= CKR_OK) {

fprintf (stderr,

"\n======== Mechanism CKM_TLS_GOST_PRF not supported ===========\n");
} else {

fprintf (stderr,

"\n CKM_TLS_GOST_PRF test \n");

rc = test_tls_prf (hSession);
if (rc !'= CKR_OK) {

fprintf (stderr,

"ERROR CKM_TLS_GOST_PRF failed, rc = 0x%x\n", rc);
} else {

fprintf (stderr, "CKM_TLS_GOST_PRF test passed.\n");
}

}

if ( (ret = funcs->C_CloseSession(hSession)) != CKR_OK ) {
fprintf (stderr,

"Error: C_CloseSession failed with Ox%x\n", ret);
rc = ret;

}

else {

fprintf (stderr, "C_CloseSession success\n");

}

out:

return rc;

}

CK_RV test_tls_prf(CK_SESSION_HANDLE sess)
{
int rc = 0;
static CK_BYTE value[12];
CK_MECHANISM mechanism_desc = {CKM_TLS_GOST_PRF, NULL, 0};
CK_MECHANISM_PTR mechanism = &mechanism_desc;
CK_OBJECT_HANDLE keyh = CK_INVALID_HANDLE;
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static CK_OBJECT_CLASS oclass = CKO_SECRET_KEY;

static CK_KEY_TYPE key_type = CKK_GENERIC_SECRET;

static CK_BBOOL ltrue = CK_TRUE;

// Using master secret (48 bytes) from LCJSSE test utility.
static CK_BYTE keyvall]l = {
0x76,0x22,0x41,0x3d,0x5a,0xb6,0x7f,0x5b,
0x86,0x2e,0x75,0x97,0xe8,0xf9,0x31,0xe4,
0x2f,0x13,0x13,0xd5,0x61,0xed,Oxab,0xed,
0xa5,0x4b,0xd8,0x5d,0x60,0x0a,0xec,0x99,
0x45,0xfe,0x39,0xal,0xb7,0x62,0x0d,0x66,
0x3c,0xdd,0xb3,0x71,0x90,0x0£f,0xc3,0xdd

+;

// Using real TLS message label from LirJSSE test utility.
static CK_BYTE label[] = "client finished";

// seed (64 bytes) = client_random (32 bytes) + server_random (32 bytes)
// Using concatenated client_random and server_random data (32+32 bytes)
// from LCJSSE test utility.

static CK_BYTE seed[] = {
0x87,0xba,0x38,0x94,0xa4,0xf9,0x3c,0x30,
0x65,0xfc,0x66,0xbe,0xf2,0xc0,0x09,0xb9,
0xc3,0x26,0x3e,0x16,0xc7,0x28,0x14,0x27,
0x98,0x26,0xe4,0xd5,0x30,0x7f,0x9a,0x2d,
0x87,0x0e,0x1d,0x34,0xaf,0x28,0x1c,0x60,
Oxae,0x8d,0x26,0xe4,0xd5,0x30,0x7f,0x9a,
0x2d,0x87,0x0e,0x1d,0x34,0xaf,0x28,0x1c,
0x60,0xae,0x8d,0x21,0xee,0x7d,0x52,0x44

};

// Using resulting TLS PRF value (12 bytes) from LCJSSE test utility.
static CK_BYTE et_gost[] = {
0x2a,0x6b,0x4c,0x14,0x61,0xbl1,0x39,0x2d,
0x18,0xdf,0x8a,0x8d,

};

static CK_ATTRIBUTE key_template[] = {

{ CKA_VALUE, keyval, sizeof (keyval) },

{ CKA_CLASS, &oclass, sizeof(oclass) 1},

{ CKA_KEY_TYPE, &key_type, sizeof (key_type) },

{ CKA_DERIVE, &ltrue, sizeof(ltrue) 1}

};

static CK_ULONG len = sizeof (value);

// CryptoPro GOST 3411 HASH 1 Param Set 0ID

static CK_BYTE oid_hash_1[] = {

0x06, 0x07, 0Ox2a, 0x85, 0x03, 0x02, 0x02, Oxle, 0x01

};

static CK_TLS_GOST_PRF_PARAMS params_gost = {
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{
seed, sizeof(seed),
label, sizeof(label) - 1,
value, &len

},

oid_hash_1,

sizeof (oid_hash_1)
};

rc = funcs->C_CreateObject(sess,

key_template, sizeof (key_template)/sizeof (CK_ATTRIBUTE),
&keyh) ;

if (rc !'= CKR_OK) {

fprintf(stderr, "C_CreateObject failed: O0x%x\n", rc);
return rc;

}

mechanism->pParameter = &params_gost;
mechanism->ulParameterLen = sizeof (params_gost);
rc = funcs->C_DeriveKey(sess, mechanism,

keyh, NULL_PTR, O, NULL_PTR);

if (rc !'= CKR_OK) {

fprintf (stderr, "C_DeriveKey failed: O0x%x\n", rc);
return rc;

}
CHECK(value, len, et_gost);

rc = funcs->C_DestroyObject(sess, keyh);

if (rc !'= CKR_OK) {

fprintf (stderr, "C_DestroyObject failed: Ox%x\n", rc);
return rc;

}

return rc;

}
CKM_TLS_GOST_PRE_MASTER_KEY_GEN:

#include "test_common.h"

CK_RV test_crypto();
CK_RV test_tls_pre_master_key_gen(CK_SESSION_HANDLE sess);
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int main(int argc, char *argv[]) {
CK_RV rc = CKR_OK;

rc = test_main(argc, argv);

if (rc !'= CKR_OK) {

fprintf(stderr, "test_main failed: Ox%x\n", rc);
return rc;

}

rc = test_crypto();

if (rc '= CKR_OK) {

fprintf (stderr, "test_crypto failed: Ox%x\n", rc);
return rc;

}

return CKR_OK;

}

CK_RV test_crypto()

{

CK_RV rc, ret;
CK_SESSION_HANDLE hSession;
CK_MECHANISM_INFO minfo;

rc = funcs->C_0OpenSession(SlotId,
CKF_RW_SESSION | CKF_SERIAL_SESSION,
NULL_PTR, NULL_PTR, &hSession);

if (rc !'= CKR_O0K) {

fprintf (stderr,

"ERROR call to C_OpenSession failed, rc = Ox%x\n", rc);
goto out;

}

fprintf (stderr, "C_OpenSession success\n");

/*

// log in as normal user

rc = funcs->C_Login(hSession, CKU_USER, user_pin, strlen(user_pin));
if (rc != CKR_OK) {

fprintf(stderr, "ERROR call to C_Login failed, rc = Ox%x\n", rc);
goto out_close;

}

fprintf(stderr, "C_Login success\n");

*/

rc = funcs->C_GetMechanismInfo(SlotId,
CKM_TLS_GOST_PRE_MASTER_KEY_GEN, &minfo);

if (rc !'= CKR_OK) {

fprintf (stderr,
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"\n======== Mechanism CKM_TLS_GOST_PRE_MASTER_KEY_GEN not supported ===========\n");
} else {

fprintf (stderr,

"\n CKM_TLS_GOST_PRE_MASTER_KEY_GEN test ================== \n");

rc = test_tls_pre_master_key_gen(hSession);

if (rc !'= CKR_OK) {

fprintf (stderr,

"ERROR CKM_TLS_GOST_PRE_MASTER_KEY_GEN failed, rc = Ox%x\n", rc);
} else {

fprintf (stderr, "CKM_TLS_GOST_PRE_MASTER_KEY_GEN test passed.\n");
}

}

if ( (ret = funcs->C_CloseSession(hSession)) != CKR_OK ) {
fprintf(stderr, "Error: C_CloseSession failed with OxYx\n", ret);
rc = ret;

}

else {

fprintf (stderr, "C_CloseSession success\n");

¥

out:
return rc;

¥

CK_RV test_tls_pre_master_key_gen(CK_SESSION_HANDLE sess)
{
int rc = 0;
CK_BYTE value[1024];
CK_MECHANISM mechanism_desc =
{CKM_TLS_GOST_PRE_MASTER_KEY_GEN, NULL, 0};
CK_MECHANISM_PTR mechanism = &mechanism_desc;
CK_OBJECT_HANDLE keyh = CK_INVALID_HANDLE;
static CK_OBJECT_CLASS oclass = CKO_SECRET_KEY;
static CK_KEY_TYPE key_type = CKK_GENERIC_SECRET;
static CK_BBOOL ltrue = CK_TRUE;
static CK_BBOOL 1lfalse = CK_FALSE;
CK_ATTRIBUTE attr;
static CK_ATTRIBUTE ltemplate[] = {
{ CKA_CLASS, &oclass, sizeof(oclass) 1},
{ CKA_KEY_TYPE, &key_type, sizeof (key_type) },
{ CKA_SENSITIVE, &lfalse, sizeof(lfalse) 1},
{ CKA_EXTRACTABLE, &ltrue, sizeof(ltrue) I},
{ CKA_DERIVE, &ltrue, sizeof(ltrue) },

ANMCECH

codpt 204



I'maBa 3. IlporpammvupoBanue 3.3. Ilpumepnbr mporpamMm

{ CKA_SIGN, &ltrue, sizeof(ltrue) 7},
{ CKA_VERIFY, &ltrue, sizeof(ltrue) }
};

CK_VERSION ver; // TLS version

ver.major = 1;
ver.minor = 0;
mechanism->pParameter = &ver;
mechanism->ulParameterLen = sizeof (ver);
rc = funcs->C_GenerateKey(sess, mechanism,
ltemplate, sizeof(ltemplate)/sizeof (CK_ATTRIBUTE),
&keyh) ;
if (rc !'= CKR_O0K) {
fprintf(stderr, "C_GenerateKey failed: Ox¥%x\n", rc);
return rc;

}

attr.type = CKA_VALUE;

attr.pValue = value;

attr.ulValuelen = 32;

rc = funcs->C_GetAttributeValue(sess, keyh, &attr, 1);

if (rc !'= CKR_O0K) {

fprintf (stderr, "C_GetAttributeValue failed: O0x%x\n", rc);
return rc;

}

printf ("TLS PRE-MASTER KEY:\n");
print_hex(value, attr.ulValuelen);

rc = funcs->C_DestroyObject(sess, keyh);

if (rc != CKR_OK) {

fprintf(stderr, "C_DestroyObject failed: Ox%x\n", rc);
return rc;

}

return rc;

}
CKM_TLS_GOST_MASTER_KEY_DERIVE

#include "test_common.h"

CK_RV test_crypto();
CK_RV test_tls_master_key_derive (CK_SESSION_HANDLE sess);
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int main(int argc, char *argv([]) {
CK_RV rc = CKR_OK;

rc = test_main(argc, argv);

if (rc != CKR_OK) {

fprintf(stderr, "test_main failed: Ox¥%x\n", rc);
return rc;

}

rc = test_crypto();

if (rc !'= CKR_O0K) {

fprintf(stderr, "test_crypto failed: O0x%x\n", rc);
return rc;

}

return CKR_OK;

}

CK_RV test_crypto()

{

CK_RV rc, ret;
CK_SESSION_HANDLE hSession;
CK_MECHANISM_INFO minfo;

rc = funcs->C_0OpenSession(SlotId,

CKF_RW_SESSION | CKF_SERIAL_SESSION,

NULL_PTR, NULL_PTR, &hSession);

if (rc !'= CKR_OK) {

fprintf (stderr,

"ERROR call to C_OpenSession failed, rc = Ox%x\n", rc);
goto out;

}

fprintf (stderr, "C_OpenSession success\n");

/*

// log in as normal user

rc = funcs->C_Login(hSession, CKU_USER, user_pin, strlen(user_pin));

if (rc !'= CKR_OK) {

fprintf(stderr, "ERROR call to C_Login failed, rc = Ox%x\n", rc);

goto out_close;

}

fprintf(stderr, "C_Login success\n");

*/

rc = funcs->C_GetMechanismInfo(SlotId,
CKM_TLS_GOST_MASTER_KEY_DERIVE, &minfo);
if (rc !'= CKR_O0K) {
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fprintf (stderr,

"\n======== Mechanism CKM_TLS_GOST_MASTER_KEY_DERIVE not supported =========
} else {

fprintf (stderr,

"\n CKM_TLS_GOST_MASTER_KEY_DERIVE test

rc = test_tls_master_key_derive(hSession);

if (rc !'= CKR_OK) {

fprintf (stderr,

"ERROR CKM_TLS_GOST_MASTER_KEY_DERIVE failed, rc = Ox)x\n", rc);
} else {

fprintf (stderr, "CKM_TLS_GOST_MASTER_KEY_DERIVE test passed.\n");
}

}

if ( (ret = funcs->C_CloseSession(hSession)) != CKR_OK ) {
fprintf(stderr, "Error: C_CloseSession failed with Ox%x\n", ret);
rc = ret;

}

else {

fprintf (stderr, "C_CloseSession success\n");

}

out:
return rc;

}

CK_RV test_tls_master_key_derive(CK_SESSION_HANDLE sess)
{
int rc = 0;
CK_BYTE value[1024];
CK_ULONG 1len;
CK_MECHANISM mechanism_desc =
{CKM_TLS_GOST_MASTER_KEY_DERIVE, NULL, O};
CK_MECHANISM_PTR mechanism = &mechanism_desc;
CK_OBJECT_HANDLE keyh = CK_INVALID_HANDLE;
CK_OBJECT_HANDLE mkeyh = CK_INVALID_HANDLE;
static CK_OBJECT_CLASS oclass = CKO_SECRET_KEY;
static CK_KEY_TYPE key_type = CKK_GENERIC_SECRET;
static CK_BBOOL ltrue = CK_TRUE;
static CK_BBOOL lfalse = CK_FALSE;
CK_ATTRIBUTE attr;
FILE *f = NULL;
CK_OBJECT_HANDLE paramh = CK_INVALID_HANDLE;
static CK_BYTE premaster[] = {
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Oxdc,0x2f,0x75,0x53,0x8a,0x02,0xc7,0x4d,
0x67,0x32,0x58,0xf5,0xf5,0x27,0xc3,0xc9,
0x27,0xd6,0x65,0x8f,0x72,0x38,0x7d,0x4b,
0x98,0x06,0xe0,0x91,0x1b,0xa5,0x8a,0x30

+s

static CK_BYTE client_random[] = {
0x87,0xba,0x38,0x94,0xa4,0xf9,0x3c,0x30,
0x65,0xfc,0x66,0xbe,0xf2,0xc0,0x09,0xb9,
0xc3,0x26,0x3e,0x16,0xc7,0x28,0x14,0x27,
0x98,0x26,0xe4,0xd5,0x30,0x7f,0x9a,0x2d

};

static CK_BYTE server_random[] = {
0x87,0x0e,0x1d,0x34,0xaf,0x28,0x1c,0x60,
Oxae,0x8d,0x26,0xe4,0xd5,0x30,0x7f,0x9a,
0x2d,0x87,0x0e,0x1d,0x34,0xaf,0x28,0x1c,
0x60,0xae,0x8d,0x21,0xee,0x7d,0x52,0x44

};

static CK_BYTE master[] = {
0x92,0xf3,0x91,0xbc,0xe7,0x04,0xe3,0xbd,
0x1c,0x57,0x6d,0x8c,0x55,0x7b,0x54,0x2a,
0x82,0x52,0x75,0xfc,0x79,0x64,0xcc,0xchb,
0xb3,0x21,0x41,0xce,0x50,0x17,0x23,0x74,
0xdd,0xb9,0xal,0xb3,0x5b,0xc2,0x80,0xab,
0xd5,0xec,0x62,0x70,0x63,0x6b,0xcb,0xbl

};

static CK_BYTE oid_hash_1[] = {

0x06, 0x07, 0x2a, 0x85, 0x03, 0x02, 0x02, Oxle, 0x01
};

static CK_ATTRIBUTE key_templatel[] = {
CKA_VALUE, premaster, sizeof (premaster) 1,
CKA_CLASS, &oclass, sizeof(oclass) },
CKA_KEY_TYPE, &key_type, sizeof (key_type) },
CKA_SENSITIVE, &lfalse, sizeof(lfalse) },
CKA_EXTRACTABLE, &ltrue, sizeof (1true) },
CKA_DERIVE, &ltrue, sizeof(ltrue) 1},
CKA_SIGN, &ltrue, sizeof(ltrue) 7},
CKA_VERIFY, &ltrue, sizeof(ltrue) 7}

YA A A A A A A A

>

static CK_TLS_GOST_MASTER_KEY_DERIVE_PARAMS params_gost = {

{ client_random, sizeof(client_random),
server_random, sizeof (server_random) },// RandomInfo
oid_hash_1,// pHashParamsQOid

sizeof (oid_hash_1) // ulHashParamsOidLen

};

AMC (:Clg‘CbT

208



I'maBa 3. IlporpammvupoBanue 3.3. Ilpumepnbr mporpamMm

rc = funcs->C_CreateObject(sess,

key_template, sizeof (key_template)/sizeof (CK_ATTRIBUTE),
&keyh) ;

if (rc !'= CKR_OK) {

fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);
goto end;

}

mechanism->pParameter = &params_gost;

mechanism->ulParameterlen = sizeof (params_gost);

rc = funcs->C_DeriveKey(sess, mechanism, keyh,

key_template + 1, sizeof(key_template)/sizeof (CK_ATTRIBUTE) - 1,
&mkeyh) ;

if (rc != CKR_OK) {

fprintf(stderr, "C_DeriveKey failed: O0x%x\n", rc);

goto end;

b

attr.type = CKA_VALUE;

attr.pValue = value;

attr.ulValuelen = sizeof(value);

rc = funcs->C_GetAttributeValue(sess, mkeyh, &attr, 1);

if (rc !'= CKR_O0K) {

fprintf(stderr, "C_GetAttributeValue failed: Ox%x\n", rc);
goto end;

}

len = attr.ulValuelen;
CHECK (value, len, master);

printf ("SUCCESS\n") ;

rc = CKR_OK;

end:

if (mkeyh != CK_INVALID_HANDLE) {
funcs->C_DestroyObject (sess, mkeyh);
¥

if (keyh != CK_INVALID_HANDLE) {
funcs->C_DestroyObject(sess, keyh);
+

return rc;

}
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CKM_TLS_GOST_KEY_AND_MAC_DERIVE:

#include "test_common.h"
CK_RV test_crypto();
CK_RV test_tls_key_and_mac_derive(CK_SESSION_HANDLE sess);

int main(int argc, char *argv[]) {
CK_RV rc = CKR_OK;

rc = test_main(argc, argv);

if (rc !'= CKR_OK) {

fprintf(stderr, "test_main failed: Ox%x\n", rc);
return rc;

}

rc = test_crypto(Q);

if (rc !'= CKR_OK) {

fprintf (stderr, "test_crypto failed: Ox%x\n", rc);
return rc;

}

return CKR_OK;

}

CK_RV test_crypto()

{

CK_RV rc, ret;
CK_SESSION_HANDLE hSession;
CK_MECHANISM_INFO minfo;

rc = funcs->C_OpenSession(SlotId, CKF_RW_SESSION | CKF_SERIAL_SESSION,
NULL_PTR, NULL_PTR, &hSession);

if (rc !'= CKR_OK) {

fprintf (stderr,

"ERROR call to C_OpenSession failed, rc = Ox%x\n", rc);

goto out;

}

fprintf(stderr, "C_OpenSession success\n");

rc = funcs->C_GetMechanismInfo(SlotId,
CKM_TLS_GOST_KEY_AND_MAC_DERIVE, &minfo);

if (rc !'= CKR_OK) {

fprintf (stderr,

"\n======== Mechanism CKM_TLS_GOST_KEY_AND_MAC_DERIVE not supported ===========\n");

fprintf (stderr,
"\n CKM_TLS_GOST_KEY_AND_MAC_DERIVE test \n");
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rc = test_tls_key_and_mac_derive(hSession);

if (rc !'= CKR_OK) {

fprintf (stderr,

"ERROR CKM_TLS_GOST_KEY_AND_MAC_DERIVE failed, rc = Ox%x\n", rc);
} else {

fprintf (stderr, "CKM_TLS_GOST_KEY_AND_MAC_DERIVE test passed.\n");
}

}

if ( (ret = funcs->C_CloseSession(hSession)) !'= CKR_O0K ) {
fprintf (stderr,

"Error: C_CloseSession failed with Ox%x\n", ret);

rc = ret;

}

else {

fprintf(stderr, "C_CloseSession success\n");

3

out:
return rc;

}

CK_RV test_tls_key_and_mac_derive (CK_SESSION_HANDLE sess)
{
int rc = 0;
CK_BYTE value[1024];
CK_ULONG len;
CK_MECHANISM mechanism_desc =
{CKM_TLS_GOST_KEY_AND_MAC_DERIVE, NULL, O};
CK_MECHANISM_PTR mechanism = &mechanism_desc;

CK_OBJECT_HANDLE keyh = CK_INVALID_HANDLE;

static CK_OBJECT_CLASS oclass = CKO_SECRET_KEY;

static CK_KEY_TYPE generic_key_type = CKK_GENERIC_SECRET;
static CK_KEY_TYPE secret_key_type = CKK_GOST28147;
static CK_BBOOL ltrue = CK_TRUE;

static CK_BBOOL 1false = CK_FALSE;

CK_ATTRIBUTE attr;

CK_OBJECT_HANDLE paramh = CK_INVALID_HANDLE;
static CK_BYTE client_random[] = {

0x48,0xdc,0xdb,0x79,0xfb,0x11,0x16,0xaf,
Oxed,0x6a,0x72,0xda,0xbf,0x7a,0xb2,0x76,

ANMCECH

codot 211



I'maBa 3. IlporpammvupoBanue 3.3. Ilpumepnbr mporpamMm

0x8c,0x35,0xa7,0x54,0x52,0xda,0xal,0x00,
0x47,0x83,0x29,0x72,0xa9,0x8d,0xd9,0x78
};

static CK_BYTE server_random[] = {
0x48,0xdc,0xda,0Oxaa,0x83,0xeb,0x5c,0x08,
0x51,0x20,0xc6,0x8e,0x29,0xb4,0x30,0xff,
0xc5,0x9e,0x4f,0x1c,0xa9,0x75,0xa7,0x35,
0x62,0x89,0x29,0x17,0x28,0x70,0x56,0x06
};

static CK_BYTE master[] = {
0x68,0x0d,0x31,0x53,0x6a,0x20,0x68,0x50,
Oxca,0x66,0x01,0x3f,0xb6,0xfa,0xe3,0x26,
0x51,0xb5,0xba,0x03,0x16,0xa3,0xdf,0xcl,
0x33,0x99,0xd0,0x61,0xda,0x74,0x12,0x4e,
0x96,0x6f,0x9%a,0x1c,0x25,0x24,0x89,0x42,
0xa9,0xeb,0x0c,0x56,0xel,0x04,0xbb,0x6a
};

static CK_BYTE ClientMacSecret[] = {
0x12,0x9d,0xf5,0xel,0x00,0xfe,0x51,0xf5,
0xe9,0xf3,0xcf,0xff,0x4f,0x02,0xcc,0xc9,
0x4a,0xe8,0x32,0x11,0xbd,0x35,0x63,0xa8,
0xe2,0xa9,0x71,0xd2,0x61,0x24,0x7b,0x23
};

static CK_BYTE ServerMacSecret[] = {
0xc0,0xfc,0x04,0x6f,0xa2,0xc6,0x30,0x97,
0xa2,0x90,0x8a,0x47,0x56,0x26,0x9d,0xc9,
0xe9,0x87,0x71,0x41,0xc4,0x3d,0x81,0x81,
0xb0,0x30,0x8f,0xea,0xa3,0x86,0x4f,0xae
+s

static CK_BYTE ClientKey[] = {

0x0e, Oxfc,0x85,0x03,0x2b,0x40,0xbd, 0x65,
Oxce,0x39,0x70,0xb0,0xed,0xd2,0x48,0xdd,
Ox6e,0xfc,0x97,0x29,0xb4,0xd5,0xd8,0x91,
0x42,0x7a,0xd0,0x55,0x9c,0x7c,0x6e,0x61
};

static CK_BYTE ServerKey[] = {
0x17,0x34,0xe4,0x2c,0x8e,0x9c,0x6f,0xda,
0x3c,0x30,0xbb,0xc8,0xfa,0xe7,0x8d,0x76,
0x11,0x0c,0xfc,0x5b,0xeb,0x00,0x92,0xb2,
Oxed,0x36,0x3e,0x27,0x60,0x12,0x50,0xa5
};

static CK_BYTE IVs[] = {
0x99,0x38,0xb5,0x71,0x78,0x47,0x92,0xba,
0xc4,0x43,0xb9,0xd3,0x24,0x75,0x09,0x79
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+;

// CryptoPro GOST 3411 HASH 1 Param Set 0ID

static CK_BYTE oid_hash_1[] = {

0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Oxle, 0x01
};

static CK_BYTE gost28147_params_A[] = {

0x06, 0x07, Ox2a, 0x85, 0x03, 0x02, 0x02, Ox1f, 0x01
};

static CK_ATTRIBUTE master_key_template[] = {

CKA_VALUE, master, sizeof (master) },

CKA_CLASS, &oclass, sizeof(oclass) 1},

CKA_KEY_TYPE, &generic_key_type, sizeof (generic_key_type) },
CKA_DERIVE, &ltrue, sizeof(ltrue) },

CKA_SENSITIVE, &lfalse, sizeof(lfalse) 1},

CKA_EXTRACTABLE, &ltrue, sizeof (ltrue) }

Rl e

static CK_ATTRIBUTE secret_key_template[] = {

CKA_CLASS, &oclass, sizeof(oclass) },

CKA_KEY_TYPE, &secret_key_type, sizeof (secret_key_type) 1},
CKA_GOST28147_PARAMS, gost28147_params_A, sizeof(gost28147_params_A) 7,
CKA_ENCRYPT, &ltrue, sizeof(ltrue) 1},

CKA_DECRYPT, &ltrue, sizeof(ltrue) 1},

CKA_SIGN, &ltrue, sizeof(ltrue) 7},

CKA_VERIFY, &ltrue, sizeof(ltrue) 1},

CKA_SENSITIVE, &lfalse, sizeof(lfalse) },

CKA_EXTRACTABLE, &ltrue, sizeof(ltrue) }

e e

>

static CK_BYTE IVClient[8];

static CK_BYTE IVServer[8];

static CK_SSL3_KEY_MAT_OUT km = {
CK_INVALID_HANDLE, CK_INVALID_HANDLE,
CK_INVALID_HANDLE, CK_INVALID_HANDLE,
IVClient, IVServer

};

static CK_TLS_GOST_KEY_MAT_PARAMS params_gost =
{
{

256, 256, 64, CK_FALSE,

{
client_random, sizeof(client_random),
server_random, sizeof (server_random)
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},
&km
},
oid_hash_1,
sizeof (oid_hash_1)
};

mechanism->pParameter = &params_gost;
mechanism->ulParameterLen = sizeof (params_gost);

rc = funcs->C_CreateObject(sess,

master_key_template, sizeof (master_key_template)/sizeof (CK_ATTRIBUTE),
&keyh) ;

if (rc !'= CKR_OK) {

fprintf(stderr, "C_CreateObject failed: Ox%x\n", rc);

return rc;

3

rc = funcs->C_DeriveKey(sess, mechanism, keyh,

secret_key_template, sizeof (secret_key_template)/sizeof (CK_ATTRIBUTE),
NULL_PTR) ;

if (rc !'= CKR_O0K) {

fprintf (stderr, "C_DeriveKey failed: O0x%x\n", rc);

return rc;

}

attr.type = CKA_VALUE;

attr.pValue = value;

attr.ulValuelen = sizeof (value);

rc = funcs->C_GetAttributeValue(sess, km.hClientMacSecret, &attr, 1);
if (rc !'= CKR_OK) {

fprintf (stderr, "C_GetAttributeValue failed: Ox)%x\n", rc);

return rc;

}

len = attr.ulValuelen;
CHECK(value, len, ClientMacSecret);

attr.type = CKA_VALUE;

attr.pValue = value;

attr.ulValuelLen = sizeof(value);

rc = funcs->C_GetAttributeValue(sess, km.hServerMacSecret, &attr, 1);
if (rc !'= CKR_O0K) {

fprintf (stderr, "C_GetAttributeValue failed: Ox%x\n", rc);

return rc;
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}

len = attr.ulValuelen;
CHECK (value, len, ServerMacSecret);

attr.type = CKA_VALUE;

attr.pValue = value;

attr.ulValuelen = sizeof (value);

rc = funcs->C_GetAttributeValue(sess, km.hClientKey, &attr, 1);
if (rc != CKR_OK) {

fprintf (stderr, "C_GetAttributeValue failed: Ox)%x\n", rc);
return rc;

}

len = attr.ulValuelen;
CHECK(value, len, ClientKey);

attr.type = CKA_VALUE;

attr.pValue = value;

attr.ulValuelLen = sizeof(value);

rc = funcs->C_GetAttributeValue(sess, km.hServerKey, &attr, 1);
if (rc !'= CKR_O0K) {

fprintf (stderr, "C_GetAttributeValue failed: O0x%x\n", rc);
return rc;

}

len = attr.ulValuelen;
CHECK (value, len, ServerKey);

memcpy (value, IVClient, 8);
memcpy (value + 8, IVServer, 8);
len = 16;

CHECK (value, len, IVs);

rc = funcs->C_DestroyObject(sess, km.hClientMacSecret);
if (rc != CKR_OK) {

fprintf(stderr, "C_DestroyObject failed: Ox%x\n", rc);
return rc;

}

rc = funcs->C_DestroyObject(sess, km.hServerMacSecret);
if (rc != CKR_OK) {

fprintf(stderr, "C_DestroyObject failed: Ox%x\n", rc);
return rc;
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}

rc = funcs->C_DestroyObject(sess, km.hClientKey);

if (rc !'= CKR_OK) {

fprintf(stderr, "C_DestroyObject failed: Ox%x\n", rc);
return rc;

}

rc = funcs->C_DestroyObject(sess, km.hServerKey);

if (rc !'= CKR_OK) {

fprintf (stderr, "C_DestroyObject failed: Ox%x\n", rc);
return rc;

}

rc = funcs->C_DestroyObject(sess, keyh);

if (rc !'= CKR_OK) {

fprintf(stderr, "C_DestroyObject failed: O0x%x\n", rc);
return rc;

3

return rc;

}

3.3.20 VNcnonb3oBaHne HECKOJIbKNUX NMOTOKOB

B nporpamme threadmkobj.c mpoussogurcst Ber3oB dyukimit PKCS#11 us Heckobkux
ITIOTOKOB.

Ob6parure BHUMaHUE, UTO [PU WHUIMAIU3ANANA OUOJIMOTEKH B apryMeHTe (DYHKIUH
C_Initialize(BHyTpH(byHKuHHinH) MIPUJIOYKEHUEM TIePeIaioTcs aapeca PyHKIH, Uc-
[TOJIb3YEMBIX B OUOIHOTEKE [1J1s1 OJIOKUPOBKY MOTOKOB. COIJIACHO CTaHIAPTY, JOIMYCKAETCS
HCIIOJIb30BaHne OJIOKUPOBOYHBIX (DYHKIHI MpuIoKeHus wiu oubsmorexku. Ecian Ob1 npu-
JiozkeHne pabortasio ¢ 6ubIMOTEKOI B 0JIHOM 1OTOKe, TO byHKImio C_Initialize Hy2KHO
6b1710 661 BoI3BIBaTEL ¢ aprymenTomM NULL, kaxk 310 semaercss B OOJBITMHCTBE TECTOBBIX
MIPIMEPOB.

#include "test_common.h"

// 06beM maMaTH Ha TOKEHe OrpAHWYeH, [IOSTOMy 3aNaBaTh

// 3mechb 6onblme 3HAYEHWS HEe PEKOMEHAYETCH.

#define THREADCNT 3 // xonm4ecTBO HOTOKOB (MakKCHUMyM 3aBUCUT OT CHCTEMbI)
#define NUMSESS 2 // komnu4ecTBO cCecCCHil B IIOTOKe

#define NUMOBJ 5 // MakcuManbHOE KONUYECTBO OBBHEKTOB B CECCHHU

CK_RV

open_session_and_login( CK_SLOT_ID SlotID )
{

CK_FLAGS flags;
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CK_SESSION_HANDLE h_session;
CK_RV rc;
CK_BYTE ltrue = TRUE;

flags = CKF_SERIAL_SESSION | CKF_RW_SESSION;
rc = funcs->C_OpenSession(
SlotID, flags, NULL, NULL, &h_session );

rc = funcs->C_Login( h_session, CKU_USER,
user_pin, strlen(user_pin) );

return rc;
}
int create_token_objects( int id, int is )
{
CK_FLAGS flags;
CK_SESSION_HANDLE h_session;
CK_RV rc;
CK_BYTE ltrue = TRUE;
CK_BYTE 1false = FALSE;
CK_OBJECT_CLASS data_class = CKO_DATA;

CK_UTF8CHAR label[32];
CK_CHAR appl[] = "ls_hwil_library";

CK_BYTE data_valuel]

= "AaBbCcDdEeF£fGgHhIiJjKkL1MmNnOoPpQqRrSsTtUuVvWwXxYyZz";
CK_ATTRIBUTE data_attribs[] =

{

{CKA_CLASS,&data_class,sizeof (data_class)},
{CKA_APPLICATION, app,strlen(app)+1},

{CKA_TOKEN, &1true, sizeof (1true)},
{CKA_VALUE, &data_value,sizeof (data_value)},
{CKA_PRIVATE,&1false, sizeof (1false)}
};

CK_ATTRIBUTE label_attribs[] =

{

{CKA_LABEL,label, O},

};

CK_OBJECT_HANDLE obj_list [NUMOBJ];
CK_ULONG i=0;

CK_ULONG count = NUMOBJ;

flags = CKF_SERIAL_SESSION | CKF_RW_SESSION;
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rc = funcs->C_OpenSession(

SlotId, flags, NULL, NULL, &h_session );
if (rc !'= CKR_OK) {

show_error (" C_OpenSession", rc );
goto done;

}
fprintf(stderr, "Thread %d: Session %d opened\n", id, is);

// B Kaxmo#l ceccuu M BHIIOJNHAEM OIEpaluy CO3LAHUS,

// MomMOUKAaIMK ¥ YHUYTOXEHMS CIyYaiHOTO KOIMYeCTBa

// 06bEKTOB TOKeHA, YTOOH CO3JAaTh KOHKYPEHTHYO O6CTAHOBKY
// Mexmy MoToKaMu.

rc = funcs->C_GenerateRandom(h_session,
(CK_BYTE *)&count, sizeof(count));

if (rc !'= CKR_OK) {

show_error (" C_GenerateRandom", rc );
goto done;

}

count = count % NUMOBJ + 1;

for (i=0; i<count; i++) {

rc = funcs->C_CreateObject( h_session,

data_attribs, sizeof(data_attribs)/sizeof (CK_ATTRIBUTE),
&obj_list[i] );

if (rc !'= CKR_O0K) {

show_error (" C_Createlbject", rc );

goto done;

}

sprintf(label, "data_%d_%d_%d", id, is, i+1);
label_attribs[0] .ulValuelen = strlen(label)+1;

rc = funcs->C_SetAttributeValue( h_session,obj_list[i],
label_attribs, sizeof (label_attribs)/sizeof (CK_ATTRIBUTE));
if (rc !'= CKR_O0K) {

show_error (" C_SetAttributeValue", rc );

goto done;

}

fprintf(stderr, "Object %s created\n", label);

}

fprintf (stderr,

"Thread %d: %d objects of session %d created\n",

id, count, is);
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for (i=0; i<count; i++) {

rc = funcs->C_DestroyObject( h_session, obj_list[i] );

if (rc !'= CKR_OK) {
show_error ("
goto done;

}

sprintf (label, "data_%d_%d_%d", id, is, i+1);
fprintf (stderr, "Object %s destroyed\n", label);
}

fprintf (stderr,

"Thread %d: %d objects of %d destroyed\n",

id, count, is);

C_DestroyObject", rc );

done:
funcs->C_CloseSession( h_session );
fprintf(stderr, "Session %d closed\n", id);

return rc;

}

#ifdef WIN32

DWORD WINAPI

#else

int

#endif

thread_func(void *thid)
{

int i=0;

CK_RV rv = CKR_OK;

int  id = *x(int *)thid;

fprintf (stderr, "thread_func Jd started\n", id);
while(i++ < NUMSESS) {

fprintf (stderr,

"create_token_objects %d, session %d\n", id, i);
rv = create_token_objects(id, i);

if (rv != CKR_OK) {

fprintf (stderr,

"create_token_objects %d, session %d failed\n",
id, 1)

break;

¥
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fprintf (stderr,

"create_token_objects %d, session %d finished\n",
id, i);

}

fprintf (stderr, "thread_func %d finished\n", id);
return rv;

}

int

main( int argc, char x*argv )
{

int i, rc;

#ifdef WIN32

HANDLE id [THREADCNT] ;
DWORD rv;

#else

pthread_t id[THREADCNT];
#endif

int thid [THREADCNT];

for (i=1; i < argc; i++) {

if (strcmp(argv[i], "-api") == 0) {
i++;
api_path = argv[i];

} else if (strcmp(argv[i], "-user_pin") == 0) {
i++;
user_pin = argv[i];

} else if (strcmp(argv[i], "-h") == 0) {

printf (

"usage: %s [-api <path>][-user_pin <PIN>] [-h]\n\n",
argv[0] );

return O;

}
}

fprintf (stderr, "==>> init...\n");

// Use PKCS#11 library native multithreading locks.

//rc = init(api_path, &funcs, pinit_args_os_locking);

// Use application-supplied multithreading callbacks for locking.
rc = init(api_path, &funcs, pinit_args_app_locking);

if (rc != CKR_OK) {

fprintf(stderr, "==>> init failed\n\n");

return rc;
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}

fprintf (stderr, "==>> init Ok\n\n");
fprintf(stderr, "==>> get_slot_list...\n");
rc = get_slot_list(funcs,

&SlotList,
&SlotCount) ;
if (rc '= CKR_OK) {

fprintf (stderr,
"==>> get_slot_list failed, rc = O0x%x\n\n", rc );
return rc;
}
fprintf(stderr, "==>> get_slot_list Ok\n\n");
fprintf(stderr, "==>> find_slot_with_token...\n");
rc = find_slot_with_token(funcs,
SlotList,
SlotCount,
&SlotId);
if (rc !'= CKR_O0K) {
fprintf (stderr,
"==>> find_slot_with_token failed, rc = Ox¥%x\n\n",
rc );
return rc;
}
fprintf(stderr, "==>> find_slot_with_token Ok\n\n");

rc = open_session_and_login(SlotId);

if (rc !'= CKR_OK) {

fprintf (stderr,

"==>> open_session_and_login failed, rc = Ox¥)x\n\n",
rc );

return rc;

}

fprintf(stderr, "==>> open_session_and_login Ok\n\n");

for (i=0;i<THREADCNT;i++){

thid[i] = i+1;

fprintf (stderr, "Creating thread %d \n", thid[il);
#ifdef WIN32
id[i] = CreateThread(NULL, O,
(LPTHREAD_START_ROUTINE) thread_func,
(void *)&(thid[i]), O, NULL);
#else
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pthread_create(&id[i] ,NULL,

(voidx(*) (void *))thread_func, (void *)&(thid[il));
#endif
}

fprintf(stderr, "Waiting for all application threads\n");
#ifdef WIN32

rv = WaitForMultipleObjects(THREADCNT, id, TRUE, INFINITE);
if (rv == WAIT_TIMEQUT) {

fprintf(stderr, "Stop waiting by timeout\n");

} else {

fprintf (stderr, "All threads completed\n");

}

#else

for (i=0; i<THREADCNT; i++){

if (thid[i]) {

printf("Joining thread %ld\n", thid[i]);
pthread_join(id[i],NULL);

thid[i] = O;

}

}

#endif

fprintf (stderr,

"Finalizing library...\n");
funcs->C_Finalize(NULL);
fprintf (stderr, "SUCCESS\n");
return O;

}
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4.1 Jlnuensua gnsa BigDigits

B 6ubimorexe 1s11sw ucnosnbsyercst 6ubsmoreka BigDigits [9] komnanuu DI Management
Servies Pty Limited B coorBeTcTBHE C IPHUBEIEHHON HUXKE JUICH3UEH.

This source code is part of the BIGDIGITS multiple-precision arithmetic library Ver-
sion 2.2 originally written by David Ireland, copyright (c¢) 2001-13 D.I. Management
Services Pty Limited, all rights reserved. You are permitted to use compiled versions of
this code at no charge as part of your own executable files and to distribute unlimited
copies of such executable files for any purposes including commercial ones provided you
agree to these terms and conditions and keep the copyright notices intact in the source
code and you ensure that the following characters remain in any object or executable
files you distribute AND clearly in any accompanying documentation:

”Contains BIGDIGITS multiple-precision arithmetic code originally written by David
Ireland, copyright (c) 2001-13 by D.I. Management Services Pty Limited
(www.di-mgt.com.au), and is used with permission.”

David Ireland and DI Management Services Pty Limited make no representations
concerning either the merchantability of this software or the suitability of this software
for any particular purpose. It is provided ”as is” without express or implied warranty of
any kind. Our liability will be limited exclusively to the refund of the money you paid
us for the software, namely nothing. By using the software you expressly agree to such
a waiver. If you do not agree to the terms, do not use the software.

4.2 Jlnuyensuna gna NSPR

B 6ubanoreke Isl1sw ucnosnbsytores cpegacrsa NSPR, paspaboranubie B cocraBe Open
Source npoaykros Mozilla, B coorsercrBun ¢ ynnensueir MPL [8].
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